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Preface

UbiComp 2003, the 5th Annual Conference on Ubiquitous Computing, is the
premier forum for presentation of research results in all areas relating to the de-
sign, implementation, deployment and evaluation of ubiquitous computing tech-
nologies. The conference brings together leading researchers, from a variety of
disciplines, perspectives and geographical areas, who are exploring the implica-
tions of computing as it moves beyond the desktop and becomes increasingly
interwoven into the fabrics of our lives.

This volume, the conference proceedings, contains the entire collection of
high-quality full papers and technical notes from UbiComp 2003. There were
16 full papers in this year’s conference, selected by our international program
committee from among 117 submissions. There were also 11 technical notes in
the program: 8 taken from the 36 technical note submissions, and 3 that were
adapted from full paper submissions. We are very grateful to Tim Kindberg
and Bernt Schiele, our Technical Notes Co-chairs, and to all the authors and
reviewers of both papers and technical notes who contributed to maintaining
the high standards of quality for the conference.

In addition to the full papers and technical notes, UbiComp 2003 also pro-
vided a number of other participation categories, including workshops, demon-
strations, interactive posters, a panel, a doctoral colloquium and a video pro-
gram. While accepted submissions in these categories were also of high quality,
timing and size constraints prevented us from including them in this volume.
They were instead available in a printed conference supplement distributed to
conference attendees and at the conference Web site, www.ubicomp.org. We also
want to express our thanks to all the chairpersons, authors and reviewers in these
categories for their contributions to making the conference such an outstanding
success.

Several organizations provided financial and logistical assistance for the con-
ference, and we are grateful for their support. The donations by our corporate
benefactor, Intel, and by our corporate sponsors, Fuji Xerox Palo Alto Labo-
ratory, Hewlett-Packard Laboratories, Microsoft Research, Nokia Research, and
Smart Technologies, help us provide a world-class conference experience for all
attendees. We are also grateful to Intel Research Berkeley and Intel Research
Cambridge for providing the spaces and other logistical support for our dual-site
transcontinental program committee meeting in June, and to Microsoft Research
for the use of their Conference Management Toolkit.

Finally, we wish to thank all the people attending the conference, as it is the
opportunities to meet and interact with all of you interesting people that makes
the planning of such a momentous event a worthwhile endeavor for all involved!

August 2003 Joe McCarthy
Anind K. Dey

Albrecht Schmidt
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Building World Models by Ray-Tracing
within Ceiling-Mounted Positioning Systems

Robert K. Harle and Andy Hopper

Laboratory for Communication Engineering
University of Cambridge

{rkh23,hopper}@eng.cam.ac.uk

Abstract. Context-aware computing in location-aware environments demands
the combination of real world position with a computational world model to infer
context. We present a novel approach to building world models using signals
inherent in positioning systems, building on the work of the robotics research
field.
We implement the approach using the Bat ultrasonic location system. We observe
excellent results when trying to extract the height and shape of horizontal surfaces,
and demonstrate how to image and characterise object volumes.
Results are collected using personnel Bats and by using an autonomous vehicle
which moves randomly. In both cases, the results are accurate and reliable.

1 Introduction

The context-aware computing paradigm [14] has sparked an interest in the develop-
ment of technologies that realise the applications it offers. Thus far, the major enabling
technology has emerged as location (both through absolute positioning and spatial con-
tainment), with many research systems already demonstrated to locate personnel and
objects [7, 17, 13, 15, 18, 4, 11, 10], and many more on the horizon.

Context-aware systems must integrate location information with a knowledge of the
world in which they operate. This knowledge is contained within a world model, and may
be as detailed or sparse as the applications which utilise it demand. As a minimum, the
authors have found by experience that a useful system should be aware of room bounds,
computer host positions, and the location of major office furniture. These facilitate the
majority of applications such a hot-desking and “follow-me” applications.

The experiences of the authors with the SPIRIT context-aware system [1], have
highlighted a series of practical problems that regularly manifest in a real world deploy-
ment. Objects modelled by SPIRIT, but not explicitly tracked by sensor systems, are
continually observed to unexpectedly move, reconfigure, or be removed altogether. As
an example, users commonly shift and re-orient their desktop display.

The resultant loss of synchronisation between the real world and the world model
can be problematic for context-aware systems. If a monitor is moved, for example, the
ability to hot-desk to it whilst in its vicinity is immediately lost. The system continues
to make decisions consistent with its model, but now inconsistent with the real world.
Users become confused, and start to distrust the system, reducing its value.

A.K. Dey et al. (Eds.): UbiComp 2003, LNCS 2864, pp. 1–17, 2003.
c© Springer-Verlag Berlin Heidelberg 2003



2 Robert K. Harle and Andy Hopper

To prevent this, context-aware systems must be able to respond to changes in the
real world. Current implementations use a world model that is manually configured at
initial switch on. Adaptation to any subsequent changes in the real world relies on human
administrators observing those inconsistencies and taking the time to correct them. On
the scale of a laboratory implementation, this is adequate. However, larger deployments
clearly cannot depend on this approach.

This paper presents a method of using signals within positioning systems to infer
the presence, position, and shape of objects in the environment with minimal human
involvement.

2 Robotics and Positioning Signal Propagation

Unobtrusive positioning systems rely on the propagation of wave phenomena. The char-
acteristics of the propagation (such as time-of-flight) or the wave itself (phase) provide
information that can be combined with the information from other waves to compute a
position. For example, the Bat system [17] uses the time-of-flight measurements of ultra-
sonic waves propagating between a transmitter and multiple, ceiling-mounted, receivers
to perform a multilateration calculation and estimate the transmitter position.

Given the position of a transmitter and a receiver that detects an emitted signal, we
establish a vector between these positions, known as a ray. Herein, it will be assumed
that the positioning system uses a mobile transmitter and fixed receivers.All concepts are
directly applicable to the inverse situation by symmetry arguments. As the transmitter
is moved around, a series of new rays are established with each successful positioning
calculation.

Fig. 1. The build up of rays around a table.

Over time, the rays penetrate into three-dimensional space. Where objects made of
material that is opaque to the positioning medium exist, no rays are expected (illustrated
in Fig. 1). The essential premise, then, is to facilitate the aggregation up of rays within an
environment, and provide an analysis algorithm to extract information from the regions
that no rays intercept.

In a real system, rays may build up very quickly. A three-dimensional position re-
quires a minimum of three receiver sightings, and hence provides at least three rays. At
a conservative update rate of 0.1Hz, we generate a minimum of 25,920 rays per person
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Fig. 2. A vertical slice through an occupancy grid. Grey cells are occupied. Rays are represented
by thick dark lines.

per day. Robust systems are likely to vastly exceed this minimum. It is therefore not
storage efficient to store the details of every ray within the system.

Instead, we can use a three-dimensional occupancy grid. Occupancy grids were first
proposed by Moravec and Elfes in the field of robotics and autonomous navigation, where
robots must use attached sensors to model their environment. There exists extensive
literature in the field pertaining to mapping and exploration [9, 2, 8, 3, 16].

For the purposes of this paper, an occupancy grid is a three dimensional construction
that segments the space of interest into regular cubes. Each cube is associated with a
binary state from the set {occupied, unoccupied}.

A ray is quantised onto a grid by determining the cells it intercepts, and assigning
them the unoccupied state (Fig. 2). Using a spatial grid reduces the storage requirements,
and eases analysis. The accuracy of such a representation depends on the choice of cell
size. A smaller cell size necessitates larger storage requirements, but potentially gives
increased accuracy.

3 Real World Difficulties

Ideally a ray-tracing system would record the receivers that receive any positioning
pulse and store the corresponding rays in some form. However, to do so would make
the implicit assumption that the path traversed by the positioning signal was straight and
direct between the transmitter and receiver. In reality, waves are subject to a series of
physical phenomena which may cause deviations from this ideal. In particular, waves
may be diffracted (Fig. 3(a)) or reflected (Fig. 3(b)).

The possibility of signals taking non-direct paths has traditionally been a serious
problem for positioning systems. It introduces a source of significant error into the
positioning algorithm. In any set of positioning signals, we wish to establish those that
traversed direct paths, and use only those when ray-tracing.

We can reliably estimate the direct-path subset of measurements by discarding the
rays for all measurements that are discarded by the positioning algorithm. In this way we
maintain all measurements that are consistent with the returned position. By ensuring that
the positioning algorithm is resilient to non-direct measurements, these measurements
most likely represent the direct-path subset.
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(a) Edge diffraction. (b) Specular reflection.

Fig. 3. Wave phenomena causing signal path deviations.

Fig. 4. Reflection images in the Bat system.

However, in extreme cases, it is still possible to misidentify direct signals, as il-
lustrated in Fig. 4. Here, no signals propagate to any receivers without first specularly
reflecting from a monitor. The resultant time-of-flight (or equivalent) measurements are
consistent with a position reflected through the plane of the monitor, and a position-
ing algorithm will converge on this reflected position, producing rays that obscure the
monitor.

The positioning algorithm implemented within the Bat system uses a non-linear
model of the data. The standard usage of such an algorithm is to create a model from all
measures, discard the largest outlier and repeat until a certain error level is reached, or
the algorithm diverges. As described in [6], the Bat algorithm modifies this technique,
and discards only the measures with the largest positive residuals, thereby encapsulating
the idea that an ultrasonic signal cannot travel faster than the speed of sound. The effect
of this is that a single direct measurement is enough to prevent the positioning algorithm
converging. Thus, situations where a reflected position is returned can be minimised, but
not eliminated.

To handle the introduction of such error requires a more detailed approach when
forming an occupancy grid. In robotics, a probability of occupancy is assigned to each
cell rather than a binary state, and a final probability threshold applied to convert to
a binary grid [16]. This works well because the error model for the sensor is easily
modelled, allowing for meaningful probabilities. In this methodology, a ray becomes a
probabilistic beam with reduced probability of occupancy further from the central axis.
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With a positioning system, this methodology can be difficult to apply. Inherent po-
sitional error can be used to create a beam, using a Gaussian distribution centred on the
position estimate, with a width determined by any available error estimate. However, this
does not account for reflections, which are not predictable and hence not reliably mod-
elled. Similarly, if the grid cell size exceeds the typical error for a position, quantising
beams onto the grid is little different from the quantisation of rays, but more demanding
in both computation and storage.

An alternative approach when the typical positional error is of the same order as,
or less than, the cell size is to reduce the effect of erroneous measures statistically. A
voting grid can be formed, whereby each cell has an associated voting count rather than
a binary occupancy state or a floating point probability. This voting count is incremented
whenever a ray intercepts the cell.

When reflected positions such as that shown in Fig. 4 are possible, we expect to
see a build up of votes within those cells in proportion to the probability of finding
the incorrect reflected position. The positioning algorithm described in [6] makes this
probability sufficiently small that we can identify the erroneous cell interceptions by
thresholding the voting grid to form a binary occupancy grid.

4 Ceiling Mounted Positioning Systems

The systems that have exhibited the highest positioning accuracy to date are primarily
ceiling mounted [17, 13, 10, 12]. The Bat system, for example, uses a mobile ultrasonic
transmitter and a series of ceiling mounted receivers to position to within 3cm (95%
confidence level).

Such systems are well suited to ray-tracing because they typically have a reasonably
large density of receivers and produce accurate positions, ensuring a fast and extensive
build up of reliable rays. However, the geometry of the situation means that volumes
vertically below a surface (such as the space underneath a table) cannot be mapped. So
such systems are best restricted to the determination of specific surfaces.

4.1 Horizontal Surfaces

Determining the height, size, and shape of horizontal surfaces in the human environment
is particularly useful. These are the surfaces upon which we can work, and upon which
we store items of interest to context-aware systems.

To demonstrate ray-tracing, an experiment was performed using a combination of
two tables within a room covered by the Bat system. The two tables were chosen to be
of differing heights and shapes, and were setup as shown in Fig. 5.

A Bat was moved at random in and around the vicinity of the tables for a period
of a few minutes, whilst the Bat system was held in a high update rate to maximise
result collection. A total of 6,630 positions were recorded, giving rise to 77,631 rays.
The rays were quantised onto a voting grid with dimensions 3.0mx4.0mx2.2m and a cell
size of 0.02m. A low threshold was applied, since there were no near-vertical surfaces
to reflect positions, and thus very few erroneous rays. Figure 6 shows the resultant ray
intersections with horizontal planes at different heights, slices, superimposed with the
measured outlines of the tables.
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(a) (b)

Fig. 5. Table configuration for tests.

At low heights, we observe the intersection distribution to be scarce and highly
globular; a result of fewer sightings made at that height. Even so, we immediately see the
emergence of the larger square table. The table outline becomes sharper as we approach
the table height of 0.7m. Beyond this we observe the circular outline of the second table
begin to form. Again, we qualitatively note that the outline is sharpest at a height of
1.1m; the correct height for the second table. We then pass through a region of extensive
intersections with no large scale regions present. Above a height of approximately 1.4m,
we see small near-circular slices of the individual intersection cones associated with,
and centred on, each receiver position (see Fig. 6(t)).

Autonomous Extraction of Specific Surfaces. Once a binary occupancy grid is estab-
lished, various techniques can be used to extract object details. It is possible to apply
image processing techniques such as the Sobel edge detector or the Hough transform [5].
These, however, must be performed in three-dimensional space, which is slow and cum-
bersome. They also produce extensive edge information, which can be difficult to reduce
and amalgamate to form polygonal object representations.

It is also possible to use the characteristics of the occupancy grid at various heights
to autonomously extract information about an individual surface. Given a seed point, s,
located approximately at the centre of the surface we can use region growing code on a
series of slices at different heights to examine the geometrical properties of any region
containing s.

At each height, we can form a dimensionless constant, R, for the region, where R is
defined in terms of the region perimeter, P , and the region area, A

R =
P 2

A
. (1)

When no region exists around seed s, we stop searching, making the implicit as-
sumption that no surfaces exist above this height. We can justify this by realising that,
for there to be no region, rays from the ceiling must penetrate into the area and a signif-
icant volume above it, as illustrated in Fig. 7. The dashed horizontal line represents the
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(a) z=0.0m (b) z=0.1m (c) z=0.2m (d) z=0.3m

(e) z=0.4m (f) z=0.5m (g) z=0.6m (h) z=0.7m

(i) z=0.8m (j) z=0.9m (k) z=1.0m (l) z=1.1m

(m) z=1.2m (n) z=1.3m (o) z=1.4m (p) z=1.5m

(q) z=1.6m (r) z=1.7m (s) z=1.8m (t) z=1.9m

Fig. 6.
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Fig. 7.
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Fig. 8. The profile plot.

first height at which no region can be found using the seed shown as a vertical dashed
line. We can conclude that any object above this height would likely be ceiling mounted
itself.

The quantity R provides an estimate of how noisy the region shape is. Since we expect
edges to be smooth for comfort, safety and aesthetic reasons, we expect to observe a
strong local minimum in a plot of R versus height, z. We term such a plot the profile
plot.

Figure 8 shows the profile plot for the data collected for Section 4.1, using a seed
manually calculated to be the centre of the true table position. The underlying distribution
is noisy and can be smoothed with a simple boxcar average (dashed line in Fig. 8). This
highlights two major minima at heights of 0.7m and 1.1m. We can then find the local
minimum within this region from the original profile plot. The results shown in Fig. 8
estimate the heights of the two minima to be 0.67m and 1.07m, in good agreement with
the measured heights of the table surfaces (0.683m and 1.090m, respectively).

Figure 9 shows the convex hull of the perimeter of each region extracted at the
heights with minima in the profile plot. The true shapes and positions of the tables are
superimposed for comparison. Table 1 details the associated errors.

Note that the value of R is also indicative of shape of the object. Table 2 gives
the expected values of R for a series of shapes. Whilst it has not been possible to
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Fig. 9. Autonomous extraction results.

Table 1. Errors.

Table Perimeter Error Area Error R Error Height Error

Square -0.001m (-0.02%) +0.28m2 (+11.2%) +15.4 -0.013m (-1.9%)
Circular -0.28m (-0.09%) -0.15m2 (-19.5%) +16.1 -0.02m (-1.8%)

Table 2. Profile plot ratios.

Shape

R value 18.0 28.8 16.0 4.0 25.0

reliably extract the shape given any experimentally determined value of R, the order of
magnitude of R is a useful indicator as to whether an object is genuinely present. For
example, finding R > 50 is unlikely for an object in an office environment.

Seed Identification. Section 4.1 described a method of extracting a surface shape and
height given a seed point which lies within its bounds. To autonomously extract all the
surfaces in a region, then, we require a method of identifying the seed points within a
data set.

Consider a three dimensional occupancy grid with all rays quantised into it, as
described in Section 2. We can examine each vertical column of cells in turn, and create
a two-dimensional grid which contains the largest number of consecutive empty cells
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(a) Contour plot. (b) Thresholded using av-
erage value.

(c) Region extraction.

Fig. 10. Using contour plots to determine seeds.

Fig. 11. The importance of seed choice.

within that column. This creates a contour plot of the number of empty cells within a
column, as shown in Fig. 10(a) for the table data above.

By applying a threshold to the contour plot (Fig. 10(b)), we can use region growing
algorithms to extract regions (Fig. 10(c)) from which we obtain seed points. Figure 11
illustrates that the choice of seed point within a region is important. It shows two seed
points, S1 and S2, and sketches of their resultant profile plots. We observe that S1
prematurely ends the plot, and obscures the local minimum. To avoid this situation, we
take the centre of the column with the highest count as a seed point (S2). This ensures
that we do not prematurely cease searching in the profile plot. If multiple cells have this
same maximum, it suffices to take the average centre position.

Given a set of seed points, we create a profile plot for each, and search for minima
and subsequently horizontal surfaces as in Section 4.1.

4.2 Non-horizontal Surfaces

Non-horizontal surfaces are potentially problematic for ray-tracing in ceiling mounted
systems. Finding such surfaces is possible by first performing a coordinate rotation as
illustrated in Fig. 12, and then applying the profile plot analysis of the previous section.
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Fig. 12. Coordinate system rotation for non-horizontal surfaces.

Fig. 13. Wedge example.

Such an approach can work well given prior knowledge of the surface inclination.
If this information is not available, as is often the case, we require that a complete
profile plot be created for every three-dimensional direction and the most likely plot
then determined. This is computationally expensive and hence an impractical solution.

Profile plots may still exhibit useful characteristics. To demonstrate this, a large
cardboard wedge was suspended within a room (Fig. 13), and 42,270 rays collected in
its vicinity. In effect, the wedge is a stack of horizontal surfaces of diminishing area with
increasing height. As expected, then, we see an extended minimum in the profile plot
(Fig. 14), which does not lend itself to the analysis of Section 4.1.

However, it is of use to consider the variation of region area with height. A three-
dimensional object will have a characteristic trace in a plot of these quantities. For
example, consider the arbitrary wedge in Fig. 13. At height, z, its horizontal cross-
section has area,

A(z) = w · x(z). (2)

Where the dimension, x, varies as

x(z) = L − z

tan θ1
− z

tan θ2
. (3)

Simple geometry dictates that

L =
h

tan θ1
+

h

tan θ2
. (4)

Combining (2), (3), and (4), then, we find that
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dA

dz
= −w · (

1
tan θ1

+
1

tan θ2
)

= −w · L

h
.

This relationship is characteristic for a general wedge. Figure 15 shows the plot of
area versus height for the experimental data. From (5), and the measured parameters of
the wedge, we expect to find a gradient of −1.55m. The best fit line shown in Fig. 15
has a gradient of −1.56 ± 0.01m.

Whilst it is not possible to infer the shape directly from this gradient measurement
(due to ambiguities), it serves as an identifier for an object. Such a quantity can be used
to determine whether a newly discovered object is truly a new object, or a previously
identified object that has moved. Note that more complex objects have a correspondingly
more complex variation of cross-sectional area with height.



Building World Models by Ray-Tracing within Ceiling-Mounted Positioning Systems 13

(a) The full test area (cell size
0.1m).

(b) Region around the wedge (cell size
0.03m).

(c) Region around the wedge (cell
size 0.03m).

Fig. 16. Unoccupied cells.

In order to analyse new objects of which there is no prior knowledge, volumes can
be imaged using the unoccupied cells within an occupancy grid. Figure 16 illustrates the
unoccupied cells found in the area of the cardboard wedge. The true wedge shape and
position has been overlaid to illustrate the accuracy in determining occupied volume.

In general, we have found the volume images to represent the top features of ob-
jects to a good approximation. Due to the nature of ceiling-based positioning systems,
information below these features cannot be extracted.

5 Autonomous Ray Collection

Due to the nature of the Bat system, signals are designed to propagate from Bat height
(usually chest height) to the ceiling. This height range does not typically contain any
objects, reducing the value of the methods described above when using only personnel
movements to collect data. This limitation can be solved by distributing the receivers
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(a) Autonomous vehicle. (b) Movement Algorithm.

Fig. 17.

across a variety of heights, or by using Bats that lie below the height of the objects of
interest. The latter approach can be realised with the use of a small autonomous vehicle.

Figure 17(a) shows a simple prototype of such a vehicle, programmed to move with
the algorithm of Fig. 17(b). This algorithm effectively moves the vehicle along random
paths within an area.

Two tables were arranged within a room as shown in Fig. 18(a). The vehicle, with a
Bat attached, was allowed to move freely around the room for a period of 30 minutes.
The path taken is superimposed on Fig. 18(a).

The two autonomously identified regions, along with their profile plots, are shown
in Fig. 18. The primary minima estimate the table heights to be 0.73m and 0.72m. These
correspond to errors of +0.05m and +0.04m, respectively. This is in excellent agreement,
giving an error with the same order of magnitude as the underlying positioning system.

Note that a misleading minimum appears at a height of approximately 0.2m. This
is an artifact of all results being collected at this height. Thus the slice at this height is
simply the sighting distribution, which is not noisy, and therefore has a low R value.
When collecting sightings at a single height, it is hence justifiable to ignore any minimum
that is within a small distance of this height.

6 Limitations

The ray-tracing methodology is limited at any boundary of a ceiling mounted sensor
network. In the specific case of the Bat system, ultrasonic signals cannot penetrate
walls, making the boundaries rooms.

Positioning itself is limited in the same regions. Consider Fig. 19(a), a topological
view of a room and its ceiling mounted receivers. Two transmitter tags, A and B, are
shown in symmetrical positions, along with their corresponding areas of possible re-
ception on the ceiling. Since we require a minimum of three measurements to distinct
receivers to calculate a three-dimensional position, we see that only B is positioned due
to its orientation.

It is possible to rectify the problem by increasing receiver density along the bound-
aries, but this involves increased installation and maintenance requirements, and does
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Fig. 18.

not guarantee reliable positioning (since highly clustered receivers do not give a good
geometry for positioning). Even when this is done, however, there is a reduced likelihood
of transmitters being near to walls.

The result is a series of regions near walls and corners where rays do not penetrate
because of the asymmetrical receiver distribution, as illustrated in Fig. 19(b). Objects in
such regions cannot be found using the ray tracing methods described above. Instead, it
is possible to use reflected signals to get information about such areas [6].

It is useful to note that a good receiver geometry for positioning gives rise to a good
geometry for ray-tracing, and thus applying the ray-tracing methodology to a positioning
system that exhibits good coverage will likely yield good results.

When imaging a volume, the accuracy of the volume shape at representing sloped sur-
faces depends on the density and coverage extent of receivers, and the actual inclination.
Since we typically aim to reduce the density in deployments, and the coverage extent is
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(a) (b) View per-
pendicular to
line n-m.

Fig. 19. Boundary effects.

limited by room bounds, imaging may not extract a clean and accurate representation
without a high result density from a diverse set of rays.

7 Conclusions and Further Work

The authors have presented a use of time-of-flight positioning system signals to map the
environment. The approach permits for the recognition that an object exists within an
environment, and the determination of its height and shape.

The ideas have been implemented and demonstrated to work using results from
a ceiling-based ultrasonic positioning system. They should transfer directly to more
generic positioning systems that do not have ceiling-mounted receivers. Such systems
have fewer limitations, since rays are established in many different orientations, rather
than solely toward the ceiling. It is hoped to demonstrate this using a modified Bat system
that distributes the receivers throughout three-dimensional space.

This paper primarily addresses the creation of a world model from an unconfigured
state. Equally, the process could be used to maintain world models in dynamic environ-
ments, although the update rate would be relatively slow, and highly dependent upon the
sighting distribution. Future work will address the need for timely and reliable updates
to spatial subsections of an occupancy grid.
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Abstract. Geographic communication (geocast) is used to send mes-
sages to geographic areas, e.g. to distribute warning messages or other
information within these areas. It is based on a location model which is
used to define a message’s target area and the receivers’ positions and
therefore has strong influence on the achievable granularity of geographic
addressing.
A hybrid location model and a fine-grained addressing scheme for geocast
based on this model are presented in this paper which support two- and
three-dimensional geometric locations as well as symbolic locations like
room numbers, embedded local coordinate systems, and mobile target
areas like trains.

1 Introduction

The availability of small and mobile devices as well as various positioning sys-
tems which can be used to determine the position of these devices enable new
forms of communication like geographic communication (geocast). Geocast is
used to send messages to certain geographic areas. A typical scenario is the dis-
tribution of warning messages. For instance, a geocast message could be sent to
all people close to the location where a fire started to ask them to leave this
area immediately or just to keep their windows shut because of the toxic smoke.
Announcements about traffic jams or car accidents are also interesting mainly
for people in the vicinity. An indoor scenario would be the distribution of the
slides or other additional information about a talk to all listeners located in the
conference room.

Therefore, geocast can be seen as a special kind of multicast. In multicast, a
message is sent to a group of receivers. Such a group can be established through
explicit join requests by the participants, or it can be established implicitly. In
geocast, a group is defined implicitly through the geographic positions of clients
and the given geographic target area of the message. The idea is that some
messages are only interesting for clients in a certain geographic area. Therefore,
all clients inside this target area should receive the message.

As a location-based service, geocast builds on an underlying location model.
This location model is used by receivers and the senders of geocast messages:

A.K. Dey et al. (Eds.): UbiComp 2003, LNCS 2864, pp. 18–35, 2003.
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The sender uses the model to define the target area of a geocast message, and
the receivers determine whether or not they are in the target area. A client
will only deliver a message, if its position is inside the specified target area.
Clearly, senders and receivers need a common understanding of locations, which
is provided by a location model.

[1] distinguishes between geometric models which define locations by geo-
metric figures and symbolic models using abstract identifiers like street names,
room numbers, etc. Most location models used by current geocast implementa-
tions like [2] are restricted to two-dimensional geometric models using a global
reference system. But for urban areas, it should be possible to use also three-
dimensional target areas, defined either by three-dimensional geometric figures
or symbolic i dentifiers which are often more intuitive to use, because these are
the location identifiers people are used to. Otherwise for example only a whole
building could be addressed, even if only the clients inside a small room in this
building are to receive a message (see conference example above). Another exam-
ple for fine-grained geographic addressing using three-dimensional target areas
would be a message to all cars on a bridge, e.g. to inform them about an accident
or traffic jam, which is irrelevant for the cars passing below the bridge.

Different hybrid models supporting geometric and symbolic locations have
already been proposed, e.g. [1, 3]. In this paper, the conceptual design of a hy-
brid location model for geocast is presented which additionally supports different
forms of embedded local geometric and symbolic models enabling e.g. addresses
of the form “geometric → symbolic”, i.e. a symbolic location within a geomet-
rically defined area, as well as mobile target areas like ships and trains. The
possibly high modelling effort for a fine-grained hybrid location model is re-
duced by approximation, and model information is used to cope with inaccurate
client positions. Although the focus is on a location model for geocast, the pre-
sented model may also be applicable to other areas, e.g. to a general location
service like [4] that answers so-called range queries (Which objects are in a cer-
tain geographic area?).

The rest of this paper is structured as follows. Section 2 presents the system
model and gives a short overview of the functionality of the different components
used for geocast. Then, the requirements for a location model for fine-grained
geocast are stated in Sec. 3. Based on these requirements, a location model is
designed in Sec. 4. It will be shown in detail how target areas can be defined by
geographic addresses and how they can be compared to client positions based
on model information. Finally, an overview of related work is given in Sec. 5,
before this paper is concluded with a short summary and an outlook on future
work in Sec. 6.

2 System Model

The following components are involved in the delivery of geocast messages.
The geocast client is a software component running on a mobile or stationary

device like a PDA or PC. It is responsible for sending geocast messages it has
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received from local applications together with the target area address of the
message to a geocast router for forwarding. The client is also responsible for
delivering messages it has received from a router to applications on its device
which are listening for these messages. It knows the position of the device and
filters out messages with target areas not containing this client position.

Routers are responsible for forwarding messages from the sender to the
clients. According to [2], there are three different ways of geocast message for-
warding. Geographic routing uses geographic information directly for message
forwarding, i.e. special routers compare the target area of the message and the
areas covered by sub-networks to decide where to forward the message. The
directory-based approach stores mappings between geographic locations and
IP addresses in a directory and uses this information to determine all receivers
in the target area. Messages are sent to each IP address with an associated area
which overlaps the target area of the message. The multicast-based approach
divides the world into so-called partitions with associated multicast addresses.
To send a geocast message, first the multicast address of the partition is deter-
mined that encloses the target area. Then, a multicast message is sent to this
group, that all receivers in this area have joined. A simplified version would be
to just broadcast the message and let the receivers filter out messages based
on the target area and their current position. Looking at these approaches it
is clear that no matter which forwarding approach is used, the target area and
the client position always have to be compared before the message is delivered
to geocast applications. Where this comparison takes place – at the sender’s
or the receiver’s geocast client, or at some component (e.g. at routers) between
sender and receiver – is irrelevant for the conceptual design of the location model,
because the model has to provide the necessary information to carry out this
comparison in either case. Therefore, the following discussion is independent of
the type of forwarding.

Positioning systems are required to determine client positions. Considering
their output, two classes can be distinguished [5, 1]: geometric and symbolic
systems.

Geometric positioning systems return client positions as geometric figures
using coordinates relative to a geometric reference system. This can be a global
reference system, e.g. the World Geodetic System 1984 (WGS84) [6] used by
the Global Positioning System (GPS), or a local reference system. Especially
geometric positioning systems in the indoor domain use local reference systems.
Typically, they can only be used in a limited area, i.e. the local coordinate system
has a limited scope in contrast to the global scope of for example the WGS84.
The Active Bat System [7] – a highly accurate geometric indoor positioning
system – for instance uses ultrasound which is blocked by obstacles like walls.
If a room is equipped with such a system, only people inside this room can be
tracked, i.e. the room is the scope of the system.

Symbolic positioning systems return a symbolic location identifier when a
client gets close to a positioning sensor. The Active Badge System [8] for example
uses badges transmitting infrared signals, which are picked up by fixed sensors
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in the environment, so the system can identify the sensors which are within
sight of a badge. But identifying nearby sensors is usually only the first step of
positioning. Next, the sensor identifiers are mapped by the positioning system
onto a symbolic location identifier according to the location model, e.g. a room
number, that identifies the client position.

We assume that geometric as well as symbolic positioning systems will be
used by clients, e.g. a geometric system like GPS outdoors and a symbolic one like
Active Badge indoors. A client possibly knows either a symbolic or a geometric
position, but not necessarily both.

Additionally, we assume that the output of positioning systems is not per-
fectly accurate, i.e. the client position is not defined by a point but by an area
called the client area c, e.g. a polygon or the identifier of a room. Therefore, two
areas (target and client area) have to be compared, which may overlap partially.
The following function is defined that calculates the probability that a client
with client area c is in the target area t of a geocast message:

p(t, c) �→ [0, 1] (1)

A value of 1.0 means that the client is completely inside t; 0.0 that it is outside t.
If p is greater or equal a specified threshold, then the message will be delivered,
otherwise discarded. No matter whether the sender or the receiver defines this
threshold, model information can be used to calculate this probability as shown
later in Sec. 4.1 and Sec. 4.2.

Finally, the Spatial Model Service manages a world model containing location
information about countries, cities, buildings, etc. This paper will present in
detail which information has to be stored by such a service in order to realize
fine-grained geocast.

3 Requirements

Hybrid Model. Because clients can use symbolic as well as geometric positioning
systems, a hybrid location model is required to define both kinds of client posi-
tions. From a sender’s point of view, symbolic locations are often more intuitive
to use than geometric coordinates as already mentioned in Sec. 1. Addition-
ally, a symbolic model can be set up with little effort compared to a geometric
model, especially for big buildings with many rooms. On the other hand, arbi-
trary areas defined by geometric coordinates are useful, if there is no or only a
coarse-grained predetermined symbolic structure given, which holds especially
outdoors, e.g. if some small part of a big plaza is to be addressed. But also if very
fine-grained locations are required, a geometric figure might be the better choice.
Of course, geometric coordinates should not be limited to two dimensions but
three-dimensional figures should be supported as already mentioned in Sec. 1.

Heterogeneous Hybrid Model. We cannot assume that the world is modelled
symbolically and geometrically at the same level of granularity. For instance,
the indoor domain will often be modelled only symbolically, especially if only a
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symbolic positioning system is available within a building. For other areas, only
geometric model information is available. Therefore, a global location model
will be built of many partial models, i.e. means are required to integrate local
systems into other systems, e.g. a local geometric system into a symbolic one or
vice versa. Such a heterogeneous model also leads to situations where the sender
specifies the target area of a message geometrically (e.g. by drawing a figure
on a map), and only a symbolic client position is known (e.g. if the client is in
a building equipped with an Active Badge System) or vice versa. Therefore, a
mapping of geometric to symbolic areas or vice versa based on model information
is required in order to compare these heterogeneous areas.

Mobile Target Areas. Geocast messages cannot only be sent to static target areas
like buildings, but the target area itself may be a mobile object or a location
within a mobile object. Typical examples are messages to the dining car of a
train or the first deck of a cruise ship. While these objects move, their global
coordinates and the coordinates of locations within the object are changing. If
these global coordinates were used to specify the target area of a geocast message,
this address would also change. Surely, such a constantly changing address is not
useful, and thus global coordinates are not appropriate to address these targets.
Therefore, means are required to use local coordinates relative to the moving
object, which do not change on movement, to address targets within this object.

4 Fine-Grained Location Model

In this section, the design of a hybrid location model is presented. Also an
addressing scheme for geocast based on this model is shown and how target
areas and client areas can be compared, i.e. how to implement the function
specified in Equation 1 that returns the probability that a client is within the
target area.

4.1 Symbolic Model

The symbolic part of the presented model consists of a hierarchy of symbolic
locations, modelled according to the spatial “contains” relationship. In the ex-
ample depicted in Fig. 1a, floor F2 contains the rooms R3, R4, and R5, and
building B contains the floors F1 and F2, etc. A client located in room R3 is also
located on floor F2 and in building B. Although this example is rather simple,
it illustrates that locations may overlap. For instance, building B contains two
wings W1 and W2. Wings and floors overlap, e.g. room R3 is on floor F2 as well
as in wing W1. In order to be able to model this situation, a model that supports
overlapping locations is required. [9] proposed such a model based on the spatial
inclusion relationship. That means, for two locations l1, l2 ∈ L where L is the
set of symbolic locations, it holds l1 ≤ l2, if l2 spatially contains l1. There are
two special elements in L named everywhere and nowhere. The following holds:
∀l ∈ L : l ≤ everywhere, and ∀l ∈ L : nowhere ≤ l. Mathematically, L and ≤



On a Location Model for Fine-Grained Geocast 23

F1

F2

W2W1

R3R4

B

B

F1 F2W1
W2

R1 R2

a) b)

R2

R3
R5 R4

R1

R5

F W1 1
F W1 2

F W2 2F W2 1

everywhere

nowhere

a bcontains

a

b

Fig. 1. Hierarchical Symbolic Locations.

form a lattice, i.e. for each pair of elements x, y ∈ L there is a (unique) least
upper bound denoted by x � y and a (unique) greatest lower bound denoted by
x � y. Figure 1b shows the resulting lattice of the example.

Note that this definition of a symbolic location model includes the often used
tree-based models, which only allow at most one parent for each location. But a
tree is too limited as already shown in the rather simple example above. Neither
floors are completely contained in wings, nor wings are completely contained in
floors, but each room is part of one floor as well as one wing. A tree cannot
model this situation, but the more general and powerful lattice can.

The location hierarchy is used to define symbolic geocast addresses. An ad-
dress consists of the concatenation of multiple relative identifiers. Each identifier
uniquely identifies a location in the context of its parent(s). For instance in the
hierarchy shown in Fig. 2, the identifier room72 identifies room 72 in the context
of the location /de/berlin/keplerstr/9/floor1/wing1. We use Universal Re-
source Identifiers (URI) [10] in combination with an XML-based language as
syntax for symbolic addresses. The following address stands for the above men-
tioned location:

<targetarea>
<symbol>loc:/de/berlin/keplerstr/9/floor1/wing1/room72</symbol>

</targetarea>

Note that locations may have multiple addresses (e.g. room 72 can also be
referred to by the address /de/berlin/keplerstr/9/wing1/floor1/room72),
whereas each address only stands for exactly one location.

Based on the definition of a symbolic location model, it can now be defined
how to calculate the intersection of two symbolic locations. Given a pair of
symbolic locations l1, l2 ∈ L, l1 and l2 overlap, if l� = l1 � l2 �= nowhere. l� is
the intersection of l1 and l2. This intersection is used in the implementation of
the probability function. First the intersection l� of the target area t and the
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Fig. 2. Symbolic Location Model (some locations like the intersection of floor 1 and
wing 2 were omitted for clarity).

client area c is determined by calculating l� = t � c. Then, three cases can be
distinguished:

– l� = nowhere: Client area and target area do not overlap at all.
Example 1: c = /de/berlin/keplerstr/9/floor1/wing1/room72 and t =
/de/berlin/keplerstr/9/floor1/wing1/room69, i.e. a message is sent to
one room, and the client is located in another room.

– l� = c: The client is completely within the target area.
Example 2: c = /de/berlin/keplerstr/9/floor1/wing1/room72 and t =
/de/berlin/keplerstr/9, i.e. a message sent to the whole building, and a
client in one room of this building.

– l� �= c and l� �= nowhere: Target and client area overlap partially.
Example 3: c = /de/berlin/keplerstr/9 and t = /de/berlin/keplerstr/
9/floor1/wing1/room72, i.e. a message addressed to a certain room in a
building and the client only knows that it is inside this building, but it does
not know the room it is currently in. This may be due to an inaccurate po-
sitioning system and a location model that permits target area addresses of
a finer granularity than this system can provide (positioning systems used
by other clients may be more accurate, and therefore it makes sense to have
such a fine-grained model).
Example 4: c = /de/berlin/keplerstr/9/floor1 and t = /de/berlin/
keplerstr/9/wing1, i.e. a message sent to a certain wing of the building
and a client that only knows the floor it is currently on. The floor and the
addressed wing overlap.
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If the client is outside the target area (l� = nowhere), then p is 0.0; if it is
completely within t (l� = c), then p is 1.0. Partially overlapping locations (case 3)
require knowledge about the probability that a client located at c is at the same
time at l� with c ≥ l�. Therefore, the probability has to be modelled that a
client in area c (e.g. building 9) is also located at the sub-locations of c (e.g.
floor 1). The following rules hold for a consistent model:

1. If a location is completely partitioned by its sub-locations, then the summed
up probability of all disjoint1 direct sub-locations in a partition is 1.0, be-
cause if it is for instance known that a client is in a certain building, then it
also must be at some sub-location, e.g. on floor 1.

2. If a location is not completely partitioned (i.e. if for example not all locations
within a building have been modelled), then this sum is less than 1.0, because
the client may be at an “unknown” sub-location.

3. The summed up probabilities of all disjoint direct sub-locations of a location
must never be greater than 1.0, because a client can never be at two disjoint
locations of a partition at the same time.

Based on this information, the wanted probability for being at location l�
can be calculated by multiplying the probabilities on the path from c to l�. The
following example shows how simple rules of thumb can be used to calculate this
probability.

Let us assume that building 9 has two floors (and two wings). Then, the
probability that a client in building 9 is also on the first floor (or in the first
wing) is 1

2 . If there are two floors and two wings, then they overlap at 4 regions,
thus the probability of a client on floor i ∈ {1, 2} for being in wing j ∈ {1, 2} at
the same time is 1

4 . The rest of the probabilities are given as shown in Fig. 2. Now,
the probability of a client in building 9 for being at the same time in room 72
(example 3) is p = 1

2 · 1
4 · 1

10 . This estimation can be improved. Room sizes can
be used to give larger rooms higher probabilities, or further context information
can be taken into account. For instance, the probability that a person is in
his own office during working hours might be much greater than for being in
another office. In this paper, we will refrain from integrating additional context
information.

4.2 Geometric Model

The geometric model contains locations in form of geometric figures, e.g. two-
dimensional polygons or circles. The WGS84 is used as global reference system,
i.e. coordinates are given by longitude, latitude, and altitude values. These two-
dimensional figures are well-suited for objects like countries and cities, but also
three-dimensional objects like rooms have to be addressed as mentioned in Sec. 1.
But arbitrary three-dimensional figures can be very complex. Thus, not fully-
fledged three-dimensional but so-called 2.5-dimensional figures are used. Such a
figure is defined by a two-dimensional figure (the base, e.g. a circle or a polygon),
1 Note that because a lattice is used, sub-locations like floors and wings may overlap.
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a fixed height, and the altitude of the base (see Fig. 3). They are only a little
bit more complex than two-dimensional figures (the only additional values are
the height and altitude of the base), and most common target areas (e.g. rooms,
floors, etc.) can be approximated fairly well.

height

point 1 point 2

point 3point 4
point 5

point 6

altitude

Fig. 3. 2.5-Dimensional Figure.

The geometric figures described above can be used as target area addresses
of geocast messages. Here is a simple example using a two-dimensional polygon:

<targetarea>
<polygon><vertex>9.126052E 48.721938N</vertex>...</polygon>

</targetarea>

To implement the probability function, first the intersection c∩ t of the client
area c and the target area t is calculated by geometric operations (see Fig. 4).
Then, the following equation is used to calculate the probability p (note the
similarity to the symbolic case: p is calculated based on the degree of overlap of
target area and client area):

p =
A(c ∩ t)

A(c)
with A(x): area of figure x (2)

client position

target area

a) b) c)
target area

client
position

Fig. 4. Comparison of Geometric Client Positions and Target Areas. a) Client position
(point) inside target area. b) Client position (two-dimensional figure) overlaps target
area (totally and partially). c) Comparison of 2.5-dimensional client position and two-
dimensional target area using the base of the 2.5-dimensional figure.
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4.3 Hybrid Model

The hybrid location model is formed by associating symbolic locations with their
geometric representations, i.e. two- or 2.5-dimensional figures. A perfect model
would contain the exact geometry of every symbolic location, but this would
mean great modelling effort. A symbolic and a geometric client area have to
be known as already mentioned in Sec. 3 in order to receive symbolically and
geometrically addressed geocast messages, because only homogeneous locations
can be compared. The following approach does not associate the exact geometry
but uses approximation to reduce modelling effort and guarantees that every
symbolic location is associated with a (possibly approximated) geometric repre-
sentation.

Symbolic locations can be explicitly associated with their “exact” geometry.
We assume that locations high up in the hierarchy tend to have such an explicitly
defined geometry. For instance, the outline of most buildings is known or can be
determined with little effort from existing plans. At least the borderlines of a
city or country are well-known. If a symbolic location is not explicitly associated
with a geometric figure, then it inherits the geometry of its parent(s), which
in turn may recursively inherit the geometry of their parents, if they have no
explicitly associated geometry. If a location has only one parent, then it simply
inherits its parent’s geometry. If a location has more than one parent2, then
the intersection of the parents’ associated geometric figures is used, because the
lattice-based model defines a sub-location as the intersection of its parents, if it
has multiple parents.

Inherited geometric figures are only approximations. They contain the ap-
proximated symbolic location completely but they are too big (e.g. a room may
inherit the geometry of the whole building, and in the worst case, the geometry
of the whole earth is inherited).

When a geometric and a symbolic location – i.e. a geometric target area
and a symbolic client area or vice versa – have to be compared in order to
determine the probability that a client is inside the target area, the geometric
information associated with symbolic locations can be used to translate either
the symbolic location to a geometric figure or the geometric figure to a symbolic
location. Then, homogeneous locations can be compared as shown in Sec. 4.2
and Sec. 4.1, respectively.

To translate a symbolic location to a geometric figure, the associated geom-
etry of the symbolic location is used.

For the translation of a geometric figure to a symbolic location, there are
several approaches. One approach is to associate the smallest symbolic location
whose geometric representation encloses the figure entirely. But this may lead
to very coarse approximations as shown in Fig. 5. The small geometric area L
is translated to the very large symbolic location representing the whole earth,
because only the whole earth contains L entirely. A second approach is to trans-
late L to multiple smaller symbolic locations, all of which overlap the geometric
area at least partially. This results in an approximation that is more accurate. In
2 Note that this is possible because a lattice is used.
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the depicted example, location L could be translated to two symbolic locations
representing country A and B. This may result in several necessary comparisons
of target area and client position. But in general, only very few symbolic loca-
tions will be the result. Therefore, the second approach seems to be the better
compromise, if the possibly very coarse approximation of the first approach is
regarded.

country A

country B
geometric location L

country
A

country
B

earth

a) b)

... ...

Fig. 5. Translation from Geometric to Symbolic Coordinates a) Small geometric area
L overlapping two large symbolic areas. b) Symbolic hierarchy. L can be translated to
{earth} or {A, B}.

As already mentioned, the geometry or symbolic location resulting from the
translation may only be a more or less accurate approximation. How this ap-
proximation affects the delivery of geocast messages is dependent on whether
the target area or the client position is translated and therefore possibly approx-
imated.

If the client area is translated, then the translated client area may be bigger
than the original area. Thus, according to Equation 2, the calculated probability
can be very low, and therefore the message may be discarded depending on
the threshold value. Let us for instance assume that the symbolic location l =
/de/berlin/keplerstr/9/floor2/room172 is associated with the (inherited)
geometry of the whole building because neither the exact geometry of the room
nor the floors are modelled explicitly. Suppose a client located at l, i.e. c = l.
If a geometrically addressed message is sent to a room of this building and the
geometric approximation of l is used in Equation 2, then p will be very low,
because the intersection of the target area and the geometric representation of
l (the whole building) is very small compared to the geometry of c. But if a
geometrically addressed message is sent to the city of Berlin containing this
build ing and the room, then the probability will be 1.0 even though the client
area has been approximated, because the target area contains the approximated
geometry of l completely, and thus the message will be delivered. Therefore,
this approximation is only effective for target areas which are bigger than the
geometry used as approximation for the symbolic position. This approach should
only be used, if it is acceptable that some clients might not deliver a message even
though they are in the target area (unimportant messages with high threshold).

If the target area is translated, then an approximated target area is bigger
than the original one. Suppose the example shown above and a target area
t = l. If now this symbolic target area address is translated to its geometric
representation, which is the whole building, not only the clients inside the wanted
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room will deliver the message, but also every client in this building who knows its
position geometrically (if it knows its position symbolically, then this position can
be compared without translation). Therefore, this approach should be used, if it
is acceptable that clients outside the target area deliver the message (important
messages with low threshold).

Note that the shown problems related to approximation also hold for the
translation of geometric to symbolic locations, because in this case the approxi-
mated geometry is used to select one or multiple appropriate symbolic locations
as shown above which also may be too big. Therefore, approximation is always
only a compromise.

The geometry associated with symbolic locations can also be used to define
target areas by combinations of symbolic and geometric attributes. For instance,
an address like “200 m around the main station in Berlin” could be defined. Note
that this does not require new forms of geographic addresses, because the sender
can query the model for the geometric representation of the main station and
then uses geometric operations to expand this figure by 200 m. The result is a
purely geometric address as described in Sec. 4.2. It has to be mentioned that
geometric approximation can make this kind of target address useless in some
situations. If for instance a room is approximated by the geometry of a whole
building, then it makes no sense to define an area of 5 m around this room,
because the approximated geometry is too inaccurate for this short distance.

4.4 Embedded Local Coordinate Reference Systems

Only global coordinates have been considered so far. Now, local symbolic and
geometric coordinate systems are introduced which are embedded in global or
other local geometric or symbolic systems.

The main difference between global and local systems is the limited scope of
the latter, i.e. local coordinates are only valid within this scope. To define the
scope of a system, it is associated with a geometric or symbolic location. Each
local system has a name that is unique within this area, therefore more than
one local system for the same scope can be defined. The scope is used to embed
a local system in another higher-level system, and therefore combined addresses
of the form “symbolic → geometric”, “geometric → symbolic”, “geometric →
symbolic → geometric”, etc. can be specified.

Local coordinates are used in target area specifications by giving the scope
and name of the wanted system. The following example uses the system named
“sys room2 72” with a symbolically defined scope (symbolic → geometric):

<targetarea>
<refsys>
<scope><symbol>loc:/de/.../room72</symbol></scope>
<name>sys_room2_72</name>

</refsys>
<polygon><vertex>2.4 3.0</vertex>... </polygon>

</targetarea>
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This would be a typical example for an Active Bat System installed in room 2.72,
i.e. a local geometric system embedded in a symbolic one. Note that Cartesian
coordinates are used for local geometric systems in contrast to geographic global
coordinates defined by longitude, latitude, and altitude. If no reference system
is given for a geometric figure, then global WGS84 coordinates are assumed.

The next example shows a target area using a local symbolic system embed-
ded in a geometric one (geometric → symbolic).

<targetarea>
<refsys>
<scope><polygon>...</polygon></scope>
<name>sys_building9</name>

</refsys>
<symbol>loc:floor2/room72</symbol>

</targetarea>

The symbolic location floor2/room72 is interpreted relative to the local sym-
bolic system of building 9. This could be a scenario for a building modelled
symbolically, whereas geometric WGS84 coordinates are used outdoors.

Local reference systems can also be nested, i.e. it is for example possible to
use a local geometric system embedded in a symbolic system which in turn is
embedded in a geometric system (geometric → symbolic → geometric; Fig. 6).
This could be necessary, if e.g. a geometric Active Bat System is installed in
room 2.72 in the example above, and the symbolic partial model of the building
containing room 2.72 is embedded in the geometric WGS84.
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Fig. 6. Multiple Embedded Reference Systems.

Multiple coordinate systems raise the question, what happens if the target
area of a message is using system S1, and a positioning system uses another
system S2 �= S1, i.e. the client position is known in coordinates relative to S2?
How can these two locations be compared? This question is only of relevance if
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the scopes of both systems overlap, because otherwise the probability p is 0.0.
The answer is that the coordinates of system S1 have to be translated to system
S2 or vice versa. Three cases have to be distinguished: S1 and S2 geometric, S1
and S2 symbolic, or S1 geometric and S2 symbolic or vice versa.

For two geometric systems, the position and orientation of system S1 has to
be known relative to system S2 or vice versa. [3] defines the position and orienta-
tion of local systems relative to other higher-level geometric systems. Geometric
systems are associated with symbolic locations forming a tree. Coordinates are
translated by successive coordinate transformations along the path in this tree
leading from S1 to S2 via other systems. This approach can also be used here.

If S1 and S2 are both symbolic systems, then a function mapping symbols
from one system to the other is required, if not both systems are using the same
symbols. We assume that local symbolic systems do not cover the same area,
and therefore, this mapping will not be discussed further in this paper.

If S1 is a geometric and S2 a symbolic system, then the procedure described
in Sec. 4.3 is used, i.e. the symbolic location in S2 is translated to its geometric
representation in S1 or vice versa. The scope of the local system can be used as
approximation. For instance, the geometric locations within the local geomet-
ric system “sys room2 72” in the first example above can be approximated by
the symbolic location – the scope of this system – /de/berlin/keplerstr/9/
floor2/room72. The symbolic location floor2/room72 and all other symbolic
locations within system “sys building9” in the second example above can be
geometrically approximated by the polygon defining the scope of this system.

4.5 Mobile Target Areas

A last requirement for a location model for geocast is the support of mobile
target areas, i.e. moving objects like trains and locations inside such objects.

If the presented addressing concept for global coordinates was used, this
would result in constantly changing addresses for locations inside the mov-
ing object. Figure 7 shows an example of a train moving from Germany to
France3. This would also result in a change of the address of the dining car from
/europe/de/ec64/dining-car to /europe/fr/ec64/dining-car. The same
problem obviously occurs, if global geometric addresses are used, because the
geometric coordinates of the train and therefore its dining car also change dur-
ing movement.

We also want messages addressed to target areas including the moving object
to reach all receivers inside this object. For instance, a message addressed to
Germany (/europe/de) should also reach the passengers of a train (and its
dining car) which is currently located in Germany.

The problem of addressing locations within the moving object can be solved
by local coordinate systems as presented in Sec. 4.4. Such a local coordinate
system is defined for every moving object, and locations inside these objects are

3 Locations representing continents have been left out so far for the sake of brevity.
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Fig. 7. Mobile Target Area.

addressed by local coordinates relative to this system which do not change on
movement. The following address specifies the dining car of the train “ec64”:

<targetarea>
<refsys>
<scope><symbol>loc:/europe</symbol></scope>
<name>ec64</name>

</refsys>
<symbol>loc:dining-car</symbol>

</targetarea>

Note that the scope of the local coordinate system is static, i.e. it does not change
when the train moves. Because this is a train only travelling through Europe,
the address /europe has been used as scope. dining-car is the static symbolic
coordinate relative to the given local system “ec64”. Of course, also local geo-
metric coordinates could be used as shown in Sec. 4.4 assumed a local geometric
positioning system is available. To filter received messages, the client’s coordi-
nates relative to the system “ec64” have to be known, i.e. a suitable positioning
system is required that outputs such local coordinates.

Messages to areas containing the moving object and therefore all clients inside
this object do not need special prerequisites as far as addressing is concerned,
because global coordinates can be used. To filter globally addressed messages, a
global client position has to be known. A global positioning system, e.g. GPS, can
be used to determine a client’s global position. If such a system is not available –
e.g. GPS might not be available inside a railroad car –, the global position of the
moving object can be used to approximate a client’s global position. Therefore,
a location service like [4] is necessary that can be queried for the current location
of mobile objects, e.g. the train’s position. In our example, the train’s position
would be /europe/fr, if the train is currently located in France. If the train’s
location is /europe/fr and a local positioning system reports that the client is
inside this train, then the client’s global position is also /europe/fr.
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5 Related Work

This paper is focused on a location model that fulfils the requirements of fine-
grained geographic communication. Most models in this context are rather sim-
ple based on geometric locations in a two-dimensional coordinate system. For
instance, the geocast implementations of [2] supports simple two-dimensional
target areas like polygons and circles in a global coordinate system. Our model
goes one step further and also supports three-dimensional (more exactly 2.5-
dimensional) and hierarchical symbolic locations. Furthermore, our model sup-
ports not only a global but also local reference systems and locations within
moving objects. This location model enables users to define destination addresses
of finer granularity, and therefore makes geocast applicable in urban areas.

In the context of Geographic Information Systems (GIS), [9] proposes to
model spatial relations and operations with lattices. We use this approach as
basis for the symbolic part of our hybrid model, extend it with an addressing
scheme, and model probabilities for being at certain locations based on the
symbolic location hierarchy.

Like the presented model, [11] also uses a lattice-based model. But geometric
information is not modelled, and therefore the integration of widely used geo-
metric positioning systems like GPS and also highly accurate geometric indoor
positioning systems like the Active Bat System is difficult.

Some approaches from the field of qualitative spatial reasoning and GIS like
the RCC-8 [12] and the 9-intersection model [13], respectively, offer a richer set
of supported topological relations. For instance, locations “touching” each other
can be distinguished from overlapping regions. We think that our hierarchical
approach based solely on the spatial part-of relationship is powerful enough
to compare target and client areas and still yields models that can be set up
easily. Additionally, we introduced probabilities for complex situations where a
qualitative statement about the relationship of target and client areas is not
sufficient to make decisions about message delivery.

The approach that we consider to be closest related to ours is [3]. This hy-
brid model also supports symbolic locations as well as geometric representations
in local reference systems. In contrast to [3], we do not use a strict tree-based
model for symbolic locations but a lattice, i.e. a more general and powerful model
that has advantages in more complex situations with overlapping locations. Fur-
thermore, our model supports different forms of embedded local systems, which
enables the integration of purely geometrical or purely symbolical partial mod-
els. We consider this to be very important for a fine-grained model of global
extent that is too complex to be set up by a single authority.

[14] describes another class of location models based on graphs which model
locations as nodes and interconnections between these locations, e.g. doors con-
necting rooms, as edges. Such a model could also be used to define target and
client areas implicitly by specifying a location and a distance to this location,
e.g. everybody within 100 m distance to a certain room. We support similar
addresses, but rely on the geometric representation of symbolic locations.



34 Frank Dürr and Kurt Rothermel

6 Summary and Future Work

The conceptual design of a location model for fine-grained geocast has been
presented in this paper. For geocast to be applicable in urban areas, a detailed
location model is required to express target areas of geocast messages and client
positions. This model has to support geometric locations as well as symbolic
locations, embedded local reference systems, and mobile target areas like trains.
A formally founded hybrid location model has been designed that supports all
these types of locations and the embedding of local geometric and symbolic ref-
erence systems, so symbolic and geometric positioning systems can be integrated
easily. Additionally, modelling effort is reduced by geometric approximation of
symbolic locations. Based on this model, an addressing scheme for geocast has
been presented, and it has been shown how homogeneous and heterogeneous
locations representing target areas and client positions can be compared by cal-
culating the probability that a client is inside the target area in order to decide,
whether a geocast message is to be delivered or not.

The efficient implementation of a service that manages the presented hybrid
location model is part of the future work of our project. In [15, 4], we have
already proposed a scaleable architecture for the management of geometric loca-
tion models and a location service that manages large numbers of mobile objects
based on geometric location information. To extend this architecture to support
also symbolic locations needed for the presented hybrid location model is a big
challenge. It has to be scaleable to global extent, which requires a distributed
architecture consisting of many servers storing parts of the world model. Geo-
metric and symbolic locations have to be managed efficiently to quickly answer
queries about spatial containment.

Additionally, a graph-based topological model as shortly described in Sec. 5
will be integrated which enables the implicit definition of areas. Furthermore,
such an integrated model can also be used for other tasks like navigation.

The presented location model can be further refined, e.g. by modelling object
attributes like class types. This additional information can be used to define
groups of receivers within a geographic area, e.g. all taxis near the main station.
Messages can then be sent to this group only and not to all receivers in an area.

The design and implementation of suitable geocast protocols is also part of
our future work. In [16], we proposed an extension of the geographic routing
approach from [2]. Further approaches will be investigated in order to realize
fine-grained geocast.
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Abstract. One of the main prerequisites for location-based services is knowl-
edge of location. We present a simple algorithm for computing the location of a 
device based on signal strengths from FM radio stations. The motivation for 
this method comes from a new class of smart personal objects that will receive 
digital data encoded in regular FM radio broadcasts. Given their built-in ability 
to receive FM and to measure signal strengths, we show how to exploit this 
ability to measure the device’s location. Our algorithm, called RightSPOT, is 
designed to be robust to manufacturing variations among devices that affect 
how they measure signal strength. Toward this end, we present a location clas-
sification algorithm based not on absolute signal strengths, but on a ranking of 
signal strengths from multiple FM radio stations. In tests with three devices in 
six suburban areas, we show that we can correctly infer the device’s location 
about 80% of the time. 

1   Introduction 

One of the promises of ubiquitous computing is to connect users to important infor-
mation as they move around the world. Our research organization has created a small, 
low-power device platform named Smart Personal Object Technology (SPOT). The 
first manifestation of a SPOT device will be a commercially available wristwatch, a 
prototype of which is shown in Figure 1. The SPOT device is designed to listen for 
digitally encoded data such as news stories, weather forecasts, personal messages, 
traffic updates, and retail directories transmitted on frequency sidebands leased from 
commercial FM radio stations. The device holds promise for connecting millions of 
people to valuable notifications and alerts. 

The existing method for localizing data for transmission to particular devices is to 
depend on the limited range of FM radio signals, so that only devices within range of 
a particular radio tower will get data relevant to that tower’s coverage area. Unfortu-
nately, for certain messages, this coarse location resolution is inadequate. Traffic 
updates, limited time discount offers, and lists of nearby attractions need finer loca-
tion filtering than that provided by FM radio station coverage areas. One alternative is 
GPS, but it does not work indoors, adds volume and expense to an already densely 
packed device, and consumes precious battery power. 



RightSPOT: A Novel Sense of Location for a Smart Personal Object      37 

Our RightSPOT system embodies a simple method for localizing the device based 
on signal strengths from existing FM radio stations. The standard SPOT device al-
ready contains an FM receiver and the hardware and software necessary to measure 
signal strength on arbitrary frequencies in the FM band. We show how we can use 
these signal strengths to localize the device down to a suburb. 

The concept of measuring location from radio signal strengths is not new. The 
RADAR[1] system demonstrated how to localize an 802.11 device based on signal 
strengths from Wi-Fi access points. Some active badge system, e.g. Krumm et al.[2], 
use radio signal strengths for measuring position. Roos et al.[3] presented a probabili-
tiestic framework for determining location from radio signal strength. In our case, the 
attraction of using commercial FM radio is its wide coverage (indoors and outdoors) 
and the fact that the SPOT device already has hardware and software on board for 
measuring FM signal strengths. Despite the fact that ubiquitous, commercial radio 
broadcasts from fixed towers have existed for a long time, we are unaware of other 
work aimed at trying to use them to infer location. 

2   Measuring Signal Strength 

RightSPOT uses a vector of radio signal strengths taken from different frequencies to 
identify location. Each time a location is to be inferred, the device scans through a set 
of FM frequencies and records the signal strength of each one. 

A standard SPOT device must be able to scan FM radio stations and measure sig-
nal strength in order to find a sufficiently powerful one transmitting SPOT data. The 
“radio signal strength indicator” (rssi) comes from an analogue-to-digital converter 
(ADC) in the device. The raw digital measurements from each frequency are scaled 

  
Weather forecast Traffic alert 

 

 

 

 

 

Dining Theater times Prototype watch 

Fig. 1. The SPOT watch displays recent data from updates transmitted over existing, commer-
cial FM radio stations. 
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and then averaged over 20 readings for 13 milliseconds. The ADC and associated 
circuitry are not carefully calibrated to measure rssi in any certain units nor to be 
consistent from device to device. 

The expected inconsistency among devices for measures of rssi provides a chal-
lenge, as such variations complicate attempts to generalize for resuse a single map-
ping between signal strengths and locations. One solution to this problem is to spe-
cially calibrate each device using a source of variable, known FM transmission 
strengths. The result of one of these tests is shown in Figure 2, showing how the rssi 
readings of a particular device vary with a known transmitted signal strength. The 
data for this test was taken in a Faraday cage, and the procedure was deemed too 
costly for mass production. 

Another solution is to train each device after its purchase at different locations, 
gathering signal strength vectors in known places to be used in the same device later. 
Regular consumers would likely not tolerate such a training regimen. 

In addition to manufacturing variations, signal strengths are also affected by the 
watch’s orientation, its surroundings, and the adjustment of the wrist band which 
serves as the radio antenna. It would be nearly impossible to anticipate all these vari-
able factors affecting absolute signal strength. If we could anticipate absolute signal 
strengths, a probabilistic framework like that of Roos et al.[3] would be appropriate. 
However, given the impracticality of discovering each device’s response characteris-
tics, we pursued an alternative method of comparing signal strengths. 

Rather than depend on absolute signal strength as an indicator of position, Right-
SPOT employs a ranking of a set of radio stations in terms of their measured rssi as 
described in the next section. While we cannot depend on the devices to give consis-
tent absolute signal strengths, they are designed such that the relationship between 
input signal strength and output rssi is at least monotonically increasing, such that an 

 

Fig. 2. This is the result of testing one SPOT device to find its transformation between input
signal strength and reported rssi. Such an analysis was deemed too tedious to perform on every
device. 
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increase in input signal strength translates to an increase in measured rssi. We lever-
age this monotonicity in the localization procedure. 

3   RightSPOT Location Algorithm 

The RightSPOT algorithm infers the location of the device by scanning a list of n  
FM radio frequencies, ( )nffff ,,, 21 �=  resulting in a corresponding vector of 

measured signal strengths ( )nssss ,,, 21 �= . In our tests, we varied the number of 

radio stations n  from 2 to 9. A sort routine is used to compute a rank vector of the 
signal strengths, ( )nrrrr ,,, 21 �=  in ascending order, where each ir  gives the rank of 

the corresponding is  in s . For example, if the signal strength vector were 

( )10,38,40,12=s , the corresponding rank vector would be ( )1,3,4,2=r . We note that 

the rank vector is insensitive to any monotonically increasing function of the ele-
ments of s , which makes the algorithm robust to variations in how different devices 

measure signal strength. 
For n  radio stations, there are !n  possible rank vectors, which are the permuta-

tions of the integers n,,2,1 � . Each rank vector can be mapped to an integer 

{ }1!,,1,0 −∈ nR �  using a mixed-radix representation of the integers as described by 

Knuth[4]. Thus we generate a unique hash code for each permutation of signal 
strengths. 

Our classification scheme was motivated by our assumption that different locations 
will show different relative signal strengths. Ideally each location would map to a 
single, unique value of R . In reality, due to noise, caused by such factors as the local 
tilt and position of the SPOT antenna and local electromagnetic effects cause by 
buildings and terrain, each location produces a distribution of different R ’s. For 
training the system, we bring a SPOT device to each of L  locations, gathering hash 

codes )(l
iR , where Ll ,,2,1 �=  indexes over the locations and lNi ,,2,1 �=  indexes 

over the hash codes observed at location l . For each location, we can construct a 
normalized histogram of the hash codes to approximate the discrete probability distri-
bution of hash codes seen at that point, ( )lRp . An example of these normalized his-

tograms for six locations and three frequencies is shown in Figure 3.  

Given the observation likelihoods ( )lRp , and an observation *R , we can compute 

the probability of being in any of the L  locations using Bayes rule: 

( ) ( ) ( )
( )∑

=′

′


 ′
=

L

l

lplRp

lplRp
Rlp

1

*

*
*  

(1) 

Here ( )lp  is the a priori probability of being at location l . As we have no prior 

knowledge of the device’s location, we assume a uniform distribution, setting 
( ) Llp 1= . Rather than compute likelihoods, we can directly compare nonnormalized 
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posteriors. The Bayes classifier specifies taking the class with the maximum a poste-
riori probability, i.e.  

( ) ( )lRpRlpl
LlLl

*

1

*

1

* maxargmaxarg
�� ==

==  (2) 

Algorithmically, this means that for an observation *R , we consult the normalized 

histogram (e.g. Figure 3), look up the values of ( )lRp *  over the full range of loca-

tions },,2,1{ Ll �∈ , and take the location l  with the largest value of ( )lRp * . 

4   Results 

To test the RightSPOT algorithm, we chose three SPOT watches at random from our 
laboratory’s store of test devices. We made no effort to choose watches that gave 
consistent signal strengths, and we made no effort to calibrate the watches with re-
spect to an absolute signal source nor with respect to each other. This simulates the 
eventual production environment, considering the economic infeasibility of calibrat-
ing each device. 

We programmed each device to measure signal strengths of 32 different local FM 
radio stations. In order to download the signal strength in to a PC, the watch had to be 
mounted in its charger stand, which also provides an RS232 port for data transfer. 
The RS232 port, in turn, is only active when the charger stand is powered. Thus we 
put the chargers and watches in the back seat of a car and powered the chargers from 
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Fig. 3. Probabilities of observing a given ranking (permutation hash code) conditioned on loca-
tion. Since three radio stations are being measured, there are 3! possible permutations of their 
signal strengths. This histogram is encouraging, since the “Issaquah” and “Sammamish” loca-
tions are almost uniquely identified by permutations 0 and 1, respectively. 
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the car’s battery. We drove to six different suburbs in our area, logging all 32 signal 
strengths once per second. In each suburb, we took an average of about 620 readings 
(~10 minutes) while driving around the suburb’s retail core. We chose the retail core 
as compelling applications of this technology will involve retail businesses sending 
out time-sensitive offers and listings of local attractions. The six test suburbs are 
shown in Figure 4. 

The raw rssi data from the devices is noisy, as shown in Figure 5, so we applied a 
windowed median filter to the data, replacing each rssi with the median of itself and 
the preceding 29 unfiltered values. 

We tested by alternately picking data from one of the three devices as the basis for 
the normalized histograms and testing with data from the other two. This was a more 
realistic test than merely testing each device against itself, because ultimately all the 
devices will have to depend on one pre-programmed set of histograms for determin-
ing their location. 

In an effort to minimize the storage and computational burden of location determi-
nation, we also experimented with using a much reduced subset of the 32 recorded 

radio stations. For each test of n  radio stations, we examined the set of 





n

32
 differ-

ent combinations of stations to use for classifying location. The results in terms of 
classification accuracy are shown in Table 1. The reported accuracy is the fraction of 

 

Fig. 4. Shown in boxes are the six suburbs we used for testing our localization algorithm. We
took about 10 minutes of signal strength readings from each suburb. 



42      John Krumm, Gerry Cermak, and Eric Horvitz 

correct inferences made over all the tests where one device was held out for making 
histograms and the other two used for testing. For 5≤n  we could exhaustively test 
all possible combinations. For 5>n  we tested a random subset of 10,000 combina-
tions. This explains why the classify accuracy goes down when moving from 5=n  
to 6=n  stations: we likely did not find the best combination in the random subset for 

6=n . The best classification accuracy is 81.7% using 8=n radio stations. 
We were pleasantly surprised at how well the simple RightSPOT algorithm could 

achieve this level of location accuracy using transmitters and receivers that were not 
intended for providing location information. 

5   Conclusions 

Our study demonstrates the feasibility of using existing FM radio signals to localize a 
device down to a suburb using a simple algorithm. For the specific focus of our work 
on supporting SPOT devices, we leveraged existing hardware to measure FM radio 
signal strengths, so the capability for localization only requires the addition of a small 
amount of software to an existing configuration. Different devices measure signal 
strengths differently, and signal strengths are also affected by many other variables. 
Our Bayesian classification algorithm does not use absolute signal strengths, but 
instead uses a ranking of signal strengths to help ensure robustness across devices and 
other variables. We made our tests realistic by making a random choice of devices, by 
bypassing calibration, and by not testing the individual devices against themselves. 

As we move forward with this research, we will study the question of how to an-
ticipate signal strength characteristics of different locations without actually visiting 
them. One possible solution is to use a commercially available signal strength simula-
tor like RadioSoft’s ComStudy software. Such a simulation could also help determine 

 

Fig. 5. These are rssi values recorded while driving in the retail core of Redmond, WA. We 
applied a 30-sample wide median filter to the raw data to reduce noise. 
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a good subset of radio stations to listen to for best localization. Another interesting 
problem is how to determine which radio station histograms to transmit to a device, 
especially if we can make no a priori assumptions about where in the world it might 
be. Finally, we might realize a boost in classification accuracy if we were to smooth 
position inferences over time, adhering to constraints about how fast devices are ex-
pected to move between locations. 
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Table 1. Classification accuracy generally increases by including more radio stations in the 
analysis. 

Number 
of Radio 
Stations 

= n  

Best Subset of FM Radio Stations 
Classifica-
tion Accu-

racy 

2 {KPLU, KEXP} 34.3% 
3 {KWFJ, KEXP, KVTI} 61.6% 
4 {KWFJ, KEXP, KSER, KVTI} 72.9% 
5 {KEXP, KSER, KVTI, KBCS, KLSY} 77.6% 
6 {KVTI, KGHP, KRWM, KLSY, KEXP, KSER} 76.2% 
7 {KBCS, KEXP, KUBE, KBSG, KVTI, KSER, KLSY} 79.7% 
8 {KVTI, KSER, KBCS, KJR, KNHC, KEXP, KBSG, KUBE} 81.7% 
9 {KVTI, KRXY, KPLU, KJR, KBCS, KLSY, KUBE, KSER, KEXP} 76.8% 

 



User-Friendly Surveying Techniques
for Location-Aware Systems

James Scott1 and Mike Hazas2,�

1 Intel Research Cambridge
2 Lancaster University

james.w.scott@intel.com

Abstract. Many location-aware applications rely on data from fine-grained lo-
cation systems. During deployment such systems require a survey, specifying the
locations of their environment-based components. Most current surveying meth-
ods are time-consuming, and require costly and bulky equipment.
This paper presents the concept of self-surveying, i.e. methods by which a location
system can survey itself. Such methods are user-friendly, fast, and require little or
no extra equipment. Experimental results show self-survey accuracies comparable
to the accuracy of the underlying location system.

1 Introduction

Ubiquitous computing applications often make use of location information. There has
been a recent focus on fine-grained location systems, which are capable of accuracies
down to several centimetres. Unfortunately, existing location systems, particularly those
that are fine-grained, typically require much effort and expertise to deploy. This presents
a significant obstacle to getting location systems (and consequently ubiquitous appli-
cations) out of research labs and into homes and offices. While it is foreseeable that
miniaturisation, power management, and wireless communication will facilitate user-
friendly installation of location system infrastructure, the requirement for easy surveying
of location systems has not been widely discussed.

With regard to location systems, a survey is a collection of data concerning the
physical configuration of the system infrastructure. Such infrastructure often comprises
ceiling– or wall-mounted components, and a survey might include accurate positions
and/or orientations of these components. In the fine-grained location systems developed
and installed in research labs, the surveying procedures used often rely on specialised
methods and equipment, which may not be suitable for wide deployment scenarios.
Development of simple, inexpensive, and user-friendly surveying methods is therefore
important.

This paper discusses the concept of self-surveying, which is the ability of a location
system to perform a survey of itself, using its own infrastructure and components.

� The experiments discussed in this paper were conducted while both authors were members of
the Laboratory for Communication Engineering (LCE), University of Cambridge.

A.K. Dey et al. (Eds.): UbiComp 2003, LNCS 2864, pp. 44–53, 2003.
c© Springer-Verlag Berlin Heidelberg 2003
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2 Related Work

This section presents some conventional surveying methods, and describes prior work in
self-surveying. First, however, some fine-grained location systems are briefly reviewed.

In the Constellation [1] system, a mobile unit containing ultrasonic sensors is worn
on the head and belt of the user, and transmitters are placed in the environment. By
using the times-of-flight of ultrasonic pulses, the user is tracked with accuracies of about
5 mm. The Bat [2] system employs ultrasonic ceiling receivers to track small transmitting
tags worn by people and attached to objects, with accuracies of about 3 cm. Adopting a
more privacy-oriented approach, Cricket [3] uses independent ultrasonic transmitters in
the environment and mobile receivers, with reported accuracies between 5 and 25 cm.
Additionally, recent research in ultra-wideband radio systems indicates their potential
for accurate tracking [4].

The EasyLiving Person Tracker [5] uses two stereo vision cameras to track up to
three people in a room. However, this system is not able to directly identify the subjects.
The TRIP system [6] uses a single camera to detect and identify circular barcode tags
worn by people and attached to objects. Provided a tag is within 3 m of a camera, its
position can be estimated with an accuracy of 10 cm. HiBall [7] is a location system
designed for augmented and virtual reality. Users each wear a small device consisting
of a cluster of lateral effect photo diodes. Arrays of ceiling infrared LEDs are flashed in
sequence, allowing the position of each wearable to be estimated with typical accuracies
of about 5 mm.

2.1 Conventional Surveying

For many fine-grained location systems described in the literature, there has been no
significant discussion concerning the surveying procedures used. In practice, either the
environmental units are mounted in a deterministic fashion so that their relative po-
sitions are known [3], or units are arbitrarily placed and then surveyed using manual
measurements [8].

Another class of surveying techniques uses physical devices to aid the surveying
process. Two such devices are the crate and theodolite. The crate, developed at AT&T
Labs Cambridge, is a purpose-built device comprising a rigid frame with three spring-
loaded reels of cable mounted on it; each reel can electronically report the length of
its extended cable. By touching the end of each cable to each survey point, trilateration
software can determine the points’ locations. A theodolite is a device which accurately
measures the range and horizontal and vertical angles between itself and a reflector.
This tool, normally used by land surveyors, was used at the LCE to survey a Bat system
deployment.

To assess the accuracy of the crate and theodolite, Bat system infrastructure in three
rooms was surveyed using both devices. Distances between forty ceiling unit pairs were
measured by hand using a tape measure. The difference between the hand-measured
distances and the distances according to the surveys averaged 4 mm for both devices.
While both surveying methods are accurate, they are time-consuming (a typical room
took one person-hour to survey) and the devices are expensive and cumbersome, and
not suitable for user-executed deployments in areas such as homes.
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2.2 Previous Research on Self-surveying

There has been some research pertaining to self-surveying with particular fine-grained
location systems. Foxlin et al. [1] proposed an auto-mapping algorithm whereby three
seed beacons are placed at measured locations and other beacons are placed arbitrarily.
As a user moves through the environment the tracking system can slowly discover and
position the arbitrarily-placed beacons. With regard to ultrasonic location systems, Ward
commented that it would be possible to use a non-linear multilateration algorithm to
estimate unknown ceiling receiver positions by gathering a number of transmitter-to-
receiver distances from transmitting tags placed at known locations [8, page 59].

Gottschalk et al. proposed and implemented an auto-calibration method for the Hi-
Ball system [9]. Using rough LED location estimates, and thousands of observations
from unknown test locations, the system (1) estimates the wearable’s position at each
test location, and (2) calculates back-estimates of LED positions. These two steps are re-
peated until LED position estimates converge. In more recent work with HiBall, Kalman
filters have been used to accomplish on-line auto-calibration [7]. The methods allow the
system to continually update LED location estimates during normal operation.

The work described above is concerned with specific location systems. In contrast,
this paper discusses general principles of self-surveying, and describes self-surveying
concepts and techniques which are applicable to many types of location system.

3 Self-surveying

Most fine-grained location systems operate by using the surveyed locations of fixed
units in the environment in order to calculate the location of mobile units, such as people
or equipment. The survey may include information on either or both of the fixed units’
positions and orientations. For example, the vision-based TRIP system relies on knowing
the orientation of the fixed units as well as their positions, whereas the ultrasonic Cricket
system relies only on knowing the positions.

In normal operation, location systems use sighting data and known fixed unit loca-
tions to calculate a mobile unit’s location; i.e. they use a number of known quantities to
determine a few unknown quantities. However, sightings may contain more data than
is strictly necessary for location purposes. For example, in the Bat system, a minimum
of three distances would be necessary to locate a mobile unit, but a given ultrasonic
pulse is often “heard” by well over three receivers. This surplus data is what makes
self-surveying viable. Additional surplus data can be generated by constraining the lo-
cations of mobile units during self-surveying, thus reducing the number of unknowns,
and allowing more data to be put toward finding the fixed unit locations.

To conduct a self-survey, a system must first gather sightings which include surplus
data. This data must then be processed in some way to determine estimates of the fixed
unit locations. In addition, there is often a requirement for combining data so that self-
surveys of nearby physical spaces can be unified into a single coordinate space.

3.1 Data-Gathering Methods

Three data-gathering methods, known as the people, floor and frame methods, were
investigated in this research, and are described below.
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People. A convenient data gathering method is to log sightings from a location system
while it is in ordinary use. Sightings can be gathered as people (equipped with mobile
units if necessary) move around the space. This method potentially provides a completely
transparent surveying process, whereby a new system would automatically be surveyed
as it is used, with survey accuracy improving as the system ages. However, the people
method provides less surplus data compared to the methods below, since the locations
of the mobile units are completely unconstrained.

Floor. A second self-surveying method would be to place many mobile units on the floor
of a space for a period of time. Unlike in the people method, where each sighting may
be taken with the mobile unit at a different location, in the floor method, many sightings
are gathered from each stationary mobile unit. This makes the self-survey solution set
much more constrained (since the mobile units are approximately coplanar), and also
provides the advantage that erroneous sightings can be more easily identified. This
method requires a dedicated self-survey measurement phase before the system can be
put into use, and the user is required to place and recover the mobile units.

Frame. In the frame method, mobile units are placed onto known points on a rigid
frame. The frame method’s advantage is that it provides the most surplus data of the
three methods presented. Since the relative locations of the mobile units are known, the
self-surveying algorithm need only solve for the locations of the fixed environmental
units. Although this method incurs the disadvantage of requiring hardware for the frame,
the frame might be manufactured using inexpensive, lightweight materials for easy
assembly.

3.2 Processing Self-survey Data

Once data gathering is complete, the data must be processed to find estimates of the
fixed unit locations. Two procedures for accomplishing this are discussed below.

Simulated Annealing. One possible method for finding the fixed unit locations is to
use an iterative algorithm to find better and better solutions for the mobile and fixed unit
locations until a “best guess” is found. For each possible solution, there must be some
method of scoring the solution against the gathered data. For example, in the case of an
ultrasonic location system, a suitable scoring function might be found by taking the sum
of the differences between the distances reported by the sightings and the corresponding
distances according to the current location estimates.

Simulated annealing [10] is a mathematical optimisation technique which mimics the
process of crystallisation in bulk matter through a randomised search procedure, using
the notion of temperature to avoid being trapped by local minima in the solution space.
Simulated annealing was chosen for the purposes of this research because it involves no
assumptions about the solution space; it can thus be applied with little modification to
all three data-gathering methods.
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Fig. 1. Data flow for self-surveying

Inverting the Location Algorithm. Since the relative mobile unit locations are known
when the frame method is used, it is as if the location system were “inverted,” in that
a fixed unit must be located using known locations for mobile units. For some location
systems, it may be possible to determine the locations of the fixed units by employing
the same algorithm that is used for normal operation of the system.

3.3 Unification of Coordinate Spaces

One issue that must be dealt with in many surveying procedures is combining the results
of multiple surveys with arbitrary coordinate spaces (such as separate rooms) into a
single, unified space (such as a building).This is especially significant for a self-surveying
system, as the aims of minimising the work required by the users for surveying would
be compromised if they were required to manually measure the relative positioning of
the various spaces surveyed, so that coordinate spaces could be combined.

For the people and floor methods, automatic unification of coordinate spaces can be
achieved by combining the self-surveying data in a pre-processing stage; i.e. by merging
multiple data sets so that they may be presented as a single data set to the processing
algorithm. For the frame method, combining data from different surveys during pre-
processing is not viable in all cases, since the processing method might rely on knowing
the relative locations of the mobile units. Therefore, a post-processing combination
of surveys must be performed. This may be achieved by calculating coordinate space
transforms which map the points in multiple surveys such that the sum of distances
between common points is minimised in the unified survey.

The flow of data during the self-surveying process, and the differences in this flow
depending on the method used, are illustrated in Fig. 1.

4 Implementation

In order to determine the accuracy of self-surveying, the Bat system installation at
the LCE was used to conduct self-surveys in a number of rooms of various sizes. In
particular, two large offices (5 m × 6 m) and three small offices (5 m × 3 m) were used
for data gathering; however, only two of these five data sets were used as test data during
development of the self-survey algorithms.
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4.1 Data Gathered

The data was gathered by capturing raw sighting information from the Bat system. The
logging included all distances recorded between the surveying tags and the fixed ceiling
units during the course of a survey.

For the people method, data was gathered by having two people, each with four tags,
walk around a room for a specified period of time. The tags were worn on the chest and
on the back, and one was carried in each hand, the hands being kept a forearm’s length
away from the body. Readings were taken for a period of ten minutes for a small room,
and twenty minutes for a large room.

For the floor method, in small rooms twenty tags were placed randomly but uniformly
over the floor area, and left for ten minutes. Large rooms were surveyed as if they were
two adjacent small rooms, i.e. in two ten-minute runs each covering opposite halves of
the room. The data for large rooms was combined at the pre-processing stage so that it
appeared as a single forty-tag experiment.

For the frame method, a frame measuring 1 m × 1 m was equipped with twenty-one
tags. In small rooms, the frame was placed in the centre of the room for ten minutes.
Large rooms were surveyed by treating them as two adjacent small rooms; the survey
results were combined during a post-processing stage, as described in Sect. 3.3.

4.2 Pre-processing

The floor and frame methods use a pre-processing stage to obtain an averaged value
for each tag/fixed unit distance. This is accomplished using the following procedure:
(1) ignore tag and fixed unit pairs which returned fewer than t distances; (2) for each
remaining pair, find groups of distances which make up at least proportion p of the
number of sightings between that pair, and which are within d of one another; (3) take
the mean of the group representing the shortest distance (since longer peaks are likely
to be due to reflections). By trial and error, suitable values for the parameters t, d and p
were found to be 10, 7.5 cm, and 40% respectively.

4.3 Processing

Both the simulated annealing and inverted processing techniques were implemented.
For the simulated annealing algorithm, the starting location of the fixed units is a single
location 2 m above the level of the tags. The tags also start at a single location, except
when using the frame method, where the tag locations are specified according to the
frame geometry. Ten thousand iterations are used for the floor and frame methods, and
twenty thousand are used for the people method.

During each iteration, movements are potentially made to the position of each fixed
unit and each tag, except that for the frame method, the tag positions are fixed, and for the
floor method, the height of the tags is fixed. Each potential movement is chosen from a
group of scalar multiples of a random vector; the scalars used are the integers from -4 to
4. For each of the eight possible new positions, errors in the new tag–fixed unit distances
are summed; this provides the scoring function. If at least one of the potential movements
gives a better score than the current position, the best-scoring movement is taken. If not,
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Table 1. Per-room self-survey accuracy for various data-gathering and processing methods. Ac-
curacies represent the mean location error of all fixed units in the room. Rooms marked � were
used as test data when developing the self-surveying procedure. All values are in centimetres

Small Small Small Large Large Mean Mean accuracy
Method Room 1 Room 2 Room 3� Room 1 Room 2� accuracy (central units)
People 20 20 24 17 13 19 15
Floor 12 21 26 9 6 15 5

Frame (SA) 9 9 2 10 5 7 4
Frame (NR) 3 3 2 4 3 3 2

then with probability equal to the temperature, a randomly chosen movement will be
taken. The starting temperature is 0.02 for the people method and 0.01 for the frame and
floor methods. The temperature declines linearly, reaching zero at the final iteration. At
each iteration, if the average distance error is the lowest so far recorded, then the fixed
unit locations are recorded.

The above steps are repeated twice, with a culling stage in the middle. This stage
was introduced to handle erroneous sightings which represent reflections or other errors.
While the algorithm largely ignores such errors, the results are still influenced slightly.
The culling stage examines each tag’s distances, and discards distances which have a
much higher error than the others. A second set of iterations is then run.

For the inverted processing technique, the non-linear regression algorithm used by
the Bat system was applied. As described in Sect. 3.2, only the frame data may be used
with this method. To distinguish between the frame-based results sets, the names frame
(SA) for simulated annealing and frame (NR) for non-linear regression will be used.

5 Experimental Results

For each self-survey, the resulting locations were compared with a theodolite survey. The
self-survey accuracies for each room are shown in Table 1. Since simulated annealing
produces slightly different results each time it is run, the people, floor, and frame (SA)
accuracies given represent the ninetieth percentile.

The results show that the frame (NR) method performs best out of the self-surveying
methods, with a survey mean error of 3 cm. Significantly, the large-room experiments
exhibited similar accuracies to the small-room experiments, indicating that unification
of coordinate spaces during the pre– and post-processing stages did not adversely affect
the accuracies of the self-surveying methods studied.

5.1 Analysis and Optimisation

In order to analyse the results further, it is useful to examine an error distribution for
individual fixed unit positions, as shown in Fig. 2. The diagram illustrates an “elbow”
in the frame (SA) and floor results; while 75% of the fixed units are located accurately,
the remaining 25% are for some reason subject to high errors. This is explained by
looking at a plan view of one of the rooms, shown in Fig. 3, which shows that large



User-Friendly Surveying Techniques for Location-Aware Systems 51

0 5 10 15 20 25 30 35 40
0

10

20

30

40

50

60

70

80

90

100

3D position error (cm)

P
er

ce
nt

ag
e 

of
 fi

xe
d 

un
it 

lo
ca

tio
ns

 w
ith

 e
rr

or
 le

ss
 th

an
 a

bs
ci

ss
a

People
Floor
Frame (SA)
Frame (NR)

Fig. 2. Location error distributions for all fixed units in all rooms
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Fig. 3. Plan view of typical self-survey results for a small room

errors occur most often for fixed units located at room extremities. If such “edge units”
are removed from consideration, the average floor and frame (SA) room accuracies are
greatly improved, as shown in the rightmost column of Table 1.

The reason behind these errors lies in the fact that, especially for the floor and frame
methods, the location solutions for edge units will tend to be less rigidly constrained
by the data. Such units are likely to have a less favourable geometry with respect to the
surveying tags; i.e. they have a poorer position dilution of precision.Also, edge units tend
to be at further distances from the surveying tags, and it is known for the Bat system that
ranging at distances greater than several metres succeeds less often, and is less accurate.
A remedy to both of these problems may be to gather more surveying data over a wider
area.
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5.2 Accuracy Limits

The results, both for the frame (NR) case and for the central units in the frame (SA) and
floor cases, show accuracies comparable to the Bat system’s accuracy of 3 cm. This is a
very positive result for self-surveying, as it indicates that the accuracy of self-surveying
techniques can approach the accuracy of the surveyed system. Note that it is not claimed
that a self-surveyed location system will locate objects as accurately as a conventionally-
surveyed location system, as the error in self-surveying and error in the location process
may combine, either additively or otherwise. Characterisation of this effect is an area
for future exploration.

The implication of these results for the deployment of location systems is that there
is no single correct surveying method to use. For applications with low accuracy re-
quirements, a minimal-cost, people-based survey may be appropriate. As accuracy re-
quirements increase (e.g. with the deployment of a new application), a more accurate
and more labour-intensive survey could be carried out.

6 Further Work

Some further improvements to specific aspects of the self-surveying procedure have
already been proposed. This section looks at broader research directions.

One area for exploration is in different types of processing methods. In particular, the
non-linear regression algorithm may be extended to be applicable to the floor and peo-
ple methods. Alternatively, other processing algorithms, for example based on Kalman
filters, may be a fruitful area for investigation.

Another area for future work is in validating the viability of self-surveying in other
location systems. The Bat system used in the experiments above employs distances from
transmitting tags to receiving ceiling units to determine location. It is easy to see how
the same methods would be applicable to other ultrasound-based systems, including
systems with roaming receivers and fixed transmitters such as Cricket, and to systems
in general which utilise time-of-flight methods, such as ultra-wideband systems.

Vision-based systems can also make use of distance. However, they may instead rely
on the angle from the camera’s axis to the target, or its relative orientation. The viability
of self-surveying in such cases may be seen by noting that vision-based systems can
operate with roaming tags and stationary cameras, or vice versa. As with time-of-flight
systems, it is therefore possible to conceive that the locations of the fixed units can be
regarded as unknown values, and that a self-survey can take place, given enough “surplus
data.”

Finally, moving away from self-surveying, there are other issues in user-friendly
deployment of location systems to be explored. One such issue is that of finding the
physical configuration of a space outfitted with a location system. This includes finding
the locations of walls and doors, of desks and other furniture, and of interactive objects
such as computers and telephones. Without this information, location-aware applications
cannot assist in users’ interactions with their environment. Further work is therefore
required in this area; one interesting thread of research involves the use of ray-tracing
to model horizontal surfaces in the environment [11].
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7 Conclusions

This paper has discussed the concept of self-surveying for indoor fine-grained 3D location
systems, and has described several self-surveying methods. Experimental results using
the Bat system have shown that self-surveying is capable of reaching survey accuracies
similar to that of the underlying location system, in this case 3 cm.

Self-surveying facilitates the deployment of location systems by untrained personnel,
with minimal overhead in time and hardware costs. By contrast, conventional surveying
techniques have required trained use of high-cost and bulky equipment. Self-surveying is
therefore a key step toward user-friendly deployment of location systems, and enabling
the use of ubiquitous computing applications in everyday environments.
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Abstract. This paper presents sto(ry)chastics, a user-centered approach for 
computational storytelling for real-time sensor-driven multimedia audiovisual 
stories, such as those that are triggered by the body in motion in a sensor-
instrumented interactive narrative space. With sto(ry)chastics the coarse and 
noisy sensor inputs are coupled to digital media outputs via a user model, which 
is estimated probabilistically by a Bayesian network. To illustrate 
sto(ry)chastics, this paper describes the museum wearable, a device which de-
livers an audiovisual narration interactively in time and space to the visitor as a 
function of the estimated visitor type. The wearable relies on a custom-designed 
long-range infrared location-identification sensor to gather information on 
where and how long the visitor stops in the museum galleries and uses this in-
formation as input to, or observations of, a (dynamic) Bayesian network. The 
network has been tested and validated on observed visitor tracking data by pa-
rameter learning using the Expectation Maximization (EM) algorithm, and by 
performance analysis of the model with the learned parameters. 

1   Introduction 

Computation and sensing are moving from computers and devices into the environ-
ment itself. The space around us is instrumented with sensors and displays, and it 
tends to reflect a diffused need to combine together the information space with our 
physical space. Museums and new entertainers are looking into technology as a part-
ner to help them engage their public by generalizing the communication model of the 
theme park into that of the culture or information park. These interactive spaces need 
to be able to articulate a story triggered by people with natural interaction modalities, 
such as those determined by the body in motion in the space, and by gestural or voice 
input. 

Interactive space design involves three elements: human authors (space designers) 
who conceive flexible and updatable strategies to deliver appropriate information to 
the public interactively; computers and sensors that gather and process information in 
real time about the public’s behavior in the instrumented space; and the audience, 
with its own needs to receive personalized content only when and where it is appro-
priate. Telling stories in interactive spaces requires new flexible sensor-driven and 
user-centered authoring tools, designed with these three elements in mind. 
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Namely, traditional interactive storytelling techniques have been conceived for non 
sensor-triggered environments, such as the desktop computer, and rely on mouse 
click and key presses as their main input modality. They have been authored with 
techniques that can be categorized to be either scripted, or responsive, or occasion-
ally, behavior-based [1]. All of these systems imply a fixed modality of user-story 
interaction and story authoring. The premise of this research is that to communicate 
effectively a sensor-instrumented interactive narrative space needs to be authored 
with more sophisticated techniques than the ones above. It needs to have the depth of 
content of a scripted system, the flexibility of a responsive system, and the autono-
mous decentralized architecture of a behavioral system. It also needs to go beyond the 
behavioral scheme and respond not just by weighing stimuli and internal goals of its 
characters, but also by understanding the user’s intentions in context, and by learning 
from the user.  

Sto(ry)chastics, is a first step in the direction of having suitable authoring tech-
niques for sensor-driven interactive narrative spaces. As illustrated in the following 
sections, sto(ry)chastics allows the interactive experience designer to have flexible 
story models, decomposed in atomic or elementary units, which can be recombined 
into meaningful sequences at need in the course of interaction. It models both the 
noise intrinsic in interpreting the user’s intentions as well as the noise intrinsic in 
telling a story. We as humans do not tell the same story in the same way all the time, 
and we naturally tend to adapt and modify our stories to the age/interest/role of the 
listener. This research shows that, Bayesian networks are a powerful mathematical 
tool to model noisy sensors, noisy interpretation of intention, and noisy stories. 

2   Related Work 

Sto(ry)chastics is related to work in wearable computing, user modeling, and Bayes-
ian networks.  

Oliver, Shiele, and Jebara [2] developed a wearable computer with a visual input 
as a visual memory aid for a variety of tasks, including medical, training, or educa-
tion. This system records small chunks of video of a curator describing a work of art, 
and associates them with triggering objects. When the objects are seen again at a later 
moment, the video is played back. The museum wearable differs from the previous 
application in many ways. DYPERS is a personal annotation device, and as opposed 
to the museum wearable, it does not attempt to perform either user modeling or a 
more sophisticated form of content selection and authoring. The museum wearable in 
contrast focuses on estimating the visitor’s type and interest profile to deliver a flexi-
ble user-tailored narrative experience from audio/video clips that have been prere-
corded. These clips or animations would usually be part of the museum’s digital me-
dia collection. Feiner [3] has built a university campus information system, worn as a 
wearable computer. This device is endowed with a variety of sensors for head track-
ing and image registration. Both the size of the wearable, mounted on a large and 
heavy backpack, as well as the size of the display, are inappropriate for it to be used 
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for a museum visit. The device also does not have a computation storytelling engine 
or a content selection mechanism which adapts to different user types. 

The work of Pearl [4] is fundamental to the field of Bayesian networks. Jordan’s  
book [5] had the merit of grouping together some of the major advancements since 
Pearl’s 1988 book. Pynadath and Wellman [6], use a Bayesian network approach to 
induce the plan of a driver from observation of vehicle movements. Starting from a 
model of how the driver generates plans, they use highway information as context 
that allows the system to correctly interpret the driver’s behavior. While applied to 
traffic monitoring, and not to sensor-driven, user-centered interactive storytelling 
their research bears the most resemblance to the one here presented. Albrecht et al 
[7], have been amongst the first to model the behavior of a participant in a computer 
game using Bayesian networks. They use several network structures to predict the 
user’s current goal, next action, and next location in a multi-user Dungeon adventure 
game. With respect to their work sto(ry)chastics performs not just user state estima-
tion, which can also be used to predict the next action that the user will do, but it also 
adds a probabilistic mechanism for content selection. This research also bears resem-
blance to Maes’ work on intelligent agents who assist users in daily tasks such as 
buying and selling stocks or finding music recommendations based on the user’s 
ratings of a given music database [8]. The focus of sto(ry)chastics is to function as a 
sensor-driven computational system that potentially uses the same unifying mathe-
matical framework (Bayesian Networks) for sensor modeling (tracking, gesture rec-
ognition), user estimation, and content selection. 

Sto(ry)chastics’ content selection process is inspired by work in probabilistic 
knowledge representation. Koller and Pfeffer [9] have done innovative work in using 
probabilistic inference techniques that allows most of the frame based knowledge 
representation systems available today to annotate their knowledge bases with prob-
abilistic information, and to use that information to answer probabilistic queries. 
Their work is relevant to describe and organize content in any database system so that 
it can later be selected either by a typed probabilistic query or by a sensor driven 
query. Using a content database, annotated probabilistically, sto(ry)chastics selects 
the most appropriate content segment at each time step, and it delivers, interactively 
in time and space, an audiovisual narration to the museum visitor as a function of the 
estimated visitor type. 

3   The Museum Wearable 

Rather than describing sto(ry)chastics in general, it is easier to focus on a specific 
application. As an example of application of sto(ry)chastics, and to illustrate its fea-
tures, I designed a real time storytelling device: a museum guide which in real time 
evaluates the visitor’s preferences by observing his/her path and length of stops along 
the museum’s exhibit space, and selects content from a set of available movie clips, 
audio, and animations. In this document I ground on this specific application, called 
the Museum Wearable, further discussion on modeling first the user’s type, then 
estimating his/her interest profile, and subsequently the selection of content. For more 
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details on the museum wearable device [Fig. 1], its construction, software architec-
ture and potential impact on exhibit design please see [10]. Additional references to 
the wearable literature, and comparison with hand-held devices can also be found in 
this paper. Here the reader will also find a more thorough discussion on the museum 
literature that has led the author to identify the busy, greedy, and selective types as 
valid classes of museum visitors to design personalized content for. The specific 
focus of this paper is on the Bayesian network that estimates the user model, and the 
mathematical technique used to ground this model on visitor tracking data gathered at 
the museum. 

 

 

Fig. 1. The Museum Wearable 

4   Estimating the Visitor’s Type with a Bayesian Network 

The museum wearable uses a Bayesian network to provide a real time estimate of 
visitor types: a greedy type, who wants to know and see as much as possible, and 
does not have a time constraint, a busy type who just wants to get an overview of the 
principal items in the exhibit, and see little of everything, and the selective type, who 
wants to see and know in depth only about a few preferred items [10]. Following are 
the assumptions used to model the Bayesian network that estimates the visitor’s type: 

1. The information available to the system, modeled by the observed nodes of the 
network is location (which object the visitor is close by) and how long the visitor 
stays at each location (duration). 

2. The priors on the three busy/greedy/selective types start with equal values for 
the three types. The visitor does not declare belonging to a user type at the entrance 
so as not to bias the priors on the visitor type to any of the three types. Some visitors 
might in fact feel bothered being asked or being committed to a type at start.  

3. The visitor type is represented by a static node rather than a dynamic node. It 
can change but it is not a variable that evolves in time. What this means is that even if 
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the visitor starts with a busy behavior and later behaves selectively, the system can 
still account for that while considering the visitor as a unit and not as an entity whose 
value we sample in time. This is to a certain extent a subjective choice of the modeler 
(the author), guided by commonsense and previous modeling experience. 

4. To initially simplify the task, I have selected a subset of twelve representative 
objects at the MIT Museum’s Robots and Beyond Exhibit [Fig. 2]. 

Once the basic modeling assumptions have been made various choices are still 
available when designing or modeling a Bayesian network in practice. It is clear that 
the model needs to be some kind of dynamic Bayesian network, as estimating the 
visitor’s type is a process that happens in time during the visit. Sampling times are 
given in this case by the presence of the visitor at each location, and therefore we 
need to model a process with twelve time slices, as twelve are the selected objects for 
the exhibit. In addition to this, the actual placement of these objects on the museum 
floor dictates some constraints on the model architecture. Therefore the geography of 
the objects in the exhibit needs to be reflected in the topology of the modeling net-
work [Fig. 2]. The choices available in modeling this problem are:  

 

• the topology of the network 
• which states per node 
• whether to have a continuous or discrete node for the visitor’s stop durations 
• whether to have one unique node or multiple nodes to describe the stop durations. 

 
 

 

Fig. 2. Bayesian Network topology superimposed on the MIT Museum Robots and Beyond 
exhibit’s map 
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One possibility is to consider a model which has the topology of an HMM. How-
ever such a model would require having a dynamic visitor node, which is a choice I 
discarded in the above discussion on the working hypothesis for this model. A similar 
topology, but with a static visitor node, can be obtained by introducing an object node 
which encodes information about the object being observed by the visitor. This is 
shown in Fig. 3 for the first three objects/time slices.  
 

 
Fig. 3. Bayesian Network used to estimate the visitor type 

For example, some objects can be very interesting or less interesting, according ei-
ther to the opinion of the curator, or the public’s preferences, and this information can 
be encoded in the Bayesian network. Moreover, it would be possible, theoretically, at 
the end of each week, to take the posterior probabilities for all objects and all visitors, 
and reintroduce them as priors of the Bayesian network the following week. This 
would allow the system to account for the evolving public’s preferences and types. 
While installation of the museum wearable in the museum is not addressed in the 
research described by this document, it is important to notice the possibility to easily 
update the priors of the model from the posterior probabilities of the previous day or 
week to obtain a more accurate estimate of the variables of interest. 

The Bayesian network has three nodes per time slice: the object and location nodes 
are dynamic, i.e. they are repeated at each time slice, whereas the visitor node is a 
static node, as I assume that the visitor type does not change during the visit at the 
museum. The input to the network are the location nodes, which express how much 
time the visitors spend with each object. Rather than having location nodes with con-
tinuous values, which would require more sophisticated probability update tech-
niques, it is more convenient to have discrete location nodes with a few states, such as 
“short”, “long” stop duration, or “skip” object. Section 5 describes how, mathemati-
cally, stop durations are labeled as skip/short/long. It is of course possible later on to 
extend the model to consider a higher resolution of discrete stop durations, such as 
one which includes: ‘skip’, ‘short’, ‘medium’, ‘long’, and ‘very long’. These ranges 
are specific to each museum exhibit and are derived from tracking data obtained by 
observing and measuring visitor’s stop length and type at the museum.   
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Classifying people’s behavior using the proposed dynamic Bayesian network can 
be done on the sole basis of the expert’s opinion, which assigns numerical values to 
the conditional probability tables of the network. This results in an expert system. In 
some cases performing probability update on such models leads to satisfying results, 
such as for systems that model the specialist’s medical knowledge in decision support 
systems which help determine whether further tests or investigation are needed to 
assess the health state of a patient. In the specific case of this research, the expert’s 
initial assumptions about the percentage of skip/short/long stop durations that a 
busy/greedy/selective visitor will do are given in Table 1. This table assigns numeric 
values to the qualitative description of these three types. These values are derived 
from interviews with the MIT Museums’ staff in charge of the Robots and Beyond 
exhibition. 

Table 1. Conditional Probability Table for the visitor node assigned by the expert 

Conditional  probability table for the visitor node 

 % skip % short % long 
Busy 0.2 0.7 0.1 
Greedy 0.1 0.1 0.8 
Selective 0.4 0.2 0.4 

 
However, when a database of cases is available, we have the opportunity to per-

form out-of-sample testing to validate that the model has any predictive power, given 
the data. This is important in the case of a museum exhibit in which the public’s be-
havior cannot necessarily be correctly modeled by the curator’s expertise, because of 
the changing nature of the shown artwork, and the public’s needs. According to the 
problem that is defined there are various techniques for data analysis which combine 
prior knowledge with data to produce improved knowledge. In some cases we may 
need to learn the topology of the network, in others, the topology is given and we 
need to learn the parameters of the network. Specifically for this research, I made the 
assumption that the structure of the network is correct and I gathered tracking data on 
visitor’s path and length of stops at the museum to learn the conditional probability 
tables (parameters) for the nodes of the network. 

During the course of several days a team of people at the MIT Museum tracked 
and make annotations about the visitors. Each member of the tracking team had a 
map and a stop watch. Their task was to draw on the map the path of individual visi-
tors, and annotate the locations at which visitors stopped, the object they were observ-
ing, and how long they would stop for. In addition to the tracking information, the 
team of evaluators was asked to assign a label to the overall behavior of the visitor, 
according to the three visitor categories described above. Together with the curator, 
and in accordance to the indications of the Visitor Studies Association (VSA, 
http://museum.cl.msu.edu/vsa/whoweare.htm), I have found that allowing the evalua-
tors to make a subjective judgment about the visitor’s behavior is as accurate as ask-
ing the visitors themselves. In addition to that, the museum wearable acts as an exter-
nal observer, which tailors a personalized story to the visitor, on the basis of external 
observations, as opposed to asking the visitor what they want to do at every step. 
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Lastly, the assessment made by the team of evaluators is used to initialize the Bayes-
ian network, while the model can later be refined, that is the parameters can be fine 
tuned as more visitors experience the exhibit with the museum wearable, as described 
later in this document. We tracked 65 visitors, discarded 15 incomplete or invalid 
annotations and retained 50 valid tracking sheets. Some examples of tracking data are 
summarized in Table 2. The table contains raw data, that is the number of seconds 
that visitors stayed in front of the corresponding objects. All these objects were vis-
ited in a linear sequence, one after the next, with no repetitions. We observed a total 
of 3 greedy types, 16 busy types, and 31 selective types. 

Table 2. Example of visitor tracking data for the first 10 visitors. Data shown is in seconds 

Intro 
 
1 

Lisp 
 
2 

Minsky 
Arm 

3 

Robo 
Arm 

4 

Falcon 
 
5 

Phantom 
6 

Cogs 
Head 

7 

Quad 
 
8 

Uniroo 
9 

Dext 
Arm 
10 

Kismet 
 
11 

Baby 
Doll 
12 

TYPE 

0 5 5 0 13 0 10 0 0 0 0 0 busy 

0 0 20 0 30 40 0 0 30 5 24 0 slctv 

0 0 0 0 10 0 75 0 0 0 0 10 slctv 

0 0 20 0 20 130 10 55 82 25 0 5 slctv 

0 0 15 10 10 5 0 0 0 0 0 0 busy 

0 0 5 5 5 0 3 0 0 70 0 0 busy 

0 0 33 0 60 17 0 0 0 16 0 13 slctv 

0 38 10 13 38 10 21 0 0 18 0 43 slctv 

0 0 30 0 0 10 10 0 0 5 0 0 busy 

0 6 40 15 25 40 0 82 82 34 30 18 Greedy 

4.1   Model Description 

To fully define the proposed dynamic Bayesian network we need to assign the prior 
probabilities of the parent nodes and the probabilities of the child nodes conditioned 
on the state of their parents, that is assign or learn the conditional probability tables.  
We also need a transition probability table between one time slice and the next. 

I initially implemented the network, for simplicity, with a binary object node with 
visited/not-visited states. The reason is that for the training of the model I later per-
formed, and which is discussed in the next section, no priors were available on 
whether the objects were more interesting than neutral or boring. I would have had to 
learn separate conditional probabilities for the neutral/interesting/boring cases, for 
which no training data was available. After having taken tracking data on the twelve 
selected objects, it is possible to analyze this data and infer priors on whether the 
objects are neutral/interesting/boring. Then we need to give different conditional 
probabilities for the interesting and boring cases, such that if a busy type spends quite 
a long type with an object, that is more an indication of that object being interesting 
than the busy type becoming more greedy in their visit. Table 3 below shows the total 
amount of time, in seconds, that the fifty tracked visitors have spent at the twelve 
targeted objects at MIT’s Robots and Beyond exhibit. A simple histogram plot 
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[Fig. 4] shows which of these objects are interesting/neutral/boring, always in a prob-
abilistic sense. The tallest bins are from objects 5,9,11, which are therefore the most 
interesting. The shortest bins are from objects 1,4,12 that are therefore boring. All 
remaining objects shall be considered neutral. 

Table 3. Total time that the tracked visitors have spent at the 12 selected objects 

Intro 
 
1 

Lisp 
 
2 

Minsky 
Arm 

3 

Robo 
Arm 

4 

Falcon 
 

5 

Phantom 
6 

Cogs 
Head 

7 

Quad 
 
8 

Uniroo 
9 

Dext 
Arm 
10 

Kismet 
 
11 

Baby 
Doll 
12 

588 755 719 627 986 748 771 694 859 700 1025 548 

 

 

Fig. 4. Histogram of overall time, in seconds, that visitors spend at the 12 selected objects 

Based on the information above, a set of priors of the twelve objects is given by 
Table 4: The conditional probabilities p(location | object, visitor), initially assigned 
by the “expert” (system modeler, museum curator), and later refined in the learning 
phase, described in the next section, are shown in Table 5. The initial object, and 
transition probabilities from one object to the next, are given by Table 6. The mean-
ing of the transition probability table is quite important for the system. The values 
along the diagonal describe how much past history matters in determining if a visitor 
belongs to a type. For example if the values along the diagonal are high (0.9) and the 
visitor switches behavior from let say greedy to selective, the system will have some 
inertia in identifying the new type. It will take the system a few time steps to catch up 
with the new visitor behavior. This makes sense if there are many objects in the ex-
hibit. If instead there are only a few objects in the exhibit, such as in the MIT’s Ro-
bots and Beyond targeted exhibit, it is desirable to have a system which adapts fast to 
the visitor’s behavior and does not tend to “stick to the first impression” as before. In 
this case it is preferable to have lower values along the diagonal (less than 0.6). The 
transition probabilities are in this model the same for all twelve objects. However 
these could be also learned if more training data was available. For example visitors 
could have a tendency to skip certain objects, or visit them in a different order than 
what the exhibit designer has laid out. Alternatively, the transition probabilities would 
highlight groups of object and show that for example the “Sensors” section of the 
exhibit turns out to be more interesting than the “Movement” section. This informa-
tion would be reflected in the transition tables. From the visitor tracking data gathered 
at the MIT Museum we observed people visiting objects one after the next in a linear 
sequence. This however does not limit the validity of the procedure here described. If 
a visitor returns to an object the system will select content based on the value of the 
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visitor node at that time in the history of the visit. For example, during the second 
visit to an object the visitor could be “greedier” than when he/she first stopped in that 
location, because of his/her behavior at the subsequently visited objects. Content will 
then be selected according to the “new” current value of the visitor node, and could 
be the same or different than in the previous stop at that same object. 

Table 4. Priors for the 12 selected objects derived from the visitor tracking data 

 1 2 3 4 5 6 7 8 9 10 11 12 
Neutral 0.23 0.34 0.28 0.25 0.18 0.32 0.36 0.24 0.27 0.26 0.16 0.2 
Interesting 0.23 0.33 0.36 0.25 0.64 0.34 0.32 0.38 0.46 0.37 0.68 0.2 
Boring 0.54 0.33 0.36 0.5 0.18 0.34 0.32 0.38 0.27 0.37 0.16 0.6 

Table 5. Conditional Probability Tables for the Location Nodes 

 neutral Interesting boring 
 busy greedy selective busy greedy selective busy greedy selective 

skip 0.2 0.1 0.4 0.1 0.05 0.1 0.35 0.2 0.65 
short 0.7 0.1 0.2 0.6 0.05 0.3 0.6 0.2 0.15 
long 0.1 0.8 0.4 0.3 0.9 0.6 0.05 0.6 0.2 

Table 6. Priors for the 12 selected objects and transition probabilities 

P(O1)  P(Oj | Oi) neutral interesting boring 
neutral 0.333 neutral 0.6 0.2 0.2 

interesting 0.333 interesting 0.2 0.6 0.2 
boring 0.333 boring 0.2 0.2 0.6 

 
To test the model, I introduced evidence on the duration nodes, thereby simulating 

its functioning during the museum visit [fig 5]. I have included results below, limited 
to two time slices, for the limited space available on paper. The reader can verify that 
the system gives plausible estimates of the visitor type, based on the evidence intro-
duced in the system. The posterior probabilities in this and the subsequent models are 
calculated using Hugin, (www.hugin.com) which implements the Distribute Evidence 
and Collect Evidence message passing algorithms on the junction tree.  
Test case 1. The visitor spends a short time both with the first and second object > 

the network gives the highest probability to the busy type (0.8592) 
Test case 2. The visitor spends a long time both with the first and second object > 

the network gives the highest probability to the greedy type (0.7409) 
Test case 3. The visitor spends a long time with the first object and skips the second 

object > the network gives the highest probability to the selective type (0.5470) 

5   Data Preprocessing and Labeling 

The first task before model training, is to assign labels to the tracking data gathered at 
the museum [Table 2]. For example, for the targeted exhibit, I need to decide whether 
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a stop of 18 seconds should be considered ‘short’ or ‘long’. Various classification 
techniques can be used: the classification problem addressed is simple enough for 
unsupervised classification techniques, such as K-means, to be effective. To have 
reliable results, I used two different classification techniques: one is the popular K-
means classification procedure [11]. The other consists in simply plotting histograms 
of the data, and finding a threshold between ‘short’ and ‘long’ stops by histogram 
intersection. The classes of data that are needed are only two: ‘short’ and ‘long’, as 
‘skip’ is easily identifiable as a stop of zero seconds duration. I used both methods 
and compared results, as discussed below. 
 

 

                   

 

Fig. 5. Testing the model: posterior probabilities after evidence is introduced and inference is 
performed: for the busy and greedy cases 

An important step before data clustering is performing data quantization, when 
necessary. The data often carries more precision than needed, and may therefore 
include too many categories with too much precision. This can be a problem as extra 
subdivisions can hide trends. Preprocessing reduces the number of variables without 
jeopardizing the results.. I quantized the data in groups of five, and obtained the his-
togram shown in Fig. 6, which clearly exhibits an exponential decay data trend. This 
means roughly that visitors globally tend to make many more short than long stops at 
this exhibit. 
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quantized
histogram of visitors’
stop duration

 
Fig. 6. Quantized histogram for the duration of visitors’ stops 

classification of stop duration using K-means

k=3

histogram of short, long, and very long stops

 

Fig. 7. K-means classification of stop durations for the greedy, busy and selective types and 
histogram of stop durations for the busy type 

I grouped the observed visitors according to their type: I observed a total of 3 
greedy types, 16 busy types, and 31 selective types. These types contribute differently 
to the quantized histogram. I performed k-means analysis of the visitor tracking data, 
with k=3, to allow the extra third cluster to collect all the samples which do not fall 
into the ‘short’ or ‘long’ category. I also set the center cluster at start to the approxi-
mate initial values of: 10, 30, and 60 seconds respectively. K-means gives three clus-
ters centered respectively in 9, 30, and 79, and with ranges 1-19, 20-54, and 55-140. I 
labeled these clusters as ‘short’, ‘long’ and ‘very long’.  K-means also gives a thresh-
old of 19 seconds as separator between short and long stops, for visitors at MIT Mu-
seum’s Robots and Beyond exhibit [Fig. 7]. With the knowledge of these ranges, I 
have plotted separate normalized histograms of stop durations for the three types 
[Fig. 7], by color coding the bins corresponding to the different stop-duration ranges 
found. These plots confirm our intuition that a greedy type tends to make several long 
stops (and skips only very few object); a busy type makes many short stops; and the 
selective type makes several long stops (and skips many objects). For further discus-
sion I will merge the long and very long clusters into one ‘long’ cluster, ranging from 
20 to 140 seconds.  
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6   Learning from the Data: Model Validation 

I grouped the visitor tracking data gathered at the museum in two groups: a group 
from which I trained the proposed Bayesian network (i.e. I learned the parameters of 
the network from the data) and a control group on which I performed out-of-sample 
testing to validate the predictive power of the model. For robustness I split the data in 
a training group and a control group in three different ways, repeated the learning 
procedure three times, and compared the obtained results. For simplicity, in the train-
ing phase of this research, I assigned only two trivial states to the object node: Visited 
and Not Visited. Given that the system is learning the conditional probability table of 
the location nodes, conditioned on the visitor and object nodes, i.e. p(L|O,V), in the 
case with object nodes with three states ( Neutral, Interesting, Uninteresting)  we 
would have to learn  27 parameters (3 location states x 3 object states x 3 visitor 
states) instead of 18 (3x2x3) to train the network with the data. To learn the 9 
p(L|O,V) parameters (only 9 to learn for the visited nodes) I applied the Expectation 
Maximization algorithm [12].  

I used the new learned parameters to test how well the Bayesian network performs 
in identifying the other half of the tracked user types. In each case I took the original 
set of 50 visitor tracking data, and split it randomly in two parts, each composed of 25 
subjects. I used the first half of the subjects as training data, and the remaining half as 
test data. For robustness I performed this operation three times, each time with a dif-
ferent random subdivision of the original data set in half. I then, for each of the three 
learned conditional probability tables for the location nodes, substituted the original 
conditional probability table with the new learned parameters. Then, for each of the 
25 visitor data (row) in the test group, I introduced the stop duration for the 12 
tracked objects as evidence in the network, and calculated the posterior probability on 
the visitor nodes. I compared the visitor’s busy/greedy/selective state with the highest 
probability, with the label assigned to the visitor behavior in the test file. When the 
original labeled data coincided with the posterior with the highest probability I con-
sidered this a ‘success’, otherwise a ‘miss’. For the three test cases, each made of 25 
cases, I obtained respectively 25, 24, and 25 successes. There was only one miss, 
with the following test data (short, skip, short, short, short, skip, short, skip, skip, 
long, long, skip) which the network classified as ‘busy’ while it was labeled ‘selec-
tive’. The misclassified visitor had therefore a behavior at the dividing boundary 
between busy and selective, as they have very close absolute errors. I would attribute 
the error to the human who observed the visitors’ behavior at the museum, and la-
beled that particular’s visitor behavior wrongly because of the ambiguity of that test 
case. Given the high success rate of this learning/test procedure, which can be quanti-
fied as 74/75= 0.987, for further visitor classification with the given Bayesian net-
work, I have performed EM learning on all 50 visitors obtaining the final learned 
parameters in Table 7. The values in this table can be seen as a data-grounded re-
finement of the expert defined conditional probability table [Table 1]. 
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Table 7. New learned probability table, for all 50 visitor data 

Final Conditional Probability Table p(L|O,V) 
 skip short long 

Busy 0.25 0.625 0.125 
Greedy 0.14 0.22 0.64 

Selective 0.36 0.3 0.34 

7   Editing Stories for Different Visitor Types and Profiles 

Sto(ry)chastics works in two steps. The first is user type estimation as previously 
described. The next step is to assemble a mini-story for the visitor, relative to the 
object he/she is next to. Most of the audio-visual material available for art and science 
documentaries tends to fall under a set of characterizing topics. After an overview of 
the audio-visual material available at MIT’s Robots and Beyond exhibit, the follow-
ing content labels, or bins were identified to classify the component video clips: 

1. Description of the artwork: what it is, when it was created (answers: when, 
where, what) 2. Biography of author: anecdotes, important people in artist’s life (an-
swers: who) 3. History of the artwork: previous relevant work of the artist  4. Con-
text: historical, what is happening in the world at the time of creation  5. Process: 
particular techniques used or invented to create the artwork (answers: how) 6. Princi-
ple: philosophy or school of thought the author believes in when creating the artwork 
(answers: why) 7.Form and Function: relevant style, form and function which con-
tribute to explain the artwork. 8.Relationships: how is the artwork related to other 
artwork on display 9. Impact: the critics’ and the public’s reaction to the artwork. 

A similar approach to documentary as a composition of segments belonging to dif-
ferent themes, has been developed by Houbart in her work which edits a documentary 
based on the viewer’s theme preferences, as an off-line process [13]. The difference 
between Houbart’s work and what the museum wearable does is that the museum 
wearable performs editing in real time, using sensor input and Bayesian network 
modeling to figure out the user’s preferences (type).  This project required a great 
amount of editing to be done by hand (non automatically) in order to segment the two 
hours of video material available for the Robots and Beyond Exhibit at the MIT mu-
seum in the smallest possible complete segments. After this phase, all the component 
video clips were given a name, their length in seconds was recorded into the system, 
and they were also classified according to the list of bins described above.  The clas-
sification was done probabilistically, that is each clip has been assigned a probability 
(a value between zero and one) of belonging to a story category. The sum of such 
probabilities for each clip needs to be one. The result of the clip classification proce-
dure, for a subset of available clips, is shown in Table 8. 

To perform content selection, conditioned on the knowledge of the visitor type, the 
system needs to be given a list of available clips, and the criteria for selection. There 
are two competing criteria: one is given by the total length of the edited story for each 
object, and the other is given by the ordering of the selected clips. The order of story 
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segments guarantees that the curator’s message is correctly passed on to the visitor, 
and that the story is a “good story”, in that it respects basic cause-effect relationships 
and makes sense to humans. Therefore the Bayesian network described in the earlier 
needs to be extended with additional nodes for content selection [Fig. 8]. The addi-
tional “good story” node, encodes, as prior probabilities, the curator’s preferences 
about how the story for each object should be told. To reflect these observations the 
Bayesian network is extended to be an influence diagram [14]: it will include decision 
nodes, and utility nodes which guide decisions. The decision node contains a list of 
all available content (movie clips) for each object. The utility nodes encode the two 
selection criteria: length and order. The utility node which describes length, contains 
the actual length in seconds for each clip. The length is transcribed in the network as 
a positive number, when conditioned on a preference for long clips (greedy and selec-
tive types). It is instead a negative length if conditioned on a preference for short 
content segments (busy type). This is because a utility node will always try to maxi-
mize the utility, and therefore length is penalizing in the case of a preference for short 
content segments. The utility node which describes order, contains the profiling of 
each clip into the story bins described earlier, and listed in Table 8, times a multipli-
cation constant used to establish a balance of power between “length” and “order”. 
Basically order here means a ranking of clips based on how closely they match the 
curator’s preferences expressed in the “good story” node. By means of probability 
update, the Bayesian network comes up with a “compromise” between length and 
order and provides a final ranking of the available content segments in the order in 
which they should be played [Fig. 9]. 

As an example, Table 9 shows two possible definition of “good story”, by two dif-
ferent curators, called for easy reference, Frank and Liz. What the numbers in the 
table say is that Frank believes that a good museum story should start with an exten-

Table 8. Examples of segments cut from the video documentation available for the MIT Mu-
seum’s Robots and Beyond Exhibit. All segments have been assigned a set of probabilities 
which express their relevance with respect to nine relevant story themes or categories 
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sive object description, followed by biographical information about its creator. Next, 
explanation about the process of creation should be given, accompanied by a history 
of previous versions or sketches of the same object, and elements of form and func-
tion. Of less importance are the relationship of the object to other objects on display, 
the guiding philosophical principles which have led to its creation, its impact of the 
public and the art critics, and what was happening in the world at the time of creation. 
Liz thinks differently than Frank. She believes that a good museum story should be 
based on the creator’s profile and biographical information, and that these elements 
should have the priority. Explaining to the public what previous artwork has led to 
the creation of the object they are looking at is also important. Information about 
Form and Function, accompanied by a more detailed description of the object should 
follow. All the other themes, or story bins, are of secondary importance. The different 
results of these two rather opposite views of story are:   

Table 9. Two different views of what is a “good story” according to curators Frank and Liz 
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These possible choices of Liz and Frank are given only to provide examples how 

the system works. The same curator could actually choose a different combination of 
weights for the good story node for a different exhibit, as the message carried by an 
exhibits changes with its content. A third curator, let say Nancy, could argue that, in 
her view, a story should always start with the shortest possible introductory and de-
scriptive clip, followed by a longer description clip, followed by a segment which 
describes the creative process and so on. Her preferences can be easily accommo-
dated by having the system always select the shortest description clip in first place, 
and then using the segment ranking provided by the Bayesian network for the follow-
ing segments. The Bayesian network leaves therefore plenty of choice to the exhibit 
designer, curator, and storyteller in terms of easy access to the knobs of the virtual 
storytelling machine without the need to calculate in advance all possible combina-
tions given by all the knob values. 
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Fig. 8. Bayesian network for visitor type estimation extended to perform content selection 

 

Fig. 9. Storyboards from various video clips shown on the museum wearable’s display at MIT 
Museum’s Robots and Beyond Exhibit 
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8   Summary of Accomplishments and Future Directions 

The main contribution of this research is to show that (dynamic) Bayesian networks 
are a powerful modeling technique to couple inputs to outputs for real time sensor-
driven multimedia audiovisual stories, such those that are triggered by the body in 
motion in a sensor-instrumented interactive narrative space. Sto(ry)chastics has im-
plications both for the human author (designer/curator) which is given a flexible 
modeling tool to organize, select, and deliver the story material, as well as the audi-
ence, which receives personalized content only when and where it is appropriate. 
Sto(ry)chastics proposes an alternative to complex centralized interactive entertain-
ment programs which simply read sensor inputs and map them to actions on the 
screen. These systems rigidly define the interaction modality with the public, as a 
consequence of their internal architecture. Sto(ry)chastics performs probabilistic 
reasoning under uncertainty in real time to identify the visitor’s type. It then delivers 
an audiovisual narration to the visitor as a function of the estimated type, interactively 
in time and space.  

The model has been tested and validated on observed visitor tracking data using 
the EM algorithm. The interpretation of sensor data is robust in the sense that it is 
probabilistically weighted by the history of interaction of the participant as well as the 
nodes which represent context. Therefore noisy sensor data, triggered for example by 
external or unpredictable sources, is not likely to cause the system to produce a re-
sponse which does not “make sense” to the user.  

An experimentation phase at the museum should follow the current research. A 
procedure would have to be set to establish if and how the museum wearable does 
actually enhance learning and entertainment at an exhibit, or how the content shown 
does actually match the visitor’s preferences. Also, more visitor tracking data would 
need to be gathered at the museum site, to eventually infer more visitor types than the 
ones described in this document, and compare them with the more sophisticated visi-
tor typologies discussed in the museum literature. 
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Abstract. We present a method of learning a Bayesian model of a traveler moving
through an urban environment. This technique is novel in that it simultaneously
learns a unified model of the traveler’s current mode of transportation as well as
his most likely route, in an unsupervised manner. The model is implemented using
particle filters and learned using Expectation-Maximization. The training data is
drawn from a GPS sensor stream that was collected by the authors over a period
of three months. We demonstrate that by adding more external knowledge about
bus routes and bus stops, accuracy is improved.

1 Introduction

A central theme in ubiquitous computing is building rich predictive models of human
behavior from low-level sensor data. One strand of such work concerns tracking and
predicting a person’s movements in outdoor settings using GPS [1,2,3,4]. But location
is only one small part of a person’s state. Ideally we would want to recognize and
predict the high-level intentions and complex behaviors that cause particular physical
movements through space. Such higher-order models would both enable the creation of
new computing services that autonomously respond to a person’s unspoken needs, and
support much more accurate predictions about future behavior at all levels of abstraction.

This paper presents an approach to learning how a person uses different kinds of
transportation in the community. We use GPS data to infer and predict a user’s trans-
portation mode, such as walking, driving, or taking a bus. The learned model can predict
mode transitions, such as boarding a bus at one location and disembarking at another.
We show that the use of such a higher-level transportation model can also increase the
accuracy of location prediction, which is important in order to handle GPS signal loss
or preparing for future delivery of services.

A key to inferring high-level behavior is fusing a user’s historic sensor data with gen-
eral commonsense knowledge of real-world constraints. Real-world constraints include,
for example, that buses only take passengers on or off at bus stops, that cars are left in
parking lots, and that cars and buses can only travel on streets, etc.. We present a unified
probabilistic framework that accounts for both sensor error (in the case of GPS, loss of
signal, triangulation error, or multi-path propagation error) and commonsense rules.

Although this work has broad applications to ubiquitous computing systems, our
motivating application is one we call the Activity Compass, a device which helps guide
a cognitively impaired person safely through the community [5]. The system notes when

A.K. Dey et al. (Eds.): UbiComp 2003, LNCS 2864, pp. 73–89, 2003.
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the user departs from a familiar routine (for example, gets on the wrong bus) and provides
proactive alerts or calls for assistance. The Activity Compass is part of a larger project
on building cognitive assistants that use probabilistic models of human behavior [6].

Our approach is built on recent successes in particle filters, a variant of Bayes filters
for estimating the state of a dynamic system [7]. In particular we show how the notion of
graph-constrained particle filtering introduced in [8] can be used to integrate information
from street maps. Extensions to this technique include richer user transportation state
models and multiple kinds of commonsense background knowledge. We introduce a
three-part model in which a low-level filter continuously corrects systematic sensor
error, a particle filter uses a switching state-space model for different transportation
modes (and further for different velocity bands within a transportation mode), and a
street map guides the particles through the high-level transition model of the graph
structure. We additionally show how to apply Expectation-Maximization (EM) to learn
typical motion patterns of humans in a completely unsupervised manner. The transition
probabilities learned from real data significantly increase the model’s predictive quality
and robustness to loss of GPS signal.

This paper is organized as follows. In the next section, we summarize the derivation
of graph-based tracking starting from the general Bayes filter, and show how it can be
extended to handle transportation mode tracking. Then, in Sect. 3, we show how to learn
the parameters of the tracking model using EM. Before concluding in Sect. 5, we present
experimental results that show we can learn effective predictive models of transportation
use behavior.

2 Tracking on a Graph

Our approach tracks a person’s location and mode of transportation using street maps
such as the ones being used for route planning and GPS-based car tracking. More specif-
ically, our model of the world is a graphG = (V,E) which has a set V of vertices and a
setE of directed edges. Edges correspond to straight sections of roads and foot paths, and
vertices are placed in the graph to represent either an intersection, or to accurately model
a curved road as a set of short straight edges. To estimate the location and transportation
mode of a person we apply Bayes filters, a probabilistic approach for estimating the state
of a dynamic system from noisy sensor data. We will now briefly describe Bayes filters
in the general case, show how to project the different quantities of the Bayes filter onto
the structure represented in a graph, and then discuss our extensions to the state space
model.

2.1 Bayesian Filtering on a Graph

Bayes filters address the problem of estimating the state xt of a dynamical system from
sensor measurements. Uncertainty is handled by representing all quantities involved
in the estimation process using random variables. The key idea of Bayes filters is to
recursively estimate the posterior probability density over the state space conditioned
on the data collected so far. The data consists of a sequence of observations z1:t and the
posterior over the state xt at time t is computed from the previous state xt−1 using the
following update rule (see [7,9] for details):
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p(xt |z1:t) ∝ p(zt |xt)
∫
p(xt |xt−1) p(xt−1 |z1:t−1)dxt−1 (1)

The term p(xt | xt−1) is a probabilistic model of the object dynamics, and p(zt | xt)
describes the likelihood of making observation zt given the location xt.

In the context of location estimation, the state, xt, typically describes the position
and velocity of the object in 2D-space. When applying Bayesian filtering to a graph,
the state of an object becomes a triple xt = 〈e, d, v〉, where e ∈ E denotes on which
edge the object resides, d indicates the distance of the object from the start vertex of
edge e, and v indicates the velocity along the edge [8]. The motion model p(xt |xt−1)
considers that the objects are constrained to motion on the graph and may either travel
along an edge, or, at the endpoint of the edge, switch to a neighboring edge. To compute
the probability of motion from one edge to another, the graph is annotated with transition
probabilities p(ej | ei), which describe the probability that the object transits to edge
ej given that the previous edge was ei and an edge transition took place. Without other
knowledge, this probability is a uniform distribution over all neighboring edges of ei.

Our work builds on graph-based Bayesian tracking by hierarchically extending the
state model. We add a higher level of abstraction which contains the transportation
information and a lower level sensor error variable. The resulting state xt consists of
the variables shown in Fig. 1. The presence of a bus stop near the person is given by
the binary variable bt, and the presence of a parking lot is modeled by ct. The mode of
transportation, denoted mt, can take on one of three different values

mt ∈ {BUS,FOOT,CAR}.
vt denotes the motion velocity, and the location of the person at time t is represented by
lt = 〈e, d〉. ot denotes the expected sensor error, which in our current model compensates
for systematic GPS offsets. Finally, at the lowest level of the model, raw GPS sensor
measurements are represented by gpst.

Tracking such a combined state space can be computationally demanding. Fortu-
nately, Bayes filters can make use of the independences between the different parts of
the tracking problem. Such independences are typically displayed in a graphical model
like Fig. 1. A dynamic Bayes net [10,11], such as this one, consists of a set of vari-
ables for each time point t, where an arc from one variable to another indicates a causal
influence. Although all of the links are equivalent in their causality, Fig. 1 represents
causality through time with dashed arrows. In an abstract sense the network can be as
large as the maximum value of t (perhaps infinite), but under the assumption that the de-
pendencies between variables do not change over time, and that the state space conforms
to the first-order Markov independence assumption, it is only necessary to represent and
reason about two time slices at a time. In the figure the slices are numbered t− 1 and t.
The variables labeled gps are directly observable, and represent the position and velocity
readings from the GPS sensor (where a possible value for the reading includes “loss of
signal”). All of the other variables — sensor error, velocity, user location, mode, and the
presence of a parking lot or bus stop location — are hidden variables whose values must
be inferred from the raw GPS readings.

The dependencies between the nodes in Fig. 1 can be quite complex. The GPS reading
at each time point is influenced by the local sensor error and the user’s actual velocity
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Fig. 1. Two-slice dynamic Bayes net model of the transportation domain, showing dependencies
between the observed and hidden variables. Observed variables are shaded. Intra-temporal causal
links are solid, inter-temporal links are dashed.

and location. The location at time t only depends on the person’s previous location and
the motion velocity. Note that GPS is explicitly not considered to provide the true user
location; urban interference, map reference point errors, GPS error and sensor failure all
cause the true location to be a hidden variable. The sensor offset correction node ot is used
to reason about errors in the GPS readings which are systematic over time and location.
This node maintains a probability distribution over corrections to the GPS signal that
are caused by multi-path propagation error and/or dynamic satellite geometry. The node
updates its belief state by comparing GPS readings to the street map to gradually adjust
to local variations in signal offset.

A more complex relationship governs how the mode of transportation influences the
instantaneous velocity. The influence of mode on velocity is complicated by the fact
that the range of possible instantaneous velocities for each mode overlap. For example,
movement at 7 km/hr may be a brisk walk or a slowly moving car or bus. To simplify the
relationship between mode and velocity we model the continuous velocities using the
Gaussian mixture shown in Fig. 2. A separate unsupervised Expectation-Maximization
(EM) process determined the parameters of these probability densities using real velocity
data. Our model assumes that velocities are drawn randomly from these Gaussians, where
the probability of drawing from a particular Gaussian depends on the mode. For example,
the walking mode draws a speed from the left-most cluster with probability one. In the bus
mode, the person has a 1/3 chance of being in each of the three slowest velocity clusters.
In our current approach, the probabilities for the Gaussians in the different transportation
modes were set manually based on external knowledge. Learning the weights of the
mixture components depending on the transportation mode (and eventually location) is
left for future research.
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Fig. 2. Gaussian mixture model for the dependency of transportation mode on velocities. The
Gaussians were learned using EM based on previously collected velocity data. The frequencies
of the raw velocity values are indicated by the bins. Different transportation modes are modeled
by sampling with different probability from the four Gaussians.

In our model, the motion mode at time t only depends on the previous mode and the
presence of a parking lot or bus stop. For example, the person can only get on a bus if
the node bt indicates the presence of a bus stop. The values of the bus stop and parking
lot nodes depend on the location of the person, as indicated by the arrows in the model
shown in Fig. 1. Learning mode and location transition probabilities is an important
aspect of our approach and will be discussed in Sect. 3.

2.2 Particle Filter Based Implementation

Particle filters provide a sample-based implementation of general Bayes filters [7]. They
represent posterior distributions over the state space with temporal sets,St, ofnweighted
samples:

St = {〈x(i)
t , w

(i)
t 〉 | i = 1, . . . , n}

Here each x(i)
t is a sample (or state), and the w(i)

t are non-negative numerical factors
called importance weights, which sum up to one. Like Kalman filters, particle filters apply
the recursive Bayes filter update to estimate posteriors over the state space, but unlike
Kalman filters, particle filters are not restricted to unimodal posterior distributions1. The
basic particle filter updates the posterior according to the following sampling procedure,
often referred to as sequential importance sampling with re-sampling (SISR, see also [7]):

1 We consider multi-hypothesis tracking to be a viable alternative to our particle filter based
implementation. Multi-hypothesis tracking overcomes the restrictive assumption of the plain
Kalman filter by estimating a state using multiple Kalman filters [12]. An implementation of
such an approach will be part of our future research.
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– Sampling: Draw n samples x(i)
t−1 from the previous set and generate n new samples

x
(j)
t using the distribution

p(xt | xt−1).

The new samples now represent the density given by the product

p(xt | xt−1)p(xt−1 | z1:t−1)

This density is the so-called proposal distribution used in the next step.
– Importance sampling: Assign each sample x(j)

t an importance weight according
to the likelihood of the observation, zt, given the sample,

w
(j)
t = p(zt | x(j)

t ).

– Re-sampling: Multiply / discard samples by drawing samples with replacement
according to the distribution defined through the importance weights w(j)

t .

It can be shown that this procedure in fact approximates the Bayes filter update (1), using
a sample-based representation [7,13].

The application of particle filters to the problem of location and mode estimation us-
ing the network shown in Fig. 1 is rather straightforward. Each particle x(i)

t represents an
instantiation of the random variables describing the transportation modemt, the location
lt, and the velocity vt. The parking lot and bus stop variables pt and bt are extracted from
each sample location lt. Finally, ot is determined globally for all particles by estimating
the offset between GPS readings and the street map. The update steps of the particle filter
can be implemented as follows. The temporal sampling step corresponds to advancing
each particle according to the motion model: First the transportation mode is chosen
according to the previous transportation mode and the presence of bus stops or parking
lots. This gives usmt. Then we randomly pick a velocity from the velocity model for the
specific modemt. The velocity is used to advance the position of the person on the graph.
If the sampled velocity implies a transition to another edge, the next edge et is drawn
with probability p(et | et−1,mt) (see [8] for more information on edge transitions).
After these sampling steps, the resulting states represent the predicted location, velocity,
and transportation mode. The importance sampling step is implemented by weighting
each sample according to the likelihood of observing the current signal from the GPS
sensor given the new location of the sample. The re-sampling step of the particle filter
algorithm does not have to be changed.

3 Parameter Learning

One of the advantages of modeling the world with a graph is the ability to record be-
havioral data about edge transitions. The discrete nature of such transitions facilitates
unsupervised learning of hierarchical model parameters. We have an intuitive prior ex-
pectation of how state transitions occur between and within edges: edge transitions
occur uniformly among the edge’s neighbors, and mode transitions vary according to
the presence of a bus stop or parking lot.
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Learning in this context means adjusting the model parameters to better fit the training
data, typically to better model an individual user or the environment. Learning parame-
ters for specific individuals captures idiosyncratic motion patterns — the movements the
user commonly makes, as opposed to the logically possible set of movements. Since our
model also includes transportation mode, learning also means changing our prior expec-
tations about which edges mode transitions occur on. Bus stops and parking locations
are conceptual locations where mode transitions may occur. Our model enables learning
of the commonly used subset of these locations, to highlight where a user frequently
parks her car, for example. The learned model supports better tracking and prediction
than the prior model, and is the foundation upon which high-level understanding of the
user’s behavior is built.

We now describe how to learn the parameters of our graph model using data collected
by a person moving through the community. Our motivating application of the Activity
Compass forces us to learn the transportation modes in an unsupervised manner. When
deployed, Activity Compass users must not be required, for example, to keep a diary
for several weeks of their transportation modes in order to create a supervised training
set. Hence, the most obvious difficulty is that we have to learn the motion model based
solely on a map and a stream of non-continuous and noisy GPS sensor data.

A general approach for solving such learning problems is the well-known
Expectation-Maximization (EM) algorithm [14,15]. In our application, EM is based
on the observation that learning the model parameters would be easy if we knew the
person’s true location and transportation mode at any point in time. Unfortunately, loca-
tion and transportation mode are hidden variables, i.e. they cannot be observed directly
but have to be inferred from the raw GPS measurements. EM solves this problem by
iterating between an Expectation step (E-step) and a Maximization step (M-step). In
a nutshell, each E-step estimates expectations (distributions) over the hidden variables
using the GPS observations along with the current estimate of the model parameters.
Then in the M-step the model parameters are updated using the expectations of the hid-
den variables obtained in the E-step. The updated model is then used in the next E-step
to obtain more accurate estimates of the hidden variables. EM theory tells us that in
each iteration the estimation of the parameters will be improved and it will eventually
converge to a local optimum. In the following we give a more detailed description of
how to apply EM theory in our domain.

3.1 E-Step

Let Θ denote the parameters of the graph-based model we want to estimate and Θ(i−1)

denote the estimation thereof at the i − 1-th iteration of the EM algorithm. The model
parameters contain all conditional probabilities needed to describe the dynamic system
shown in Fig. 1. The E-step estimates

p(x1:t | z1:t, Θ(i−1)), (2)

i.e. the posterior distribution over the trajectories of the person given the observations
and parameters updated in the previous iteration. Here x1:t and z1:t are the states and
observations, respectively. Since it is not possible to find a closed-form solution for
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the posterior over x1:t, we have to resort to an approximate approach [16]. Observe
that when we do particle filtering using the motion model with parameter Θ(i−1), the
particle distribution at each time t along with the history of particles is an approximation
for p(x1:t | z1:t, Θ(i−1)). Hence, the desired expectation can be computed using the
graph-based particle filter described in Sect. 2.2. Before we give implementation details
for the E-step, let us take a closer look at the M-step.

3.2 M-Step

The goal of the M-step is to maximize the expectation of log p(z1:t, x1:t | Θ) over
the distribution of x1:t obtained in the E-step by updating the parameter estimations.
Because the distribution of x1:t is represented by the history of particles, the estimation
of the parameters at the i-th EM iteration is computed by summing over all trajectories:

Θ(i) = argmax
Θ

n∑
j=1

log p(z1:t, x
(j)
1:t | Θ)

= argmax
Θ

n∑
j=1

(log p(z1:t |x(j)
1:t ) + log p(x(j)

1:t |Θ)) (3)

= argmax
Θ

n∑
j=1

log p(x(j)
1:t | Θ) (4)

Here, n is the number of particles, x(j)
1:t is the state history of the j-th particle, and

(3) follows from the independence condition

p(z1:t | x(j)
1:t , Θ) = p(z1:t | x(j)

1:t ),

i.e., observations are independent of model transition parameters if the state trajectory
is known. For simplicity, we assume that all the particles have equal weight, i.e. after
they are resampled. It is straightforward to extend our derivation to the case of different
weights.

Our approach is in fact a direct extension of the Monte Carlo EM algorithm [17].
The only difference is that we allow particles to evolve with time. It has been shown that
when the number of particles n is large enough, Monte Carlo EM estimation converges
to the theoretical EM estimation [16].

3.3 Implementation Details

Even though EM can be used to learn all parametersΘ of the model described in Sect. 2,
we are mostly interested in learning those parts of the model that describe the typical
motion patterns of a user. All other parameters are fixed beforehand and not adjusted to
a specific user. An advantage of this approach is that it requires much less training data
than learning all parameters at once.

The motion patterns of a specific user are described by the location transitions on
the graph and the mode transitions at the different locations. For the learning process,
we have to initialize these probabilities to some reasonable values:
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p(et | et−1,mt−1) is the transition probability on the graph conditioned on the mode of
transportation just prior to transitioning to the new edge. This conditional probability
is initialized to a uniform distribution across all outgoing edges, with the exception
of bus routes which have a strong bias forcing buses to follow the route (bus routes
can be obtained from GIS sources such as [18]). With this exception, our model has
no preference for a specific path of the person.

p(mt | mt−1, et−1) is the mode transition probability. This probability depends on the
previous modemt−1 and the location of the person, described by the edge et−1. For
example, each person has typical locations where she gets on and off the bus. Mode
transitions are initialized with commonsense knowledge (e.g., one may not switch
from a bus to a car without first being on foot), and with knowledge of bus stops.
Parking lots are uniformly distributed across our map with no biases toward actual
parking lots.

A straightforward implementation of the E-step given in (2) is to generate the expectation
over state trajectories by storing the history of each particle (see [7] for a discussion).
To do so, at each re-sampling phase, the history of old samples needs to be copied to the
new samples2. Then at the last time step, we have a set of samples with their histories.
At the M-step, we update the model parameters simply by counting over the particle
histories. For example, to get p(ej | ei, BUS), we count the number of times when a
particle in BUS mode transits from edge ei to ej and then normalize the counts over
all edges following ei and BUS. This approach, although easy to implement, suffers
from two drawbacks. First, it is not efficient. When the data log is fairly long, saving
the histories for all the particles needs a large amount of space and history replication
becomes slow. Second, and more importantly, since the number of samples is finite, the
repetition of the re-sampling will gradually diminish the number of different histories
and eventually decrease the accuracy of the particle based approximation [7].

We can overcome these problems by observing that we are only interested in learning
the discrete transitions between edges and modes, e.g., the probability of transiting
from edge ei to edge ej in BUS mode. The discreteness of these transitions allows
us to apply the well-known Baum-Welch algorithm [15], an EM algorithm for hidden
Markov models (HMM). The Monte Carlo version of the Baum-Welch algorithm [19]
performs at each iteration both a forward and a backward (in time) particle filtering
step. At each forward and backward filtering step, the algorithm counts the number of
particles transiting between the different edges and nodes. To obtain probabilities for the
different transitions, the counts of the forward and backward pass are normalized and
then multiplied at the corresponding time slices.

To show how it works, we define:

αt(et,mt) is the number of particles on edge et and in modemt at time t in the forward
pass of particle filtering.

βt(et,mt) is the number of particles on edge et and in modemt at time t in the backward
pass of particle filtering.

ξt−1(et, et−1,mt−1) is the probability of transiting from edge et−1 to et at time t− 1
and in mode mt−1.

2 Unnecessary copy operations can be avoided by using tree data structures to manage pointers
describing the history of particles.
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ψt−1(mt,mt−1, et−1) is the probability transiting from modemt−1 tomt on edge et−1
at time t− 1.

A short derivation gives us [15,19],

ξt−1(et, et−1,mt−1) ∝ αt−1(et−1,mt−1)p(et | et−1,mt−1)βt(et,mt−1) (5)

and

ψt−1(mt,mt−1, et−1) ∝ αt−1(et−1,mt−1)p(mt | mt−1, et−1)βt(et−1,mt) (6)

After we have ξt−1 and ψt−1 for all the t from 2 to T , we update the parameters as3:

p(et | et−1,mt−1) =
expected number of transitions from et−1 to et in mode mt−1

expected number of transitions from et−1 in mode mt−1

=
∑T

t=2 ξt−1(et, et−1,mt−1)∑T
t=2

∑
et∈Neighbors of et−1

ξt−1(et, et−1,mt−1)
(7)

and similarly

p(mt | mt−1, et−1) =
expected number of transitions from mt−1 to mt on edge et−1

expected number of transitions from mt−1 on edge et−1

=
∑T

t=2 ψt−1(mt,mt−1, et−1)∑T
t=2

∑
mt∈{BUS,FOOT,CAR} ψt−1(mt,mt−1, et−1)

(8)

The complete implementation is depicted in Table 1. As the number of particles
increases, the approximation converges to the theoretical EM estimation. Fortunately,
our approach is very efficient in this regard, since our model parameters are associated
with the number of edges and modes in the graph, not the number of particles.

In addition to the user specific parameters our model requires the specification of
other parameters, such as motion velocity and the GPS sensor model. The motion velocity
is modeled as a mixture of Gaussians from which velocities are drawn at random. The
probabilities of the mixture components depend on the current motion mode and can
be learned beforehand using data labeled with the correct mode of motion. We use a
standard model to compute the likelihood p(zt | xt) of a GPS sensor measurement zt

given the location xt of the person [1].

4 Experiments

Our test data set consists of logs of GPS data collected by one of the authors. The data
contains position and velocity information collected at 2-10 second intervals during
periods of time in which the author was moving about outdoors. This data was hand
labeled with one of three modes of transportation: foot, bus, or car. This labeling was

3 Usually we also need a prior number for each transition. We will not discuss how to set the
prior value in this paper.
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Table 1. EM-based parameter learning algorithm.

Model Initialization: Initialize the model parameters p(et|et−1,mt−1) and p(mt|mt−1, et−1).
E-step

1. Generate n uniformly distributed samples and set time t = 1.
2. Perform forward particle filtering:

(a) Sampling: generaten new samples from the existing samples using the current parameter
estimation p(et|et−1,mt−1) and p(mt|mt−1, et−1).

(b) Importance sampling: reweight each sample based on observation zt.
(c) Re-sampling: multiply / discard samples according to their importance weights.
(d) Count and save αt(et,mt)
(e) Set t = t+ 1 and repeat (2a)-(2d) until t = T .

3. Generate n uniformly distributed samples and set t = T .
4. Perform backward particle filtering:

(a) Compute backward parametersp(et−1|et,mt),p(mt−1|mt, et) fromp(et|et−1,mt−1)
and p(mt|mt−1, et−1)

(b) Sampling: generate n new samples from the existing samples using the backward pa-
rameter estimation.

(c) Importance sampling: reweight each sample based on observation zt.
(d) Re-sampling: multiply / discard samples according to their importance weights.
(e) Count and save βt(et,mt)
(f) Set t = t− 1 and repeat (4b)-(4e) until t = 1.

M-step

1. Compute ξt−1(et, et−1,mt−1) and ψt−1(mt,mt−1, et−1) using (5) and (6) and then nor-
malize.

2. Update p(et|et−1,mt−1) and p(mt|mt−1, et−1) using (7) and (8).

Loop Repeat E-step and M-step using updated parameters until model converges.

useful for validating the results of our unsupervised learning, but was not used by the
EM learning process.

From this data set, we chose 29 episodes representing a total of 12 hours of logs. This
subset consists of all of portions of the data set which were bounded by GPS signal loss,
i.e. had no intermediate loss of signal of more than 30 seconds, and which contained a
change in the mode of transportation at some point in the episode. These episodes were
divided chronologically into three groups which formed the sets for three-fold cross-
validation for our learning. Fig. 3 shows one of the cross-validation groups used for
training. The street map was provided by the US Census Bureau [20] and the locations
of the bus stops come from the King County GIS office [18].

4.1 Mode Estimation and Prediction

One of the primary goals of our approach is learning a motion model that predicts trans-
portation routes, conditioned on the mode of transportation. We conducted an experiment
to validate our models’ ability to correctly learn the mode of transportation at any given
instant. For comparison we also trained a decision tree model using supervised learning
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Fig. 3. Car (left), Foot (middle), and Bus (right) training data used for experiments. The black dot
is a common map reference point on the University of Washington campus.

Table 2. Mode estimation quality of different algorithms.

Model Cross-Validation
Prediction Accuracy

Decision Tree with Speed and Variance 55%
Prior Graph Model, w/o bus stops and bus routes 60%
Prior Graph Model, w/ bus stops and bus routes 78%

Learned Graph Model 84%

on the data [21]. We provided the decision tree with two features: the current velocity
and the standard deviation of the velocity in the previous sixty seconds. Using the data
annotated with the hand-labeled mode of transportation, the task of the decision tree was
to output the transportation mode based on the velocity information. We used three-fold
cross-validation groups to evaluate all of the learning algorithm. The results are sum-
marized in the first row of Table 2. The first result indicates that 55% of the time the
decision tree approach was able to accurately estimate the current mode of transportation
on the test data. Next, we used our Bayes filter approach without learning the model
parameters, i.e. with uniform transition probabilities. Furthermore, this model did not
consider the locations of bus stops or bus routes (we never provided parking locations
to the algorithm). In contrast to the decision tree, the Bayes filter algorithm integrates
information over time, thereby increasing the accuracy to 60%. The benefit of addition-
ally considering bus stops and bus routes becomes obvious in the next row, which shows
a mode accuracy of 78%. Finally, using EM to learn the model parameters increases the
accuracy to 84% of the time, on test data not used for training. Note that this value is
very high given the fact that often a change of transportation mode cannot be detected
instantaneously.
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Table 3. Prediction accuracy of mode transition changes.

Model Precision Recall

Decision Tree with Speed and Variance 2% 83%
Prior Graph Model, w/o bus stops and bus routes 6% 63%
Prior Graph Model, w/ bus stops and bus routes 10% 80%

Learned Graph Model 40% 80%

A similar comparison can be done looking at the techniques’ ability to predict not
just instantaneous modes of transportation, but also transitions between transportation
modes. Table 3 shows each technique’s accuracy in predicting the qualitative change in
transportation mode within 60 seconds of the actual transition — for example, correctly
predicting that the person got off a bus. Precision is the percentage of time when the
algorithm predicts a transition that an actual transition occurred. Recall is the percentage
of real transitions that were correctly predicted. Again, the table clearly indicates the
superior performance of our learned model. Learning the user’s motion patterns signifi-
cantly increases the precision of mode transitions, i.e. the model is much more accurate
at predicting transitions that will actually occur.
An example of the modes of transportation predicted after training on one cross-
validation set is shown in Fig. 4.

4.2 Location Prediction

The location prediction capabilities of our approach are illustrated in Fig. 5 and 6. In
Fig. 5, the learned model was used to predict the location of the person into the future.
This was done by providing the ground truth location and transportation mode to the
algorithm and then predicting the most likely path based on the transition probabilities
learned from the training data. The figure shows the percentage of trajectories that were
predicted correctly, given different prediction horizons. Prediction length was measured
in city blocks. For example, in 50% of the cases, the location of the person was predicted
correctly for 17 blocks when the person was on the bus. In 30% of the cases, the prediction
was correct for 37 blocks, and 75 blocks were predicted correctly in 10% of the cases.
Note that the linear drop in bus route prediction probability is due to the fact that the data
contained several correctly predicted episodes of a 92 block long bus trip. Obviously,
long term distance prediction is much less accurate when a person walks. This is due to
the higher variability of walking patterns and the fact that people typically do not walk
for many city blocks, thereby making a long term prediction impossible.

In Fig. 6, the learned model was used to predict both the location and the trans-
portation mode of the person into the future. This was done by providing the ground
truth location to the algorithm and then predicting the most likely path and sequence
of transportation mode switches based on the transition probabilities learned from the
training data. The graph shows that in 50% of the cases, the model is able to correctly
predict the motion and transportation mode of the person for five city blocks. This result
is extremely promising given that the model was trained and tested on subsets of 29
episodes.
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Fig. 4. This map shows the learned transportation behavior based on one cross-validation set
containing nineteen episodes. Shown are only those edges and mode transitions which the learned
model predicts with high probabilities. Thick gray lines indicate learned bus routes, thin black
lines indicate learned walking routes, and cross-hatches indicate learned driving routes. Circles
indicate parking spots, and the triangles show the subset of bus stops for which the model learned
a high probability transition on or off the bus. There are four call-outs to show detail. (A) shows
a frequently traveled road ending in three distinct parking spaces. This route and the parking
spots indicate the correctly learned car trips between the author’s home and church. (B) shows
a frequently traveled foot route which enters from the northeast, ending at one of the frequently
used bus stops of the author. The main road running east-west is an arterial road providing access
to the highway for the author. (C) shows an intersection at the northwest of the University of
Washington campus. There are two learned bus stops. The author frequently takes the bus north
and south from this location. This is also a frequent car drop off point for the author, hence the
parking spot indication. Walking routes extend west to a shopping area and east to the campus.
(D) shows a major university parking lot. Foot traffic walks west toward campus.

5 Conclusions and Future Work

The work presented in this paper helps lay the foundation for reasoning about high-level
descriptions of human behavior using sensor data. We showed how complex behaviors
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Fig. 5. Location prediction capabilities of the learned model.
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Fig. 6. Location and mode prediction capabilities of the learned model.

such as boarding a bus at a particular bus stop, traveling, and disembarking can be
recognized using GPS data and general commonsense knowledge, without requiring
additional sensors to be installed throughout the environment. We demonstrated that
good predictive user-specific models can be learned in an unsupervised fashion.

The key idea of our approach is to apply a graph-based Bayes filter to track a person’s
location and transportation mode on a street map annotated with bus route information.
The location and transportation mode of the person is estimated using a particle filter.
We showed how the EM algorithm along with frequency counts from the particle filter
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can be used to learn a motion model of the user. A main advantage of this unsupervised
learning algorithm is the fact that it can be applied to raw GPS sensor data.

The combination of general knowledge and unsupervised learning enables a broad
range of “self-customizing” applications, such as the Activity Compass mentioned in
Sect. 1. Furthermore, it is straightforward to adopt this approach for “life long” learning:
the user never needs to explicitly instruct the device, yet the longer the user carries the
device the more accurate its user model becomes.

Our current and future research extends the work described in this paper in a number
of directions, including the following:

1. Making positive use of negative information. Loss of GPS signal during tracking
causes the probability mass to spread out as governed by the transition model.
We have seen that learning significantly reduces the rate of spread. In some cases,
however, loss of signal can actually be used to tighten the estimation of the user’s
location. In particular, most buildings and certain outdoor regions are GPS dead-
zones. If signal is lost when entering such an area, and then remains lost for a
significant period of time while the GPS device is active, then one can strengthen
the probability that the user has not left the dead-zone area.

2. Learning daily and weekly patterns. Our current model makes no use of absolute
temporal information, such as the time of day or the day of the week. Including
such variables in our model will improve tracking and prediction of many kinds of
common life patterns, such as the fact that the user travels towards his place of work
on weekday mornings.

3. Modeling trip destination and purpose. The work described in this paper segments
movement in terms of transitions at intersections and between modes of transporta-
tion. At a higher level of abstraction, however, movement can be segmented in terms
of trips that progress from a location where some set of activities take place (such as
home) to a location where a different class of activities take place (such as the office).
A single trip between activity centers can involve several shifts between modes of
transportation. By learning trip models we expect to be able to increase the accu-
racy of predictions. More significantly, trip models provide a way to integrate other
sources of high-level knowledge, such as a user’s appointment calendar.

4. Using relational models to make predictions about novel events.A significant limita-
tion of our current approach is that useful predictions cannot be made when the user
is in a location where she has never been before. However, recent work on relational
probabilistic models [22,23] develops a promising approach where predictions can
be made in novel states by smoothing statistics from semantically similar states.
For example, such a model might predict that the user has a significant chance of
entering a nearby restaurant at noon even if there is no history of the user patronizing
that particular restaurant.
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Abstract. Location is a primary cue in many context-aware computing systems, 
and is often represented as a global coordinate, room number, or a set of 
Euclidean distances to various landmarks. A user’s concept of location, how-
ever, is often defined in terms of regions in which similar activities occur. We 
discuss the concept of such regions, which we call activity zones, and suggest 
that such zones can be used to trigger application actions, retrieve information 
based on previous context, and present information to users. We show how to 
semi-automatically partition a space into activity zones based on patterns of ob-
served user location and motion. We describe our system and two implemented 
example applications whose behavior is controlled by users’ entry, exit, and 
presence in the zones. 

1   Introduction 

The utility of an application can be increased greatly by taking into account the spe-
cific context in which the application is used.  Users, however, do not like the burden 
of explicitly stating context information. The implicit control of applications using 
passively sensed context cues frees users from the burden of explicitly specifying 
service details, e.g., for whom a service should be performed, where it should occur, 
and how it should be delivered.  Location is one of the primary context cues in con-
text-aware systems, e.g., [6].  Many of these systems define location in geometric 
terms such as a 2D or 3D position coordinate, room identifier, or a set of distances to 
known landmarks.  While these definitions are useful, they neglect how people actu-
ally use physical space. 

One way to understand the use of physical space is in terms of zones that are cre-
ated by elements of physical form and that support human activity, e.g., [21, 25].     
Architects, for example, design eating places, gathering places, and places of repose, 
e.g. [3, 24]. Anthropologists and sociologists talk of “hidden zones” in offices [17].  
CSCW researchers interested in home environments have studied public and private 
zones for use of communication media [27], and have identified activity centers 
where particular tasks take place [10]. In workspaces, we think of zones for quiet, 
solitary work; zones for informal meetings; zones for formal presentations [14, 34]. A 
table and accompanying chairs create a zone in which we might meet with colleagues. 
A whiteboard creates a zone in front of it; people draw on the whiteboard while stand-
ing in this “whiteboard zone”. 



Activity Zones for Context-Aware Computing      91 

We make two key observations about identifying such zones. Thinking bottom up, 
we can identify zones by observing people as they go about their daily activities, 
partitioning a space based on people’s locations and motions.  Thinking top down, we 
can define a taxonomy of zones based on prototypical human activity and physical 
form that supports that activity.  Such zones, identified using either or both of these 
approaches, can be thought of as representing regions of similar context.  With such 
activity-dependent zones, one can build more useful context-aware computing appli-
cations by (1) identifying meaningful zones to which users can attach semantics and 
preferred application behavior, e.g., behavior that would be triggered upon entry, exit 
or presence in a zone; and (2) enabling inference of human activity at various levels 
of abstraction, e.g., three people sitting in chairs around a table, vs three people hav-
ing a  meeting.   

In this paper we describe our implementation of a system that identifies "activity 
zones" semi-automatically using techniques from computer vision and artificial intel-
ligence. We present an implemented experimental system in which transitions be-
tween zones successfully control device and application behavior.  

We begin by reviewing previous work, then discuss the concept of activity zones, 
our experimental system, and ongoing and future research efforts. 

2   Previous Work 

The study of context and its role in ubiquitous computing systems is an active re-
search field, with many definitions for context and context-awareness, e.g., [12, 13, 
32]. Central to the notion of context is location, since many applications and services 
are conditioned on the place where they should be performed or displayed.  Location-
aware computing has become a topic of active research, and many schemes have been 
proposed for providing location cues using IR, RF, ultrasound, and computer vision 
tracking systems. (For a survey, see [22].) 

Early systems employed ad-hoc representations of location, usually tailored to spe-
cific sensor data representations.  Recently a general scheme for device independent 
location representation and sensor fusion has been proposed, using a layered abstrac-
tion model based on proximity and position measurements [23].   The majority of 
location-awareness schemes report raw 2D or 3D position information, room identity, 
and/or proximity to a beacon.  These cues are useful for many tasks, but they are in-
different to the physical form or use of the space, and thus are insufficient in some 
cases. A person may be equally close to a whiteboard or a table, for example.  If a 
display system knows that the person is moving back and forth in a standing position, 
it can infer that the person is at the whiteboard and that a nearby wall is a better dis-
play location than a computer monitor on the table. 

A few systems for location awareness are able to report information about sub-
regions or furniture, and/or adapt over time based on observed behavior.  The Easy-
Living system used a map of regions to indicate places in the environment associated 
with specific context features, usually furniture [7].  These maps were drawn manu-
ally and provided to the system, rather than being learned from observed behavior.  
Similarly the Sentient Computing System’s notion of spatial containment allows 
bounds for 2D regions associated with positions of active devices [2], e.g., an oval 
area in front of a computer display.   A system for automatically mapping an envi-
ronment based on the movement of personnel in a location-aware environment was 
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described in [19].  This system was adaptive and learned from observing user behav-
ior, but formed a map of a large scale environment and did not find contextually rele-
vant regions within rooms. 

In our current research, we represent context by means of regions that we call ac-
tivity zones, which are identified by observing users’ locations and motions.  The 
term “activity zones” is used in [30] to describe spatial distribution of activities in an 
office setting.  The zones represent regions within a room, as ours do, but are com-
puted by analyzing a large corpus of camera images rather than by means of real-time 
tracking software.  In addition, the zones are used to inform the design of new office 
layouts rather than in ubiquitous computing applications. 

In contrast to previous work, our activity zone representation is both fine-grained 
(i.e., smaller than a room) and learned from observing patterns of user behavior.  It 
supports applications that can make productive use of inferences about a user’s activ-
ity beyond simple position and proximity cues, without requiring the user to draw a 
map.  We develop our scheme in an interactive framework: the system learns the 
geometry of the activity zones automatically from observed behavior, and relies on 
the user to associate semantics or rules with events related to those zones. 

3  Activity Zones  

Physical form – e.g., walls, furniture – partitions space into zones that are places of 
human activity.  Walls create a zone in which people might play music; furniture 
creates a zone in which people might read or talk.  In the floor plan shown in Fig. 1, 
there is a zone created by the doorway, a zone created by the sofa, and a zone created 
by the corner desk, table, and chair.   

Zones defined by physical form are useful as representations of context, but only 
partially capture a person’s context – they ignore a person’s use of a space. Rather 
than building a model of a space and its furniture, as for example in [8], we can parti-
tion a space into zones by observing human activities. We call these partitions activity 
zones; e.g., the area in which a group of people are standing in a hall talking.  If we 
take “observing human activity” to mean recording people’s locations and motions, 
then for a floor plan such as the one shown in Fig. 1, we would ideally find the zones 
shown in Fig. 2:  zone 1 is a region in which people stand, zones 2 and 3 are regions 
in which people sit, zone 4 is a region in which people walk.  Note that zones 1 
through 3 correspond to the physical zones shown in Fig. 1. They contain extra in-
formation, however – whether the person sits or stands in these zones.  Zone 4 corre-
sponds to an access corridor used for walking between the three other zones.  To iden-
tify such a zone in a model that represents only the physical space, such as that shown 
in Fig. 1, one would have to represent circulation paths explicitly. 

Both physical zones, shown in Fig. 1, and activity zones, shown in Fig. 2, can be 
thought of as representing regions of similar context.  Physical zones represent loca-
tion contexts; activity zones represent location and motion contexts. Physical zones 
could be inferred from observation of static furniture configuration, but activity zones 
need to be learned from statistics of human behavior. Application behaviors can be 
controlled by a person’s entry, exit, or presence in either type of zone.  Activity zones, 
with the extra information about user motion, enable application behaviors to be tied 
more closely to what people are doing rather than just where they are.   
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Fig. 1. Three zones created by physical form            Fig. 2. Four zones identified by observing  
                                                                               human activities 
 

To construct activity zones, a tracking system observes people’s activities over 
time, say a week, and constructs a map of activity zones.  A user, or eventually a     
machine learning program, then may attach preferred application behavior to activity 
zones.   A user also might attach semantics to the activity zones so that application 
behaviors could be specified for types of zones instead of individual zones.  If a user, 
for example, did not want to receive phone calls while reading, she might label a 
particular zone as a reading zone, and indicate that calls should be held while she is 
reading.  Once preferred behavior has been specified, the tracking system posts events 
about people’s entry, exit, or presence in particular zones.  An accompanying notifica-
tion system informs interested applications of the events, and the applications react  
accordingly. 

In this description of activity zones, the map is static – it is created by observing 
people in a space, then used assuming that the arrangement of space does not change.  
Yet zones are often correlated with furniture location, and in today’s workspaces 
furniture is often moved.   What happens, then, when a sitting zone no longer contains 
the chair it once did?   One could map furniture locations to zone locations when an 
activity zone map is created, then periodically check that the current furniture loca-
tions match those in the current zone map. We discuss the issue of dynamic activity 
zones further in Sect. 7. 

4   Scenarios 

The following scenarios illustrate the activity zones concept. Consider a workspace 
containing zones such as those shown in Figs. 3 and 4.  Note that the zone near the 
round moveable table in Fig. 4 is what we have called a dynamic activity zone.  
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Fig. 3.  Consider two zones, one at doorway one   Fig. 4.  New zone is created when round 
at corner desk chair; projector is shown at left     table is moved 
 

Scenario A:  Jane walks into her office and the overhead lights and the teapot turn 
on; the newspaper headlines are displayed on the wall near her desk. The room greets 
her and asks if she would like to be reminded of her calendar events for the day. She 
says yes, sits down at her desk, and her calendar is displayed on the computer screen 
at her desk.  She notices that a student, Lauren, is coming by soon for a meeting about 
a term project.  Jane asks the room to retrieve the notes from her last meeting with 
Lauren and to project them when she and Lauren start their meeting.   

Scenario B:  Lauren arrives, Jane greets her and invites her to come in.  Jane moves 
the table into the middle of the room and invites Lauren to sit down at the table.  As 
Lauren sits down,  the notes about her project are projected on the wall between the 
table and desk. Jane and Lauren start to discuss the project. 

Scenario C:  After discussing the  project, Lauren leaves. As Jane moves the table 
back to its original location, the projector turns off.  Back at her desk, Jane notices 
that the message light on her phone is lit and asks the room to play her phone mes-
sages. 

In Scenario A, several preferred behaviors were triggered upon entry into the 
doorway zone:  “turn on overhead lights”, “display news headlines”, “turn on teapot”, 
“ask about showing calendar”.  Jane’s entry into the zone near the desk triggered 
display of the calendar on the display device appropriate for that zone, the computer 
screen on the desk.  Scenario A also illustrates the creation of a dynamic event trig-
ger:  Jane requests that the room do something when a future event occurs, namely 
that it display notes when her meeting starts.  Note that in order to identify a meeting, 
the room would need additional knowledge.  It  would need to know, for example,  
that meetings happen when more than one person is in zone 3, or that meetings hap-
pen at tables and there is a table in zone 3.  Without this additional knowledge, Jane 
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would have had to request that the room display the information when she and Lauren 
entered zone 3.  

Scenario B illustrates the display of information in an appropriate place based on 
the meeting starting in zone 3.  Simple proximity to devices would not have worked 
in this example, because Jane and Lauren were equidistant between the projector and 
the computer display on the corner desk. 

Scenario C illustrates that phone calls are held during meetings.  It also shows the 
projector turning off when Jane moves the table back to its original location. 

Together these scenarios illustrate the use of context to trigger room actions auto-
matically, to retrieve information, and to present that information to users. These uses 
of context are similar to those discussed in [8] and [13].    

5   Implementation 

We have implemented an activity zone system and two of the context-aware applica-
tion behaviors mentioned in the above scenarios: device control and selection of dis-
play location and method.  Our activity zone system is part of a larger system that 
provides services in an intelligent environment. It embodies a perceive-reason-act 
paradigm, as illustrated in Fig. 5, and is organized using a blackboard architecture 
[15]. Perceptual systems, such as the person tracker, post events to a blackboard. The 
blackboard provides a reasoning system with a shared memory that represents the 
current state of the world – e.g., the activity zone map in use; pending and processed 
events; the people in the space and their contexts, represented as motions and entry, 
exit, or presence in particular zones. Knowledge sources associated with the black-
board do forward inference, abstracting events into higher level context statements 
(e.g., a meeting in zone 3) or mapping events to requests for action (e.g., turn on the 
lights).  The requests for action are sent to device controllers and other applications, 
which in turn process the requests.   
 

 

Fig. 5. Overview of system architecture 

We have installed our system in a workspace similar to the one described in the 
above scenarios, focusing on furniture that can be configured easily to create zones 
for individual work and collaborative work. Fig. 6 is a sketch of the floor plan.  Fig. 7 
is a photograph of the space.    
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Fig. 6. Floor plan sketch of workspace 

 

Fig. 7. View of workspace from doorway 
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5.1   Tracking System  

To support activity zones, a person tracking system must provide information in real-
time on the number of people in a space and each person’s location and motion, e.g., 
represented by height and velocity.  These are general requirements, and many differ-
ent tracking approaches can be used, including those that track wearable or handheld 
devices using IR, RF, infrared, GPS, 802.11 [22].  We have chosen to use a passive 
person tracking system based on computer vision because it does not require any 
additional devices to be worn or carried by users.  The concept of activity zones and 
our techniques for constructing and manipulating zones, however, are independent of 
the tracking system used, as long as the tracker provides the information specified 
above. 

We use a multi-camera stereo-based tracking system to track people in indoor envi-
ronments.  (More details about the tracking system can be found in [11].)  The tracker 
provides a history of 3D information for every person in the observed space. The 
information is a triple (x, y, h), where x, y are the coordinates of the person in the 
ground plane, and h is the height of the top of her head above the floor. Since tracking 
data are time-stamped, the instantaneous velocity (vx, vy, vh) can be derived.   We then 
characterize a person at location (x, y) using the activity feature f(x,y) =  (h, v, vlt), 
where h is the height, v is the instantaneous ground plane velocity norm, and vlt is the 
average ground plane velocity norm over a certain period of time.  By using the activ-
ity feature  f(x, y), we can capture the configuration (sitting, standing) and movement 
of a person over both short and long periods of time.  

To estimate an activity zone map, we track people in a space for a period of time, 
collecting a dense set of activity features f(x, y) and locations (x, y), then segment the 
activity features using a two-step clustering process.  We first cluster the activity 
features into classes, each representing a similar activity (i.e., configuration and 
movement), which is represented as an average activity feature Fk.  Then for each 
class, we cluster  the associated (x, y)  locations into regions.  The resulting regions 
represent activity zones, regions in 2D space that are characterized by an average 
activity Fk.  As different activities may happen at the same location, activity zones 
may overlap.  Once an activity zone map has been created, a person’s entry, exit, or 
presence in an activity zone is identified by matching the person’s instantaneous loca-
tion and activity features to the map. (For more details of the clustering and matching 
algorithms, see [11].) 

The length of time for collecting data for an activity zone map is an open research 
question; we typically track people for a day.  People can be detected with an accu-
racy of about 20 to 30 centimeters.  We have run experiments with the system suc-
cessfully tracking 8 people in the space at the same time. 

The figure below shows a portion of an activity map for our workspace. The map is 
represented using simple XML primitives in order to allow heterogeneous agents, 
such as one that provides a graphical user interface for visualizing and labeling zones,  
to easily access and manipulate the map data.  In this example, the map contains three 
zones numbered 0, 1, 2 and labeled “desk”, “table”, and “ lounge”.  The numbers are 
supplied by the tracker; labels are added by the user via a simple graphical user inter-
face.  Displays from that interface, which we call the zone editor, are shown in Figs. 9 
and 10. 
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 <?xml version="1.0"?> 

<amap xsize=200 ysize=200 im="835-PTGO.jpg"> 
 
  <zone id=0 label="desk" height=1.1 velocity=0.1 color="ff0000"> 
       12,182 12,184 38,188 …  
  </zone> 
 
  <zone id=1 label="table" height=1.7 velocity=0.5 color="00ff00"> 
       100,182 100,180 89,154 …  
  </zone> 
 
  <zone id=2 label="lounge" height=0.8 velocity=0.05 color="0000ff"> 
     150,130 150,132 135,118 …  
  </zone> 
   
</amap> 
 

 
 

Fig. 8. Activity-map in XML.  Labels are user supplied 
 

 

Fig. 9. The workspace from the camera’s perspective, overlaid with clustered tracker data for 
three zones; labels (desk, table, lounge) are user-supplied 

Fig. 9 shows the 2D extent for each of three activity zones clustered around furniture 
groupings. The tracker found a total of 11 zones.  Using the zone editor, the user ag-
gregated smaller zones into three zones of interest and pruned others.  The table zone, 
for example, is an aggregation of zones around each of the stools.  An access zone 
through the middle of the room was pruned.  Fig. 10 shows an alternate zone map.   
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Fig. 10. The workspace overlaid with clustered tracker data for three different zones; zone 
labels (door, desk, lounge) are user-supplied 

5.2   Blackboard and Infrastructure  

Our perceive-reason-act paradigm is centered around a blackboard, which provides a 
shared memory through which system components communicate. (See Fig. 11.) The 
blackboard contains a context memory, a set of zone maps, a current zone map, a 
perceptual event queue, and a requested action queue. We use an implementation 
similar to that described in [26] and [33]1. Perceptual systems, such as the tracker, 
post events to the blackboard. An agent-based system [9,18] provides the communica-
tion layer between the perceptual systems and the blackboard. By means of a publish-
and-subscribe mechanism, the blackboard registers interest in particular classes of 
notifications, e.g., tracker events.  Incoming events are added to the event queue.  
Once events are posted to the blackboard, a context inference system then reasons 
forward from the events, using such rules as “if there is more than 1 person in a zone 
then there is a meeting in the zone”.  Resulting inferences, such as “person 1 in a 
meeting”, are posted to the blackboard as assertions in the context memory.  In the 
terminology of a traditional blackboard model, the context inference system is repre-
sented as a set of knowledge sources, each of which is a set of rules contributing in-
ferences at higher levels of abstraction than “raw” tracker events.  These higher levels 
of abstraction allow users  to specify preferences more naturally, e.g., in terms of a 
meeting rather than in terms of the number of people in a zone.  They also enable 
preferences to work in the presence of dynamic activity zones since users can associ-

                                                           
1  Event queues can be inefficient because they force sequential processing of events.  We have 

not found this to be a problem because most of our events thus far have come from a single 
stream of tracker data.  See [26] for discussion of a principled approach to avoiding slow-
downs due to event queues.   
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ate preferences with types of zones, e.g., meeting zones, rather than particular zones 
anchored in physical space.   

 
 

 
 

Fig. 11. System architecture 

In addition to posting context assertions, the context inference system may post re-
quests for action on an action request queue.  In our current implementation, requests 
are processed sequentially by a central controller that aggregates similar requests and 
resolves conflicts between dissimilar requests.   It, for example, will ignore a “turn 
off” request that is immediately followed by a “turn on” request for the same light.  
We currently are investigating the tradeoffs between centralized and decentralized 
control of device and application behavior. 

5.3   User Interaction 

As previously mentioned, the system is semi-automatic.  It automatically determines 
zones and carries out preferred device and application behaviors.  It relies on the user 
to:  select and label zones of interest, add device and application behavior preferences 
to the zones, and define high level contexts, e.g., what constitutes a meeting.  User 
interaction is via a simple graphical user interface, which we call the zone editor, that 
uses the displays shown in Figs. 9 and 10.  Preferred behaviors are added to zones 
using a form template and a simple rule-like language. Examples of the language are 
shown in Fig. 12.  Examples of specifying high level contexts, such as meetings, are 
shown in the next section.     
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if enter zone 0 
then turn-on desk-lamp 
 
if enter zone lounge 
then turn-on lounge-lamp 
     and turn-off desk-lamp 

 

Fig. 12. Examples of specifying preferred device behavior 

6   Example Applications 

We describe two implemented examples of using activity zones as context cues.  The 
first example, control of lights and audio, uses a direct mapping from events to envi-
ronment actions.  The second example, delivering a message based on context, dem-
onstrates the use of inference to aggregate zones and to hypothesize high level context 
descriptions.  

6.1   Device Control 

The system adjusts light and audio levels when people enter and exit particular activ-
ity zones. We used our tracking system to generate activity zones as described in the 
previous section.  When we examined the resulting activity zone map, we discovered 
a small zone around each of the stools.  We found it more useful to think of the stools 
as a single zone, especially when it came to specifying preferred device behavior. We 
aggregated the zones into a table zone using the zone editor mentioned in  Sects. 5.1 
and  5.3.  
 
Typical device settings were:   
 
• When someone enters  the desk zone, turn on the lamp and music 
• When someone enters the lounge zone, turn on the lamp in that zone and turn off 

the lamp in the desk zone 
• When a second person enters the table zone, turn on the projector and turn off the 

music 
 
When a person moved around in the room, tracker events for entry to and exit from 

zones were translated into requests for device control by means of the preference     
settings.  Fig. 13 shows the state of lights and projector with two people sitting in the 
table zone.  

We informally observed people working at the desk and meeting with colleagues at 
the table.  We noted that the activity zones correlated well with particular activities, 
e.g., typing at the keyboard in the desk zone, reading and talking with others in the 
lounge zone, working alone or with others in the table zone. People described the 
zones by either the objects in the zone or by the activities that took place in the zones.  
Most would have preferred that zones be labeled automatically rather than by hand. 
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Object recognition and activity inference could be used to provide such labels and to 
insure that labels carry semantic information rather than being just symbols.  Infor-
mally, we found that  people working in the room liked the organization of the room 
and thought the automatic control of lights, radio, and projector novel and useful.  (A 
forthcoming memo will describe studies currently underway.)  

 

 

Fig. 13. Two people in the table zone.  Lamp near desk shown at right has turned off; projector 
has turned on 

6.2  Message Delivery 

We implemented a message delivery system for context-aware notification in order to 
test inference of high level contexts, such as having a meeting, and for specification 
of delivery preferences. Examples of context inference and delivery preference rules 
are shown in Fig. 14.  We also used inference rules for aggregation of several zones 
into a single larger zone as an alternative to hand editing of zones.  Aggregation using 
rules works as follows.  If we assume, for example, that we care about a zone C (e.g., 
near a table), that is the union of zones A and B (e.g., around two stools), then the  
inference system represents the aggregation of A and B using a rule such as “if a per-
son enters zone A or zone B then the person enters zone C”.  In essence, we use the 
rules to create a conceptual zone map that aggregates smaller zones into larger ones.  
When the tracker posts an event to the blackboard that a person has entered zone A, 
the inference system sees that event and infers that the person has entered zone C.  If 
there are preferred application behaviors attached to entry in zone C, the inference 
system then can post the appropriate requests for action.  

In our implemented example, we used rules such as those shown in Fig. 14.  Rules 
1 and 2 aggregate two stool zones into a table zone.  Rules 3 and 4 specify that a per-
son is in a meeting when the zone she is in contains at least one other person.  Rules 5 
and 6 specify message delivery preferences.   

We had two people sit on the stools, and we sent a message to one of them, which 
caused a message delivery event to be posted to the blackboard2.  The tracker noticed 
a person in each of the two stool zones; the context inference system inferred that 

                                                           
2  People were identified by the system with an explicit utterance. 
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each person was in the table zone and that there was a meeting in that zone.  The 
message then was delivered without being displayed – it appeared as an icon on the 
computer screen in the desk zone, which was the default display device for the recipi-
ent when she was in a meeting.  With one person in the room, a message is displayed 
on the computer screen if the person is in the desk zone (where the screen is), or pro-
jected on the wall if the person is in the lounge zone. Anecdotally, experiences of 
novice users (computer science graduate students) suggest that the system is an effec-
tive way to adjust notification state.  Users need not make explicit gestures or utter-
ances to change notification state; they need only specify the preferred behavior of the 
environment.  (A forthcoming memo will describe studies currently underway.) 

 

Fig. 14. Example context inference and message delivery rules (in pseudo-code); rules are 
implemented in Joshua [31]; ?x  indicates a variable 

The above description illustrates two important points:  (1) activity zones can be 
used to deliver context-dependent information, and (2) the blackboard and context 
inference system enable user-specified aggregations of zones and delivery preferences 
stated in terms of high level context descriptions. 

7   Discussion and Future Work  

The concept of activity zones – regions of location context formed by observing user 
behavior – is a broad one, and we have only begun to explore its full extent.  In addi-
tion to ongoing user studies of the current prototype, we are continuing to explore 
issues of user interaction focus on such questions as:  which device and application 
behaviors are useful, how do users specify those behaviors, how zones are displayed 
to users.  We also are exploring the issues of how our activity zone system selects 

 

1. if person ?p in zone stool-1 
 then person ?p in zone table 
 

2. if person ?p in zone stool-2 
 then person ?p in zone table 

 
3. if number of people in zone ?z > 1  

 then meeting in zone ?z 
 

4. if person ?p in zone ?z 
    and meeting in zone ?z  
 then person ?p in meeting 
 

5. if person ?p in meeting 
    and message-delivery-event for ?p ?msg 
 then deliver-without-display ?p ?msg 
 

6. if deliver-without-display ?p ?msg 
    and person ?p in zone ?z 
 then notify agent for default-display-device for ?p in ?z 
            “deliver-without-display” ?msg 
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default preferences for anonymous people, or selects preferences in a space inhabited 
by multiple people, each of whom may have their own preferences. 

We anticipate being able to use information about furniture identity and locations 
to augment our context inference system with simple activity models representing 
such information as “meetings often happen at tables”, “informal meetings often hap-
pen in comfortable chairs”.   We could use the perceptual features from our tracking 
system, plus identity of furniture objects, to index into a catalog of higher level con-
texts representing such activities as being in a meeting or reading (e.g., as in  [32]). 
With extra information about objects and activities, we would be able to infer users’ 
activities more accurately, thus increasing the relevance of task-related information 
and services provided by the workspace.   

In building a catalog of higher level contexts, we plan to augment our observations 
of people in everyday work situations by investigating activity theory [5, 16], research 
on understanding how people work [14, 29], and how workspace design affects peo-
ple’s work [14, 20, 34].   This body of literature, along with our observations, will 
provide us with examples of social interactions that help define context for people. 

An activity zone map may not be relevant if a physical space is rearranged, as 
shown, for example, in Figs. 9 and 10.  In such circumstances, the system must adapt 
the activity zone map.  One could consider two approaches:  either save an image of a 
space for each of several activity zone maps, and periodically check that the image 
matches the current furniture configuration; or record furniture type and location in or 
near particular zones, then use a furniture tracker to notice a mismatch between origi-
nal furniture locations and new locations.  Since furniture tracking is a challenging 
computer vision problem, the first approach may be easier to implement.  With easily 
distinguishable furniture, the second approach may be advantageous since it allows 
for more flexibility in space layout.  We plan to explore both of these approaches.  

We are keenly aware that many people are uncomfortable having their activities 
observed by cameras, and privacy issues deserve attention when designing context-
aware systems, e.g., [1].  In our work to date we have found that it is important to 
have computationally transparent perceptual systems so that users are aware of the 
kind of image information that is processed and stored. Abstract trajectory data with 
voluntary and explicit identity assertion is generally considered less invasive of pri-
vacy than full motion video. We plan to investigate methods for real-time visualiza-
tion of tracker state. 

We have shown that our concept of activity zones can provide valuable context 
cues for context-aware applications.  So far we have explored this idea with relatively 
simple applications – device control and message delivery.  We plan to continue our 
investigations by using activity zones with other applications, for example, retrieving 
information based on a predicted context.  A zone’s information about motion could 
be used to predict where people are likely  to be sitting or standing.  This predictive 
capability may prove valuable with tasks that are more structured than those usually 
found in an office environment.   In a laboratory setting, for example, scientists often 
engage in an ordered set of activities, centered around various pieces of laboratory 
equipment. Context-aware computing researchers are building applications to support 
such laboratory activities, e.g., [4].  The activity zones in such a setting would center 
on laboratory equipment stations, and could be mapped to an ordered list of activities 
in order to predict likely transitions between zones.  By anticipating what scientists 
may do next,  a support system could initiate start up procedures when necessary or 
gather additional information needed at a particular station.     
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Similarly, we believe that the activity zone concept has utility in the structured 
domain of theatre performance. We are in the beginning stages of a collaboration with 
the Royal Shakespeare Company, and plan to explore the use of the activity zone 
concept in tracking actors, identifying particular scenes in the progression of a play, 
and controlling lighting  [28].  We also are talking with physicians at a local hospital 
about the possibility of using the activity zone concept to track the progression of 
activities in an operating room.  

In these and other applications, we believe that activity-based location regions pro-
vide a richer level of context information than has been previously available in loca-
tion-based context-aware computing. 
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Abstract. This paper explores computer security in pervasive computing with
focus on user authentication. We present the concept of Proximity-Based User
Authentication, as a usability-wise ideal for UbiComp systems. We present a
context-aware user authentication protocol, which (1) uses a JavaCard for identi-
fication and cryptographic calculations, (2) uses a context-awareness system for
verifying the user’s location, and (3) implements a security fall-back strategy.
We analyze the security of this protocol and discuss the tradeoff between usabil-
ity and security. We also present our current implementation of the protocol and
discuss future work.

1 Introduction

The notion of ubiquitous and pervasive computing implies a shift in the use of comput-
ers. We are going from the personal computing paradigm, where each user is using a
personal computer, to the pervasive computing paradigm, where computers are avail-
able in huge numbers, embedded in everyday artifacts, like phones, furniture, cars, and
buildings. Hence, each user is using many personal computing devices, and at the same
time, the same publicly available device is used by many users. This shift from a ‘one-
to-one’ to a ‘many-to-many’ relationship between users and computers sets up some
new usability challenges for computer security, especially user authentication. Contem-
porary user authentication schemes involve typing in usernames and passwords. When
using a personal computer, typing in username and password is straightforward, but still
it poses substantial usability problems in some work environments, like hospitals [4,
23]. In the pervasive computing paradigm, these usability problems are increasing, be-
cause the user is using many computers. Imagine that a user would need to type in
username and password on all ‘pervasively’ available computers before he could start
using them. Clearly, if the pattern of login and logout is not considered a usability prob-
lem today, it will most certainly become one in the years to come.

In this paper we describe our response to such usability problems of user authen-
tication in a pervasive computing environment. Our aim is to support what we have
termed proximity-based login (see also [11]), which allows users to be authenticated
on a device simply by approaching it physically. The idea of enabling users to access
a computer by simply walking up to it has a long history in ubiquitous computing re-
search. This idea of proximity-based login can be traced back to the pioneering work on
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the Active Badge System, which could be used to ‘teleport’ an X Window session to a
display located in front of the user [27, 5]. Similarly, the AT&T Active Bat system [28]
was used to create ‘Follow-me Applications’ where the user-interfaces of the user’s ap-
plication can follow the user as s/he moves around. The application is shown on the
display that is deemed to be in front of the user as established via the user’s Active
Bat [16]. The idea has later been adopted by the Microsoft ‘EasyLiving’ project [7]. In
other pervasive computing environments different types of physical tokens are used as
user identification. In the BlueBoard project at IBM, a HID brand reader is used [22,
21]. In the AwareHome at Georgia Tech RFID tags provide identity of individuals near
commonly used monitors [19], and at FX PAL the Personal Interaction Points (PIPs)
System uses RFID cards that stores the users identification as well as passwords (the lat-
ter in encrypted form) [26]. Ensure Technologies’ XyLoc system [15] uses short-range
radio communication between a personal token and a PC to establish the proximity of
a user and to unlock the PC by pressing a button on the token, not unlike the ones used
to remotely unlock cars.

Common to these systems is the lack of proper security mechanisms that can effec-
tively ensure a secure user authentication. In case of theft of a token, or by recording
and replaying the communication between the token and the reader, an adversary can
access the system and impersonate the legitimate user. The Smart Badge platform [24]
uses some improvements to reduce the problem of stolen tokens. The method is to use a
badge that can detect when it is no longer being carried. The link between the badge and
a particular user can then be removed, and the badge can no longer be used for authenti-
cation purposes. It is however difficult to judge from the paper exactly how such a smart
badge can sense whether is is being carried by its legitimate user. The Zero-Interaction
Authentication method of [12] takes an approach similar to the XyLoc system. A token
is used to gain access to a laptop with an encrypted file-system. To verify the user, s/he
is required to enter a PIN code on the token before s/he can start using it.

There is often an inherent tradeoff between usability and security. User authentica-
tion mechanisms tend to be either secure, but less usable, or very usable, but less secure.
It is our aim to try and combine the two standpoints and suggest a context-aware user
authentication mechanism that is very usable as well as sufficiently secure for use in
settings, where security matters – like a hospital environment. Traditionally a user au-
thentication mechanism is considered secure if it is a combination of something the user
has (e.g. a smartcard), something the user knows (e.g. a password), or something the
user is (i.e. a fysiological trait) [25]. Our design of a user authentication mechanism is
based on supplementing well-known user authentication mechanisms with knowledge
about the context and location of the user. In line with Denning [14] we thus suggest
location-based authentication and introduce ‘location’ as a fourth element in a user au-
thentication mechanism. The paper starts by outlining the background and motivation
for the design of context-aware user authentication. Section 3 presents our design of a
proximity-based user authentication mechanism and its degree of security is analyzed
in section 4. Section 5 describes our current implementation of the proposed protocol,
and section 6 discusses our work before the paper is concluded.
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2 Background and Research Methods

The work on proximity-based user authentication takes place within the research area
of Pervasive Healthcare [10]. A central area of research is to design and develop per-
vasive computing technologies for the use at hospitals. We approach this challenge in
two ways. On the one hand we conduct ethnographic studies of clinical work in hospi-
tals and how technology is used here. And on the other hand we engage clinicians in
experimental design and development of technologies in various types of workshops in
our laboratory.

2.1 Troubles with Login

In a study of the use of Electronic Patient Records (EPR) at a large metropolitan hospi-
tal, we observed a number of usability problems associated with user authentication [4].
The EPR was accessed through PCs distributed within the hospital, and it had a tradi-
tional login system with usernames and passwords. Thus, whenever a clinician should
access patient information s/he had to log in and out on different PCs. Due to the way the
PCs were deployed and the nature of the work in hospitals, it was not uncommon that a
nurse, for example, would log in 30 times a day. Because this was a highly cumbersome
thing to do in a hectic environment, workarounds were established. For example, users
would avoid logging out, enabling them to return to the PC without logging in later;
passwords were shared among users and made very easy to remember (‘1234’ was the
most used password at the hospital); and users would often hand over user sessions
to one another, without proper logout and login. Hence, what was designed to be a se-
cure system (with traditional username and password user authentication) was suddenly
turned into a highly insecure system, because of obvious usability problems.

2.2 Activity-Based Computing

Even though this EPR system in no way can be termed as ‘pervasive technology’, our
study of its use has highlighted how essential user authentication is to the design of per-
vasive computer support for medical work in hospitals. In our second line of research
we actively design and develop pervasive computing technologies for hospital work.
A central component in this effort is a basic runtime infrastructure, which supports
Activity-Based Computing (ABC) [11]. The basic idea of activity-based computing is
to represent a user’s (work) activity as a heterogeneous collection of computational
services, and make such activities available on various stationary and mobile comput-
ing equipment in a hospital. Clinicians can initiate a set of activities, and access these
on various devices in the hospital. For example, a nurse can use the computer in the
medicine room to get some medicine, and later when giving this medicine to the patient
she can restore the patient and medicine data on the display in the hospital bed. We have
built prototypes of wall-size displays, displays embedded in tables, built-in computers
in hospital beds, and we are using various mobile equipment like TabletPCs and PDAs.
Figure 1 illustrates how a physician is using a wall-based display in a conference situa-
tion. Thus, activity-based computing allows users to carry with them, and restore, their
work on heterogeneous devices in a pervasive computing environment. Central to this
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is clearly that users need to be authenticated on every device they want to use, and easy
login is hence a core challenge in the concept of activity-based computing.

Fig. 1. A physician is using a wall-based display in a conference situation. In her hand she is
holding a Personal Pen, which is used to authenticate her to the computer. An active badge woven
into her white coat (not visible) is revealing her location to a context-awareness system.

Our design is based on participatory design sessions and workshops with a wide
range of clinicians, including physicians, radiologists, surgeons, and different types of
specialized nurses. All in all 12 such workshops were conducted, each lasting 4-6 hours
having 6-10 participants each. Various aspects of designing support for clinical work
were discussed, including the login mechanisms. Several user authentication mecha-
nisms were designed, implemented, and evaluated in these workshops.

2.3 Requirements for a Pervasive Computing User Authentication Mechanism

Based on existing research within UbiComp, our studies of medical work, and our ex-
perimental design effort with end-users, we can list the following requirements for a
user authentication mechanism in a pervasive computing environment.

– Proximity-based – Work at a hospital is characterized by busy people who are con-
stantly moving around, and are engaged in numerous activities in parallel. Easy
and fast login was thus deemed a fundamental prerequisite for the success of a
distributed, pervasive computing infrastructure, embedded in walls, floors, tables,
beds, etc. The usability goal in our workshops reached a point where the user should
do nothing to log in – s/he should simply just use the computer, and the computer
would know who the user was.
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– Secure – Clinical computer systems store and handle sensitive, personal health data
for many patients. It is therefore of utmost importance that these systems are pro-
tected from unauthorized access. Hence, pervasive computer systems in a health-
care environment require secure user authentication. This is used to set up the right
user authorizations for reading and altering clinical data. For example, clinicians
may only access clinical data related to patients, they are treating, and may not,
for example, access clinical data on arbitrary persons. This is done to ensure the
privacy of patients. Similarly, only physicians may prescribe medicine. One of our
early designs for a user authentication mechanism was based on RFID tokens alone.
This mechanism, however, was abandoned for obvious security reasons.

– Active gesture – We also experimented with a login mechanism that automatically
would transfer a user’s on-going session to a display nearby him – much like the
‘Follow-me’ application using the Bat system [16]. This, however, turned out to be
a less useful design. The problem was that often a clinician would enter a room,
where numerous computing and display devices would be available. For example
in a radiology conference room, there would be several wall-based displays, a wide
range of desktop computers, and an interactive table where images can be displayed
and manipulated. It was unclear from monitoring the location of the user, which of
such displays he would like to use – or whether he wanted to use a computer at all.
Therefore the authorization mechanism must be based on an active gesture nearby
the display or devices that the user wants to use.

– Support for logout – During our experiments we discovered that the process of
logging out a user is equally important. Clinicians would often have to hurry on, and
would simply walk (or run) away from an ongoing session. In this case, automatic
logout was deemed important. Even though this is normally not considered to be
part of a user authentication mechanism, we argue that logout has to be considered
as a part of the design as well.

3 Context-Aware User Authentication

There are three key principles in our design of a context-aware user authentication
mechanism. First, it uses a physical token used for active gesturing and as the cryp-
tographic basis for authentication. Second, it uses a context-awareness system to verify
the location of the user, and to log out the user when s/he leaves the computer(s) in
a certain place. Third, it contains ‘fall-back’ mechanisms, so that if either of the two
components in the system falls out, the user authentication mechanism switches to other
mechanisms. If the context-awareness infrastructure is unreachable for any reason, the
user is requested to enter his password when trying to log in. If the token cannot be
accessed for any reason, the user is requested to enter both his username and password,
as usual. Hence, in case of system failure, security is not compromised, and the system
is still usable. We shall return to a more detailed security analysis below.

Our current design uses smart card technology and in the rest of the paper we will
present this design based on a smart card as the physical token. Furthermore, we shall
only consider the part of the authentication protocol that involves the smart card. Stan-
dard authentication using username and password is not further discussed. The two
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basic components in the context-aware user authentication mechanism are (1) a secure
user authentication protocol between a computer and a smart card, and (2) a distributed
computing context-awareness infrastructure.

3.1 Authentication Protocol

The authentication protocol is running on a JavaCard [3]. Each client is equipped with a
card reader and the protocol is executed every time a user inserts his card into the reader
on the client. In order to use the card for authentication, the following information is
stored on the card:

– An id for the user the card belongs to.
– The user’s password.
– The user’s pair of a secret key (KS) and public key (KP ).

When the card is issued, an applet1 for authentication is stored on the card, and
initialized with the user’s password and the id of the user. When the applet is initial-
ized, the card creates an RSA key-pair. The secret key (KS) is stored on the card and
the public key (KP ) is stored in a central server along with the id of the user. The
authentication protocol is illustrated in figure 2 and consists of the following steps:

1. The client receives notification that user P is in the room (optional).
2. The user places his smart card in the card reader.
3. The client requests the id from the smart card.
4. The client looks up the person in the Context Server based on the id from the card.
5. There are two distinct cases based on the probability that the user is in the same

place as the client.
Case A: The probability is greater that a certain threshold.

– The smart card is asked to verify that it holds the user’s secret key, KS .
Case B: The location of the user is not sufficiently sure.

– The computer asks the user to enter his password.
– The smart card accepts or rejects the user based on the password.

6. The user is either denied or allowed access.

In case A, where the user is known to be in the room, the client verifies that the
smart card knows the user’s secret (private) key KS by generating a random 20 byte
“nonce”, N , and sends it to the card. The card then sends back the signature under the
private key, sig (KS, N), of N , and the client uses the corresponding public key, KP ,
to verify that the signature is correct.

In case B, the user is not known to be in the room. The client asks for the user’s
password, concatenates it with a 20 byte nonce N , encrypts it under the user’s public
key, E (KP , password + N), and sends it to the card. Since the card knows the secret
key, it can decrypt this message. It then compares the received password with the one
stored on the card. If they match the card returns a byte R and a signature on R con-
catenated with N , R+sig (KS, R + N), where R equal to 1 is accept and 0 reject. The
client uses the public key, KP , to verify the signature.

1 Programs running on JavaCards are called applets. They bear no resemblance with the applets
running in web browsers, except for the name.
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Fig. 2. Interaction Diagrams for the Authentication Protocol. Case A – The person is in the same
location as the User Authentication Client (UAC). Case B – The person is not in the same place,
and the user is requested to enter his or her password.

3.2 Infrastructure

The system architecture for the context-awareness infrastructure is illustrated in fig-
ure 3, and consists of the following main components:

– Context Monitors – A range of hardware and/or context data specific processes,
which register changes in the environment. The monitor adapts this context infor-
mation according to the data model in the Context Server. Examples of context
monitors are location monitors based on monitoring RFID tags attached to items in
the environment, or WLAN monitors that try to locate WLAN-based equiptment.
Other monitors might gather information about temperature, planned activities in
users’ personal calendars, or try to identify people in a room based on their voices.
Currently we mainly use a Portal RFID antenna (see figure 5) for locating people.
When a portal monitor scans an RFID tag, the RFID adapter translates the 64 bit
tag id into telling the context server that a specific entity has been seen at a specific
location. Even though our current location mechanism (also) is based on something
the user has (a RFID tag), the architecture of our context-awareness infrastructure
enables us to create other location monitors based on e.g. audio or video.

– Context Server – The Context Server contains a simple data structure that stores in-
formation about ‘Entities’ in the environment. Entities are basically people, places,
or things, but this structure is extensible and all kinds of context data can be stored
by implementing some simple interfaces.

From a client’s point of view there are basically two ways to connect to the Context
Server. On the one hand, a client can look up an entity and ask for its context informa-
tion, like location. For example, a client can request a person and ask for the location.
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Fig. 3. System architecture for the Context-Awareness Infrastructure.

On the other hand a client can register itself as a listener to an entity, and it will here-
after receive notifications when changes to this entity take place. For example, a client
running on a stationary computer (e.g. a wall-sized display) can register itself as lis-
tener for changes to the place in which it is located. Whenever entities enter or leave
this place, the client will be notified.

In our authentication protocol, the context server is asked for a person’s location.
The confidence in the answer from the server can be divided into addressing two ques-
tions:

1. How accurate is the location data? – Whenever the context server provides a loca-
tion of an entity, it estimates the accuracy of this location. Thus, the context server
embeds an accuracy algorithm. In step 5 of the protocol, the accuracy of the loca-
tion estimate is compared against a configurable threshold value.

2. Do we trust the location data? – This is a question of whether we trust the informa-
tion that is stored in the context server. Because monitors are the only way location
data can be altered in the server, this reduces to a question of trusting the Context
Monitors. To prevent non-authorized monitors to access and update the context
server we require the monitors to authenticate themselves to the server. Hence, our
context-awareness architecture supports secure authentication and access in layer
B in figure 3 between the monitors and the server. However, there is currently no
security in layer A between the tokens and the monitors, because RFID tags do
not have processing power to support a cryptographic setup. We shall return to the
security consequences of this below.

The communication layer C between the Context Server and the clients is not se-
cure. Hence, a non-authorized client can get access to the server and read data from it.



Context-Aware User Authentication 115

This might be a problem from a privacy point of view, but from a security point of view
clients cannot alter location data in the context server. We shall return to the security
analysis below.

4 Security Analysis

We will now take a look at the security of this authentication mechanism. The goal of
a person trying to break the system is to authenticate as a legitimate user. This person
is called the adversary. We will make the assumption that the adversary has access
to all information stored about the user, except from access to information stored on
the smart card (the private key and the user’s password). We will also assume that
communication between the Context Monitors and the Context Server is secure and that
only legitimate Context Monitors can access the Context Server. Finally we assume that
the information stored on a smart card cannot be read or changed except through the
designed interfaces2.

4.1 Passive Attacks

In the passive attack scenario we assume that the adversary can monitor all communi-
cation between the smart card and the terminal. In the case where location data is based
on a token the user has, the adversary can also monitor all communication between that
location token and the Context Monitor. Using the information he acquires during this
phase he will now try to impersonate the legitimate user after having acquired the user’s
smart card, both the smart card and the location token (if one is used) or none of them.
We have identified the following passive attacks:

1. If the adversary acquires the smart card and is able to fake the location of the
legitimate user (by stealing the location token or cheating other devices used to
establish the location of the user) he can authenticate as the legitimate user since to
all parts of the system he is that user.

2. If he acquires only the smart card he can authenticate as the legitimate user only in
the location where the user is actually present.

3. If the user is not present he cannot authenticate as that user even though he has the
smart card, unless he also knows the user’s password. This is because the protocol
used is a secure one-way authentication protocol. Proof of this can be found in
appendix A.

4. If he does not have the smart card, it is impossible for him to do anything, since the
terminal will ignore him when he approaches it.

4.2 Active Attacks

Where the passive adversary could only look at messages between the location token
and the Context Monitor and the smart card and the terminal, the active adversary can

2 It is up to the manufacturer to protect against physical attacks on the card [2, 18].
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drop, change, inject or completely replace any of these messages. He can also create his
own smart card using the information he obtains. The goal is the same, though: After
having done this for as long as he wants he will now try to impersonate the legitimate
user. We have identified the following active attacks:

1. The adversary can retransmit the “I’m here” message from a location token to a
Context Monitor or he can trick some other part of the location system to make the
Context Server believe that the legitimate user is present. If the adversary has the
smart card he can now authenticate as the legitimate user.

2. Replaying a value created by the legitimate user in another run of the protocol
between the smart card and the terminal does not work since the protocol is a secure
one-way authentication protocol and hence not vulnerable to replay attacks. More
specifically it comes from the fact that the probability that the terminal will use the
same value of N in another run of the protocol is negligible. This is true for both
case A and case B.

3. An idea could be to trick the smart card into decrypting the value containing the
password. Since signing using RSA is encrypting with the private key we could
send E(KP , N+password) from case B to the legitimate user’s smart card instead
of N in case A. The smart card will then sign this value and return the signature,
which will actually be the decryption of the password. This attack does not work
since the smart card will never decrypt and return anything it receives. This means
that the smart card cannot be used as a Decryption Oracle. In this case the smart
card signs a hash of that value instead of the value itself. Since cryptographic hash
functions are believed to be one way, the adversary cannot control what value is
signed.

4. Creating a new smart card with a known password will not work since the public
key will not be known to the server. If we use a legitimate user’s public key we
would not have the private key and could not make a smart card that can decrypt
the first message in case B or make a signature that can be verified using a legitimate
user’s public key, which is required in both case A and B.

Another attack against this protocol is a proxy attack where the adversary tricks the
user into using a fake terminal. This allows the adversary to read his password or to
perform a man-in-the-middle attack where he can authenticate as the legitimate user
without having the user’s smart card. This requires that both the user and the adversary
is running the same version of the protocol.

If they are both running the protocol from case A, the adversary simply forwards
N to the legitimate user’s card, which will return a signature on that value, and the
adversary can now send this to the real terminal. The adversary is hereby granted access
in the name of the legitimate user. Figure 4 illustrates this attack.

If we are in case B, this is a bit trickier since the adversary must know the correct
password in order to succeed. This is because the nonce the real terminal sends is com-
bined with the password and encrypted. In order for this attack to work, the smart card
has to sign the nonce the real terminal sent, which means that it must also accept the
password entered on the real terminal by the adversary. However this is not a problem
for the adversary since the fake terminal can also read the user’s password. This attack
is also illustrated in Figure 4.
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Fig. 4. Proxy attack where an adversary has put in a fake smart card terminal to be used by an
ignorant user.

4.3 Summary

It is possible for the adversary to authenticate as a legitimate user by doing one of the
following:

1. Steal the smart card and fake the location of a legitimate user by
(a) Replay the “I’m here” message from a location token
(b) Trick other parts of the location system in various ways

2. Steal the smart card and be in the same room as the legitimate user.
3. Steal the smart card and acquire the user’s password somehow.
4. Perform one of the two proxy attacks mentioned above.

We realize that the real weakness in this protocol is the location data. If that can be
faked, all you need is to acquire the smart card of a legitimate user, but without knowing
the details on how location data is obtained you can not do a thorough security analysis
of that problem. If location data is only based on some token the user has, it can be
stolen, if such a location token does not use some kind of cryptography it is vulnerable
to a reply attack, if you use voice recognition it might be fooled by a recording of the
user’s voice, etc. The proxy attacks are bad as well, but require more resources and
knowledge to succeed and there are ways to prevent them (see section 6).

5 Current Implementation

Our current implementation consists of five parts:

– An installer.
– The authentication applet.
– A rough prototype of a Personal Pen
– The Context Server and Monitors
– A client that runs the authentication protocol.
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The Installer installs the applet on the card with the help of IBM JCOP tools [17].
Then it retrieves the public key from the card, and stores it as a key-value pair on the
person object in the Context Server. In our current implementation, the authentication
applet uses 512 bit RSA keys. This can easily be changed since the cards also sup-
port 1024 and 2048 bit keys. Encryption is done in PKCS#1 mode and signatures are
made by taking a SHA1 hash of the data to be signed and then this hash is encrypted
with the private key in PKCS#1 mode. We run the applet on the dual-interface Open-
Platform compliant JavaCard designed by IBM, which supports both contact-based and
contactless connections to the card reader. We use Philips Semiconductors’ MIFARE
PRO contactless reader [20] (see figure 5) as well as standard OpenPlatform Smart Card
readers in e.g. keyboards.

Our current design of the Personal Pen is just to glue a JavaCard to a Mimio Pen,
which is used at the wall display in figure 1. This form factor is not particularly ap-
pealing (see figure 5), but it is hard to change the form and size of the card, because
the antenna is embedded in the plastic that surrounds the chip itself. However, the size
of the chip in these cards does not prevent it from being embedded in a pen at the fac-
tory. Our ideal hardware design would be a smart card chip embedded in a pen, and the
reader embedded in the touch-sensitive layer on a display. Putting the tip of the pen at
the display would then correspond to inserting a card in a card reader. In this way we
would be able to authenticate the user every time s/he is doing anything on the display.
The User Authentication Client runs as a part of the Activity-Based Computing infras-
tructure, and it simply waits for a card to be inserted in the reader, and then runs the
protocol.

Fig. 5. Left – The ScanGate RFID Long Range Portal Antennas from Datatronic. Right – The
dual-interface OpenPlatform JCOP JavaCard designed by IBM using the Philips Semiconductors’
MIFARE PRO contactless reader. The JavaCard is glued to a Mimio pen, which is used at the
wall-display in figure 1.
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As for the Context Server, we have currently implemented the two monitors shown
in figure 3. The WLAN monitor monitors the WLAN base station infrastructure in our
lab and can tell the cell-based location of IEEE802.11b networked devices. Various
types of RFID monitors can monitor passive RFID tags in the environment. We cur-
rently use the Portal antennas shown in figure 5 to determine the location of persons
equipped with RFID tags. We use the Long Range RFID Antennas from Datatron-
ics [13].

The current implementation of the Accuracy Algorithm is very simple. It reduces
the accuracy of the location estimate by 1% every minute. Thus, if a person has passed
a portal 10 minutes ago, s/he is in this location with a probability of 90%. The User Au-
thentication Client is also considered a trusted monitor (we call it a ‘Login Monitor’)
and can hence reveal the user’s location every time s/he logs in. The secure authen-
tication of monitors has not been implemented using proper cryptograpic protocols.
However, since monitors run on standard PCs there are already well-known ways of
doing this using e.g. a PKI setup over secure IP. Hence, this was not necessary in order
to make a proof-of-concept.

6 Discussions and Future Work

By combining a context-awareness sub-system with a personal smart card, we have
designed and implemented a proof-of-concept of a proximity-based user authentication
mechanism, which is both user-friendly and secure (c.f. section 2.3). One could argue
that it seems like an unnecessary effort to implement a context-awareness system in an
organization just to help users log in. However, on the one hand we argue that providing
easy login is essential to maintaining a smooth flow of work in a hospital (see also [4]).
And on the other hand, we envision that a context-awareness sub-system is already
in place in a hospital for many other reasons, and we have demonstrated how such a
system can help realize the vision of ‘proximity-based user authentication’.

From a security point of view, the authentication mechanism presented here, allows
for some additional attacks as compared to the traditional use of smart cards in con-
junction with passwords (attack no. 3 is equally relevant in both cases). We consider
attack no. 2 highly unlikely, which leaves us with attack no. 1 and 4. Our current imple-
mentation cannot cope with attack no. 1.a, except for simple revocation of smart card
and location token (the RFID tag) when the theft is discovered. However, determining
a person’s location could be based on something that is not token-based, for example
video or audio. We currently plan to develop a voice-print monitor that can identify and
locate a user based on voice. Such a voice monitor is not subject to theft, and meth-
ods for avoiding playback exist. In attack no. 1.a the adversary tells a Context Monitor
that the user is present by actively replaying the user’s ID. While we cannot completely
prevent this given the computational power available in RFID tags, we can reduce the
possibility of this attack succeeding by doing some additional checks in the Context
Server. For example, the user cannot be present on two different locations at the same
time, move from one location to another in less than a specified amount of time, or
be present in the hospital outside his/her normal working hours. If any of these events
occur, uncertainty in location estimation is increased and the authentication protocol
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will ‘fall back’ to password authentication. Attack no. 4 could be considered the most
dangerous attack since it does not require access to the smart card or the location token.
The attack against case A is easily prevented by disallowing the user to be present in
two different locations simultaneously. Against case B the attack is more difficult to
prevent. One solution could be to use biometrics instead of the password. That way the
adversary cannot enter the password on the real terminal. This would also reduce the
risk of the adversary aquiring the user’s password or even if he could aquire the binary
data generated by the biometric equipment he cannot feed it to the real terminal easily.
Another solution to the proxy attack could be to use some kind of Distance-Bounding
Protocol [9] to ensure that the user is close to the terminal he is trying to log on to.

A solution to the active replay attack (attack no. 1.a) could be to have location tokens
to make a secure authentication when revealing itself to the context monitors (commu-
nication link A in figure 3). This could be done by using public key cryptography,
almost similar to the smart card authentication. Another approach would be to use an
authentication protocol that relies on secret key cryptography since it does not require
the same amount of processing power. We are currently designing radio-based tokens
that carry enough processing power and memory to make a secret key authentication to
their context-awareness monitors.

7 Conclusion

In this paper we have pointed to the need for considering security, and especially user
authentication, as a central aspect of UbiComp technologies and applications. It is of
crucial importance that users can access pervasively available computers easily, if the
vision of UbiComp shall become alive. In the paper we introduced the concept of
proximity-based user authentication in a pervasive computing environment, where a
user is authenticated to a device by just approaching it. Our aim was to create a user-
friendly user authentication mechanism, which is sufficiently secure to be used in set-
tings where security is important – like in a hospital. The suggested solution is based on
using two different mechanisms for user identification and verification. A user is identi-
fied by presenting his Java Smart Card to the computer whereafter his correct presence
is verified through a context-awareness system. If the context-awareness system is un-
available or cannot localize a user, the user is required to enter his password – this is
identical to the standard use of smart cards.

Through our security analysis we have argued for the degree of security in our so-
lution. This analysis showed that our solution is not completely secure. Especially, the
solution is vulnerable to an active replay attack, where an adversary steals a user’s smart
card and at the same time is able to replay a false “I’m here” message to a nearby Con-
text Monitor. To accommodate this attack, the Context Server implements an accuracy
algorithm that calculates the accuracy or probability of the estimated location of a per-
son. In case this probability is below a certain threshold, the user is requested to enter a
password. We argue that this authentication mechanism is sufficiently secure because it
combines something the users have (the smart card) with the location of the user. This
authentication protocol is hence and example of location-based autentication [14]. This
is traditionally taken as sufficiently secure, if each of the two mechanisms is secure [25].
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A Security Proof

In BAN logic [8] the authentication protocol looks like this:

Case A Case B

1. B → A : N 1. B → A : {N, P}K

2. A → B : {N}K−1 2. A → B : {N, R}K−1

Where A is the smart card, B is the terminal, N is a nonce, P is the password
entered by the user, K is the public key of the smart card, K−1 is the private key of
the smart card and R says whether or not P matched the password stored on the smart
card. The proof will be split in two different cases.

We want to show that in both cases the terminal can be convinced that the legitimate
user is present in the current run of the protocol. In the first case this is done by showing
that the smart card knows the private key and the password that the user entered. In the
second case this is done by showing that the smart card knows the private key. In both
cases we also show that no replay attacks can occur.
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We assume the following in both cases:

fresh (N)
B believes fresh (N)

K−→ A

A believes
K−→ A

B believes
K−→ A

Case A

Claim: B believes A believes N

Proof: In the first step of the protocol we know that A sees N . After this we have:

B sees {N}K−1 B believes
K−→ A

B believes A said N
B believes fresh (N)

B believes A believes N

Which is what we wanted to show.

Case B

Claim: B believes A believes N, R

Assumptions: The smart card will always return the correct value of R.

Proof: In the first step of the protocol we know that A sees {N, P}K . This gives us:

A sees {N, P}K A believes
K−→ A

A sees N, P

So A knows the password P , the nonce N and will now generate R based on the
value of P . After A has sent its message we have:

B sees {N, R}K−1 B believes
K−→ A

B believes A said N, R

B believes fresh (N)
B believes fresh (N, R)

B believes A believes N, R

Which is what we wanted to show.
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Abstract. One of the principal requirements of ubiquitous computing is support 
for spontaneous interoperation, in which two or more devices interact temporar-
ily in ad hoc circumstances.  Spontaneity typically arises when nomadic users 
carry one or more of the devices around.  We contribute a method of using la-
sers for securing spontaneous device associations.  The method provides users 
with physical evidence of which device they have connected their device to, as 
well as setting up a secure channel between the devices. 

1   Introduction 

One of the principal requirements of ubiquitous computing is support for spontaneous 
interoperation [1], in which two or more devices interact temporarily in ad hoc cir-
cumstances.  Spontaneity typically arises when nomadic users carry one or more of 
the devices around.  One example of spontaneous interoperation is where a user walks 
into a cybercafé with a personal digital assistant, phone, laptop or other personal mo-
bile device, and accesses the café’s printer.  Another is where two users meet at a 
conference and exchange documents between their laptops.  In a third example, teen-
agers in a shopping mall carry wireless multi-user game-playing devices.  The teenag-
ers pick one another and associate their devices in distinct groups corresponding to 
separate playing sessions. 

Users can benefit greatly from interoperation with such spontaneously discovered 
services, but a challenging issue is security. Spontaneous associations take place over 
wireless networks, which by default are open to attack and hard for humans to deal 
with, since there is no physical evidence of what is connected to what. Users may 
inadvertently make connections to the wrong device. In many cases the associations 
take place in untrusted and unfamiliar environments. To return to our examples, the 
café user might trust the café’s printer but doesn’t necessarily trust other customers; 
and she doesn’t want the document she sends to end up on someone else’s laptop.  
The conference attendees have talked sufficiently to trust one another but don’t want 
other attendees to access or tamper with the documents they exchange.  The teenager 
in the mall trusts certain of their peers but not others to join their game.  

A secure association is where each of two or more devices possesses the others’ 
network addresses and the devices share a secret key.  The devices can then encrypt 
their communications and use hash codes to guarantee the privacy and integrity of 
data transmitted between them. However, at a human level it is not enough for Fred 
Bloggs’ device to guarantee to him that it has set up a secure association with “the 
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device at network address 55.55.55.55”. He needs to know that there is a secure asso-
ciation between his laptop (say) and that particular laptop over there in the hands of 
Mary Jones – and not a PDA in the pocket of someone at a nearby table. What we 
require is physical validation of an association, which means verifying the physical 
identity of the other party in an association. Physical validation can be seen as the 
physical counterpart of cryptographic authentication of identity.  

Our contribution in this paper is to use lasers to achieve secure spontaneous asso-
ciations between devices.  We use them as physically constrained channels [2] so that 
humans can verify the validity of the associations they spontaneously make; we en-
able this functionality using only local, peer-to-peer communication and without 
trusted third parties.   

The contribution can be seen as the wireless equivalent of a physical cable. For 
example, Fred could take a short physical cable from his pocket to connect his laptop 
to Mary Jones’ laptop.  Then neither would be in any doubt as to which two devices 
were connected and, if the cable had suitable properties, their communications would 
be secure.  But Fred’s data is still only secure if his trust in Mary proves well founded.  
Mary’s device could maliciously publish his documents on the Web when it received 
them.  We provide the same degree of security – and insecurity – but without wires. 

2   Related Work 

There are routine ways of securing an association over a wireless network but none is 
suitable for spontaneous association in unfamiliar circumstances.  A Virtual Private 
Network connection (often used over 802.11) requires pre-registration and login.  
Users mutually authenticate their Bluetooth-connected devices by typing the same 
password on the devices, but exchanging a password securely out of band may be 
socially and physically awkward.  

It is possible to construct a secure network discovery system [3] which provides 
certified responses to clients, but that begs the question of how to determine a certifi-
cation authority in spontaneous circumstances.  Moreover, even if the discovery sys-
tem returns accurate information there may be devices of similar types but too little 
information to tell them apart.  Suppose there are two printers in a location (A and B 
in Figure 1). How can the visitor know from their discovered names which printer is 
which? It will be inconvenient, at best, if her document appears at the wrong printer. 

Several projects have suggested physical mechanisms to create associations. The 
‘resurrecting duckling’ design for spontaneous networks [4] provides for ‘secure 
transient associations’. The authors of that paper suggest that a key might be dis-
played on one of the devices but prefer ‘physical’ – electrical – contact as a means of 
key exchange.  Those techniques achieve security but only at short range. 

The Smart-Its project [5] introduced a method to establish an association between 
two handheld devices by holding them together and shaking them. Each device cap-
tures and broadcasts its own movement pattern. By matching the received movement 
patterns with its own, one of them can find the other and establish a connection be-
tween them.  This protocol is subject to spoofing by an eavesdropping attacker. 
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It is preferable for devices to be securely associated at a more convenient distance. 
Feeney et al. [6] and Balfanz et al. [7] have suggested using a short-range infrared 
beacon on the target device. But precautions such as shielding would be required to 
protect the client from spurious infrared transmissions, whose source cannot be dis-
tinguished by distance and can only partially be distinguished by angle. 

The SWAP-CA specification [8] for wireless networking in a home environment 
introduced what is commonly referred to as the two-button protocol, which was inves-
tigated more recently by Iwasaki et al. [9]. Users simultaneously trigger two devices 
into an ‘association’ mode, usually by pressing a button on each device. But the two-
button protocol must use broadcast and is subject to timing-based attacks. 

A ‘physically constrained communication channel’ [2] has the property that only 
certain principals with certain physical attributes may send or receive messages over 
the channel.  The techniques we have been exploring involve validating associations 
using constraints based on location information and signal propagation characteristics.  

Several groups (e.g. [10]) have investigated the combination of RF (radio fre-
quency) and ultrasound signals to provide location information based on signal travel 
times.  In earlier work, we devised methods for secure association based on those 
techniques [11].  That design has the valuable property that it serves for locating a 
device as well as securely associating with it.  But there are drawbacks: the engineer-
ing difficulty of realising sufficiently accurate orientation and distance information; 
the added cost for each device; and the fact that the whole association procedure relies 
on a network discovery system. 

A good example of a wireless channel with highly constrained signal propagation 
is a laser beam.  Under conditions of appropriate engineering, only devices  placed 
precisely at the two ends of a laser beam may communicate over it.  While we are not 
aware of security-related uses, others have suggested the use of laser beams in point-
ing devices for ubiquitous systems [12, 13]. 

3   System Model 

We consider two classes of devices that can interoperate spontaneously in a ubiqui-
tous computing environment (Fig. 1) – without cables or prior software configuration: 

 

Printer A Printer B

 

Fig. 1. Associations between personal and infrastructure devices. 
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1. personal devices such as laptops, personal digital assistants (PDAs) and mobile 
phones carried by nomadic users; these devices contain, in general, private data 
that needs securing. 

2. infrastructure devices such as printers, which are more or less fixed in environ-
ments and ordinarily have no human operator; these devices are situated for public 
access – for our purposes, they are not themselves protected resources. 
 

In each case we shall consider, a personal initiator device instigates an association 
with a target device, which may be an infrastructure device or another personal de-
vice.  We assume that there is a human protocol, if need be, for deciding who shall be 
the instigator. If a group of devices is to be associated, we achieve this through multi-
ple pair-wise associations.  

The personal devices all have a means of wireless communication (e.g. 802.11 or 
Bluetooth), and they are assumed to be able to communicate with other personal de-
vices or infrastructure devices over a wireless link or a combination of wireless and 
wired links. 

By default we assume that the target device is in line of sight with the initiator – a 
reasonable assumption, since the user has established trust in the target device.   

4   Secure Association Using Lasers 

Our design for secure device association employs lasers, which provide relatively 
precise physically constrained channels.  We equip the initiator device with a laser 
whose output can be rapidly switched to provide a data stream.  The target device is 
equipped with a securely attached light sensor that can read the data emitted by the 
initiator device.  A device that can play either role has both laser and sensor. 

We assume no network discovery system.  Rather, the user has identified the de-
vice she wants to associate with and is in line of sight with it.  We first treat the case 
where the user wants to associate her personal device with an infrastructure device. 

4.1   Validating Associations between Personal and Infrastructure Devices 

The user presses the “lock-on” button on her personal device.  That causes a laser 
beam to be emitted that pulses recognisably (so that she know she is not yet associat-
ing her device) but without data transmission.  She orients the beam onto the target’s 
light sensor.  Ringwald [12] discusses how the beam can be made wide enough to 
accommodate the user’s shaking hands but not so wide as to permit the beam to fall 
on the wrong device’s sensor.  Moreover, the sensor can be designed with a suitable 
surround so that an attempt at placing a covert sensor would be obvious.  Once the 
user is satisfied with the beam’s placement, she presses the “associate” button, at 
which point the two devices engage in the following protocol over two channels: the 
laser beam L and the network W (all or partially wireless) between the two devices. 

The “Simple” Protocol 

1. Initiator creates new session key Ks 
2. Initiator → Target (over L):  M1 =  Initiator-address, Ks 
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3. Target→ Initiator (over W): M2 = {Initiator-address, Target-address, MAC}, 
where MAC is the message authentication code computed on (Initiator-address, 
Target-address) using key Ks. 

 
When the initiator receives M2 in step 3, it verifies that the first value matches its own 
address in network W and the received MAC is correct.  When successful, the two 
devices have secretly exchanged a session key Ks and their network addresses for 
their future communication.  Moreover, the initiator’s operator can be sure that she 
has set up a secure connection to the device at which she previously pointed her laser 
beam; any third party that had intercepted the laser beam would be so close to it as to 
be obvious to the human.   

By definition, the target device in this scenario is open, so an attacker would be at-
tempting to spoof the target device, or to obtain Ks to break the secrecy or integrity of 
communicated data; or it might try to deny service.  

Spoofing and breakages of secrecy and integrity are impossible: by assumption the 
laser beam is well collimated so an attacker cannot obtain Ks. An attacker can, how-
ever, shine a spurious laser beam on the target device to deny service. If two beams 
land at more or less the same time on the same target device, then they might collide 
in their data transmission (which is detectable using checksums for laser packets).  

On the other hand, if two users unwittingly shine their laser beams on the same tar-
get device together, then they can re-try if there is a collision; otherwise, they may 
concurrently access the target, as with any networked service.  

4.2   Protocols between Personal devices 

In this scenario, the goal is to associate two personal devices.  Each of two users has a 
personal device equipped as in the previous protocol.  Each personal device addition-
ally has a light sensor attached, like the light sensor attached to the infrastructure 
device in the previous protocol.  

The previous protocol validates a secure association to an infrastructure device for 
the human operator of a personal device. In personal-to-personal device association, 
both devices have human operators who require validation.  We give two protocols 
for exchanging a session key between the devices. 

The “Lights” Protocol 

In this protocol, each personal device also has an omni-directional light (not a laser 
light) that is bright enough to be seen by both users.  The first three steps of the proto-
col are identical to those of the “simple” protocol above. 

 

1. Initiator creates new session key Ks 
2. Initiator → Target (over L): M1 = Initiator-address, Ks 
3. Target → Initiator (over W): M2 = {Initiator-address, Target-address, MAC}, 

where MAC is the message authentication code computed on (Initiator-address, 
Target-address) using key Ks. 

4. Initiator (on receipt and verification of M2), blinks its light. 
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When the initiator receives M2, it verifies the message as in the simple protocol.  If 
successful, it starts blinking the light that is visible to the user of the target device. 

When the user of the initiator device sees the light blinking, she knows that the tar-
get device has received the secret key Ks.  Moreover, when the user of the target de-
vice sees the light blinking, she knows that the initiator satisfactorily received M2.  
She thus can infer that the target has associated with the initiator, if she is sure that the 
initiator’s user pointed the laser at the intended target.  

This protocol is identical to the simple protocol in its first three steps and so has 
similar resilience to attacks.  Since the attacker is unable to read the laser communica-
tion from the initiator, they do not know Ks and cannot forge the message needed to 
convince the initiator to turn on its light. 

The “Symmetric” Protocol 

There is some potential for confusion in the lights protocol if two concurrent runs 
occur between adjacent pairs of devices.  Can one target-device’s user be sure, on 
seeing a light blinking, that it was this device that initiated the association and not that 
one – which could also have shone its beam on the target at the same time? The fol-
lowing protocol enables us to associate two personal devices, without the potential 
ambiguity of the lights protocol but with more for the target device’s user to do.   

The initiator and target devices are both equipped with a laser and a sensor.  How-
ever, unlike the previous protocol, this protocol doesn’t require a blinking light. 

 

1. Initiator generates a random number R1 
2. Initiator → Target (over L): Initiator-address, R1 
3. Target generates another random number R2 
4. Target → Initiator (over L): Target-address, R2 
5. Initiator → Target  (over W): M1={R2}Ks, where Ks = hash(R1, R2), where 

hash() is a secure one-way hash function 
6. Target → Initiator (over W): M2={R1}Ks 

 

When the target receives message M1 in step 5, it decrypts the message using Ks and 
verifies that the decrypted value is equal to the value R2 it sent to the initiator in step 
4. If the verification is successful, it knows that the initiator has successfully received 
R2 and hence the association with the initiator is validated. Otherwise, the target 
aborts the protocol. Similarly, when the initiator receives M2 in step 6, it decrypts the 
message and verifies that the decrypted value is equal to R1. If the verification is 
successful, the initiator is assured of the association with the target. Otherwise, the 
initiator aborts the protocol. When both verifications are successful, the initiator and 
target devices have agreed upon a session key Ks shared only between themselves. In 
other words, they have set up a validated and secure association. 

By constructing the key Ks as hash(R1, R2), we make it difficult for either device 
to determine the session key in advance.  

“Multi-device” Protocols 

The preceding protocols can be adapted for setting up validated and secure associa-
tions among a group of personal devices, such as where a user aggregates visual and 
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audio rendering devices for a multimedia playing session, or where a group of users 
play a game together.  The goal is to transmit both a secret key and, to keep our de-
scription simple, a multicast address for the session along with that key. 

We support two trust models.  In the first, one of the devices in the group is identi-
fied as the leader for the purpose of setting up a secure association among the group. 
Choosing a leader is a social process rather than a technical one; any device can po-
tentially become the leader. The leader can then generate a new session key Ks for the 
group and run steps 2 – 4 in the lights protocol with every other device in the group.  
In the end, every device in the group will have Ks and a validated and secure associa-
tion has been set up among the group of devices, transitively through the leader.  In 
the symmetric protocol both devices contribute to the resulting session key Ks. To 
enable a leader to choose and distribute a session key for a group, we can modify the 
symmetric protocol by letting Ks = R1 in step 5. As a result, the initiator can be the 
leader of the group and run steps 2 to 6 with every other devices in group to distribute 
the session key Ks and hence set up a validated and secure association among the 
group. 

In the second trust model, a user may trust any user who already has the key – not 
just the leader.  One of the devices in the group is chosen (again, by a social protocol) 
as the initiator, and it constructs a key and distributes the key by the operation of 
either the lights protocol or the modified version of the symmetric protocol.  Thereaf-
ter, the same key can be distributed transitively through chains of users who acquire 
the key by the operation of the same protocol.  

5   Discussion 

We have described protocols for validating secure associations set up spontaneously 
between devices. The protocols enable nomadic users to securely associate their de-
vices without communication with third parties.  The users do so on the basis of dy-
namic judgements about the trustworthiness of individual devices in generally un-
trustworthy and unfamiliar environments. 

The protocols substitute physical evidence for conventional certification (digital 
signatures from a trusted third party).  The evidence derives from physically con-
strained communication channels [2], which in general are such that receipt of a mes-
sage sent over them implies some physical property of the sending and/or receiving 
principals.  Only that device could have sent a message to this device (in this case, 
over the laser beam).   

Other types of constrained channels exist, including ones constructed from ultra-
sound [11] or infrared signals.  But the laser-pointing protocol has the advantage of 
in-built precision and range.  It also provides highly visible feedback to the user about 
the associations she makes. 

It remains for us to implement our protocol.  Existing implementations of laser-
pointing devices on handheld devices such as Ringwald’s [12] show that lasers and 
photo-voltaic cells can be simply interfaced to the serial port. There are health and 
safety considerations, but Class 2 lasers, with a power output of less than 1 mW, are 
safe to view directly for short periods of time.  Our challenge is to evaluate the usabil-
ity of our mechanisms, and we intend to do so both for associating to an infrastructure 
device, and the game-playing scenario.   
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Abstract. Ubicomp environments impose tough constraints on networks, in-
cluding immediate communication, low energy consumption, minimal mainte-
nance and administration. With the AwareCon network, we address these chal-
lenges by prescribing an integrated architecture that differs from classical 
networking, as it features an awareness of the surrounding situation and con-
text. In various settings, where AwareCon was implemented on tiny battery 
driven devices, we show that applications and usability of devices benefit from 
this approach. 

1   Introduction 

Communication between (small) embedded computing and sensing devices is an 
integral facility in Ubiquitous Computing scenarios. It is often the case that existing 
communication technologies, such as wireless LANs, mobile phone networks, or 
standards for wireless personal area networks such as Bluetooth or IrDA, form the 
communications backbone of these scenarios. However, it is our experience that these 
networks lack a significant measure of situation adaptability and are optimized for 
particular settings, not necessarily representative of typical Ubicomp application 
scenarios. For example, WLAN has increased in popularity as a standard for data 
transfer in offices and homes, while Bluetooth and IrDA are convenient replacements 
for cables between devices in close range. However, Ubiquitous Computing settings 
are characterized by a greater variance in networking ranging from sparse communi-
cation out in the field, where devices may come together infrequently, to dense com-
munication environments consisting of possibly hundreds of devices in one room. 

In this paper we propose a communication system that is designed to adapt to vari-
ous settings by generating and using context and situational information for improv-
ing the overall system performance. In Ubicomp, context or sensor data is often used 
as input for applications, which run as a layer on top of a network stack like in 
TinyOS [1] and ContextCube [2]. Our design and implementation of an Aware-of-
Context (AwareCon) – network, shows how a network could benefit from intrinsic 
processing of context information rather than simply acting as its transport medium.  

Existing networks for small, embedded devices often emphasize particular (con-
text) implementation issues. For example, the Prototype Embedded Network (PEN) 
[4] provides advanced energy saving by using very simple and passive devices. Blue-
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tooth [5] and other standard bodies in the domain of ad-hoc networking (e.g. IEEE 
802.15 [6] (esp. TG2) and ZigBee [7]) currently have no built-in notion of context 
awareness in their protocol stacks. 

Today, the development of context aware systems such as Toolkit [8] and TEA 
[9], build on top of the communication subsystems rather than allowing a measure of 
integration. Our contribution with AwareCon functions as a bridge between situation 
aware systems and network design in Ubicomp. 

In Ubicomp settings, an assortment of devices works together to unobtrusively 
support the human through response to explicit human computer interaction, and, 
more significantly, rapidly changing context. We concur with other researchers (e.g. 
[10]) that unobtrusiveness is a core operational feature of many technical systems that 
are intended for background environmental augmentation. Further challenges include 
low power consumption (e.g. [11]), immediate communication between unknown 
devices, robustness and no system administration (e.g. challenges 2,3,6 for Ubicomp 
in homes from [12]). From our experience with systems and settings requiring non-
stop operation (e.g. MediaCup[13], AwareOffice [14] with several years of opera-
tion), we found frequent maintenance to be particularly inconvenient, and suggest 
that minimization of the maintenance effort is an essential and practical requirement 
for Ubicomp devices.   

2   Context and Situation Aware Networking 

Meeting the above challenges with strictly classical networking approaches has 
proven to be an arduous undertaking. We therefore claim that situation awareness is 
essential for Ubicomp devices and their communication, to meet acceptable perform-
ance efficiency. This concept underpins the AwareCon communication system. Each 
instance of the network (realized as small, mobile devices) must be able to produce, 
store and consume relevant information. 

In situation aware networking we use context to represent situations. The situation 
of an artefact (a mobile device) is a collection of context information that leads to 
adaptive decisions, including communications behavior. Context in Ubicomp settings 
is derived from environmental information, obtained from sensor data, and from 
meta-information of the application domain, generated by a context producer. Con-
text models like the one proposed by Dey, Abowd and Salber in [15], which focus on 
how to handle the “content” of the context, do not cope with its underlying structure. 
In contrast, we concentrated on the structural attributes of context and identified va-
lidity, relevance, reliability and context history as the most influential properties. 
They define the representation of context in AwareCon. Although AwareCon is im-
plemented as a complete network protocol stack, it has unique features for context 
aware communication. Context information is contained within the payload of com-
munications packets. Nevertheless, it is still possible to transport any other raw data 
on higher protocol layers. 
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Context is thus used in two ways in the proposed system: Firstly, context data for 
use by applications is encoded within the payload of communications packets. Sec-
ondly, situational context information used for network optimization is processed at 
separate component of the protocol stack.  

3   The AwareCon Network Stack Architecture 

The AwareCon protocol stack provides typical network features for coding, access 
and transport. The AwareCon protocol is divided into layers and components. This 
structural approach is a well-founded principle in network engineering. 

 

 

Fig. 1. AwareCon Protocol Architecture 

The basic architecture consists of 5 components (Figure 1). Four of the compo-
nents are traditional communication layers: the Radio Frequency Physical Layer (RF-
PHY), Link Layer (LL), and Application Convergence Layer (ACL), with a control 
module for remote administration and the Application Layer. In addition to the tradi-
tional network layers, we have introduced a component called the Internal Situation 
Store (ISIS), with accompanying Interpretation Stubs (IS) at each of the traditional 
layers. The ISIS is the core, facilitating component for context awareness as it holds 
all information relevant to the context-based enhancement of the communication and 
application. Contexts can originate from internal or external sources. Internal sources 
include functions that interpret status variables of the protocol stack or sensor values, 
whereas external sources are e.g. remote devices or service points that broadcast con-
text information. Data elements stored in the ISIS are clearly separated from the ac-
tual payload data that is transported for application purposes. 

In the style of the earlier identified attributes of context, we decided to implement 
the following 4 attributes for contexts stored in the ISIS: type of situation, value of 
situation, time stamp of last change and reliability of the value. The Interpretation 
Stubs are used to push situation data (context) of interest into the ISIS, and subse-
quently to interpret outbound data for the respective part of the system and provide an 
easy access interface. Theoretically, any context and situational information could be 
stored in the ISIS. At the current stage, the generation and storage of the following 
contexts are implemented:  
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- energy resources (battery level) 
- processor load (percentage of busy time) 
- link quality (bit error rate/packet error rate) 
- number of active devices 

 
These values are produced and consumed for improvement of the performance of 

the network stack and applications. In the next section, we take a closer look at three 
of the mentioned context values in the ISIS. We explain where they are generated and 
how the consumption of that information improves the network or application. 

4   Applications Based on AwareCon 

For some time now we have constructed various Ubiquitous Computing environ-
ments and applications, which have been intermittently running for several years. The 
AwareCon network is an outcome of collective findings and experience made with 
these settings. At the same time, we also use the settings as test-beds for evaluating 
the functional features of the AwareCon. AwareCon is implemented on TecO’s ge-
neric hardware platform (see Figure 2) designed and built during the Smart-Its project 
[16]. Smart-Its are very small computing, sensing and communication devices that are 
especially designed for post hoc augmentation of everyday objects. In the following 
sections we also refer to Smart-Its as artefacts. 
 

 

Fig. 2. TecO’s Smart-Its: A general sensing, computing and communication platform 

4.1   Energy Saving for AwareOffice 

Long-term operation of computerized artefacts is important on the Ubicomp agenda, 
as was mentioned at the beginning of this paper as one of the main network chal-
lenges. AwareCon exploits context awareness as a means of energy saving.  

The “chair appliance” in the AwareOffice scenario is a meeting room chair with a 
Smart-It device attached. These were our primary implementation and evaluation test 
beds for the power saving mechanisms. In this setting, two contexts stored in the ISIS 
inform the energy saving process: the number of active devices - a context produced 
in the network stack (RF Layer) and the remaining energy – a local sensor value 
available on each mobile device. The chair appliance interprets certain movements of 
a chair to resolve that someone is sitting or that the chair is being moved. The de-
tected status information is then communicated to other artefacts in the environment 
via the AwareCon network. The chair shows typical communication behavior for 
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electronic artefacts in Ubicomp: the communication is sparse, and unpredictable. The 
transmission of outbound packets results only from user interaction. 

Chairs – here as example of everyday objects equipped with electronics – are typi-
cally unsupervised and are seldom or never maintained, such that some consideration 
is necessary to achieve long-term operation of the electronics (reduce mean power 
consumption). Consequently, the major contributor to energy consumption was the 
communication. Without human interaction, the chair’s Smart-It is in sleep mode, 
consuming minimal power. Upon movement of the chair, the attached Smart-It starts 
its processor and communication, sends out a packet containing the actual movement 
state or pattern and returns to sleep mode. Running the processor and protocol stack 
consumes around 100 times more power than the sleep mode. Therefore it is a clear 
goal to minimize the “up time” of the chair’s Smart-It. The mean time for sending an 
outbound packet has a significant impact on the over all mean power consumption. 
The longer the send operation has to wait for channel access, the more energy has to 
be spent waiting with the processor and protocol stack running. An arbitration in the 
Link Layer resolves the distributed transmit inquiries. The mean delay time until a 
packet is transmitted depends on the number of active, continuously transmitting 
devices. In this circumstance, context awareness suggests a prioritization of only 
those artefacts (in this case the chair appliance) that are low on energy resources, to 
reduce the delay for sending of outbound packets. Assuming various types of arte-
facts in one scenario, only those with critical energy resources (e.g. depending on 
batteries) will invoke the mentioned energy saving mechanism. To control the colli-
sion rate, the knowledge of the number of active devices is necessary to adjust the 
arbitration for the channel access. 

With a mean of 1% power-up quota (99% sleep mode) for the chair’s Smart-It, 
around 100 days of operation can be achieved with a 500mAh battery. Giving the 
outbound packets of the chair a higher priority could easily shorten the mean delay 
for packet delivery by a factor of ten. This results in a longer lifetime of around 200 
days (ignoring the self discharge of the battery).  

A predictable lifetime of an artefact until replacement or recharge of batteries is 
another issue. As stated, the power consumption of the chair’s Smart-It depends 
strongly on the activity that takes place with the chair. This will result in different 
battery cycles due to different activities. However, for administration and mainte-
nance it’s important and helpful if no artefact ever runs out of energy before the pre-
dicted lifetime.  

Therefore, the network protocol stack can react according to the energy resources 
context of the ISIS. In a situation where Smart-Its are low on remaining energy re-
sources, they can reduce their transmit power to save energy and invoke a simple 
repeat request (flooding) of their packets to transport them further. While transmit-
ting, the transmit power is more than 50% of the whole power consumption of the 
artefact. Transmitting with minimum power and a 1% power-up quota can reduce the 
mean power consumption by 30%, implying 30% longer lifetime after starting the 
mechanism. In doing so, Smart-Its use energy of the surrounding devices – function-
ing as transmission repeaters - to equilibrate the energy consumption of artefacts in 
one area. 
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4.2   Number of Active Devices: Application Triggering 

Some applications depend on partner devices in a certain area. The absence of these 
partner devices would shut down the applications. RELATE, a 2D surface location 
system for tangible objects [17], is one example built by us using Smart-Its as com-
munication technology. RELATE enables the distributed localization of objects e.g. 
on a white board with no infrastructure, and is therefore an excellent Ubicomp exam-
ple scenario. 

The ISIS value number of active devices (produced in the RF Layer) is used to de-
termine if possible partners are around. The RELATE technology uses infrared sig-
nals to determine location. The scanning and localization of objects requires certain 
effort in computation and energy. Therefore, it is essential to avoid invoking the loca-
tion mechanisms when no partner devices are around.  

With the knowledge of the number of active devices, it is further possible to influ-
ence the update rates of the localization algorithm. This is of special interest for 
RELATE because the human interaction with objects carrying RELATE functionality 
should be supported and enabled in real time, which makes scaling and update rates 
critical issues.  

4.3   Computation Time Prediction for Context-as-a-Key 

Small embedded devices like Smart-Its and Smart Dust [3] are often single processor 
solutions. This reduces the complexity and the energy consumption, and simplifies 
the development process in the research stage. Computation time spent for the net-
working on such a single processor design can consume a substantial part of the over-
all available computation time. This may lead to conflicts with certain application 
tasks - e.g. digital signal processing - that are also in need of great amounts of proc-
essing power. In real time applications computation has to be finished after a certain 
time frame. With high network activity, this real time behavior might not be reached. 

The AwareCon stack provides the context processor load. This information – pro-
duced in the RF layer – can be used by the application to control its own run time 
behavior. Context-as-a-Key [18], a security service for mobile devices, provides an 
encrypted communication based on symmetric keys generated from a common con-
text. Devices in close range use synchronously sampled audio data from their envi-
ronment to generate these keys. The key generation and encryption – running on one 
processor with the network stack - demands high computation effort. Depending on 
the known processor load, the security service is able to predict its response time in 
advance and the application can calculate the possible frequency of secure communi-
cation. This enables adaptive behavior of time critical applications.  

5   Needed Technical Characteristics of the AwareCon Stack  

As shown in the above applications, it is necessary to produce certain context values 
to implement the context awareness of the network system. These values must be 
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generated reliably and fast. The context awareness seriously depends on the perform-
ance of the production of the necessary contexts. AwareCon provides certain features 
to generate several contexts quickly and dependably. For effective situation aware 
communication, we summarize and amend necessary properties and features that are 
implemented in the AwareCon system (especially the protocol stack) on Smart-Its: 

 
- Decentralized and cellular architecture and media access 
- Ad-hoc behavior and spontaneous book-in into a network  
- Real time communication and synchronization 
- Predictable processor load due to the network stack 
- Low power consumption 
- Small package  
- Easy (no) administration and maintenance  

  
The network protocol stack addresses the typical requirements for an Ubicomp set-

ting by providing real ad-hoc link establishment (typical 12ms), low power consump-
tion (<10mA), various energy saving mechanisms, permanent synchronization (4us 
between any pair of nodes), distributed access control with predictable and adjustable 
collision rate, error control, over the-air configuration and programming, and address-
ing, yet also anonymity. Including these features, the fixed slotted AwareCon proto-
col achieves a data-rate of 48kBit/s in the 868Mhz band.  

6   Conclusion 

The features and functionalities explained position AwareCon as an example of a 
network architecture appropriate for typical Ubicomp scenarios. It uses situation 
aware communication in order to address earlier identified challenges and also en-
ables applications to gain from the situation awareness. The examples in the previous 
sections showed how energy saving and application control during run time is possi-
ble with an underlying subsystem that generates context awareness. The selected 
values stored in the ISIS were influenced by the application and the effort to imple-
ment. These are therefore not the extent of selectable attributes and require some 
further assessment. Further context values in the ISIS and new ways to produce and 
consume them are necessary. The ISIS is meant to be a design initiative, advancing 
the beneficial influence of situation awareness on applications and their supporting 
infrastructure (hardware, networks etc.).  Context aware applications can use the ISIS 
in order to maximize performance potential. With the AwareCon architecture, context 
information is available for any component of the system and opens a new play-
ground for adaptive algorithms and applications. 
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Abstract. As low-level architectural support for context-aware comput-
ing matures, we are ready to explore more general and powerful means of
accessing context data. Information required by a context-aware appli-
cation may be partitioned by any number of physical, organizational, or
privacy boundaries. This suggests the need for mechanisms by which ap-
plications can issue context-sensitive queries without having to explicitly
manage the complex storage layout and access policies of the underlying
data. To address this need, we have developed liquid, a prototype query
service that supports distributed, continuous query processing of context
data. This paper articulates the current need for such systems, describes
the design of the liquid system, and presents both a room-awareness ap-
plication and notification service demonstrating its functionality.

1 Introduction

One important aspect of the evolving ubiquitous computing vision is the develop-
ment of context-aware computing [11], in which sensor networks and other data
sources are leveraged to provide computing systems with an increased awareness
of a user’s physical and social environment. Sensed and inferred context data
can then be exploited to provide enhanced computing services [5].

Until recently, most technical work on context-aware computing has focused
on low-level architectural support [5,9,14], and has been primarily concerned
with the acquisition and storage of context data. For example, in Dey et al.’s
Context Toolkit (CTK), context widgets are associated with sensors and used
to collect and aggregate sensed data [5]. Client applications can then subscribe
to these widgets over the network to access and monitor context data. Hong’s
Context Fabric (Confab) [9] provides the abstraction of information spaces (in-
fospaces), logical storage units using the tuple space paradigm [6] that serve as
context repositories for individual entities in an environment (e.g., people, loca-
tions, and objects). Similar to the CTK, Confab users can set up subscriptions
to specific infospaces to monitor changes in context data (e.g., subscribing to a
room infospace to monitor its current occupants).

Although this work greatly supports the acquisition and organization of con-
text, the means of monitoring context can be much improved. Unfortunately,
the nature of context data provides some inherent challenges to achieving this.
First, we expect context data to be distributed—organized by a number of log-
ical and physical separations, including organizational and privacy boundaries.
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Second, context is dynamic—objects are moved around, people walk in and out
of rooms, temperatures fluctuate, and activities begin and end.

Consider a scenario in which a student is busy working on a paper and
needs urgent feedback from their advisor. The student could use a context-aware
notification service to raise an alert when their advisor is in the same building
and interruptible [10]. Supporting such applications requires systems capable
of monitoring and dynamically re-routing connections to reflect changes in the
physical world.

Existing context-aware architectures support these requirements, providing
distributed storage and subscription services for context data, but they still place
an unnecessary burden on context-aware application developers. Using current
architectures, the previous notification scenario would require an application to
manage a host of subscriptions to remote repositories, maintain multiple network
connections, and perform all intermediate data processing. Duplicating this level
of work for all desired context-aware applications is simply unacceptable. Those
systems that do attempt to simplify context access, namely the CTK’s Situation
Abstraction [5], do so at the cost of centralizing all related context data, limiting
scalability. What is needed are general, adaptive, and decentralized infrastruc-
ture services that both scale to wide-level deployment and simplify application
design. As a result, we believe a distributed query service for context data is the
logical next step for context-aware infrastructures.

Many of the technologies needed for creating such a service have been well
investigated in the database literature. Distributed databases (e.g., [15,16]) sup-
port the separation of data across multiple nodes in a network. Recent work in
streaming databases [2,3,4,13] breaks the relatively static model of traditional
systems, viewing data as a (possibly infinite) sequence of items, and can thus
monitor data that changes over time. Finally, semi-structured databases (e.g.,
[12]) illustrate techniques for dealing with data of varying and dynamic struc-
ture. Although each of these individual areas have been well researched, the
needs of context-aware systems lie in their intersection, which unfortunately has
yet to be fully realized in the database community.

To address these needs, we built liquid, a query service that supports context-
aware applications. Building on emerging work in the field of streaming data-
bases, liquid supports distributed, decentralized query processing over continu-
ously changing context data, stringing queries across various context repositories,
re-routing queries as changing context dictates, and providing streaming results
back to query issuers. liquid not only collects results from distributed context
repositories, but distributes the actual processing of the query across the net-
work, decentralizing query processing and improving scalability. As such, liquid
helps to fill a current void in the design space of both database systems and
context-aware computing infrastructures.
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2 liquid Design and Implementation

The liquid query service is built atop an existing context-aware storage infras-
tructure, the Context Fabric (Confab) [9]. In this section we describe the design
of Confab as relevant to liquid, and present the design of liquid itself.

2.1 Context Fabric

The Context Fabric is a distributed context-aware infrastructure with services
to support the acquisition and retrieval of context data. Using Confab, peo-
ple, places and things (entities) are assigned network-addressable logical storage
units called Information Spaces (infospaces) that store context data. Sources of
context data, such as sensor networks, can populate infospaces to make their
data available for use and retrieval. Applications retrieve and manipulate infos-
pace data to accomplish context-aware tasks. Infospaces provide an abstraction
with which to model and control access to context data. Infospaces can be both
distributed across a network or managed on a centralized server. We expect
some combination of both to be typical of a Confab deployment. Confab is im-
plemented in Java, using HTTP for network communication.

The basic unit of storage in an infospace is the context tuple (tuple). Tuples
may contain arbitrary data, including descriptions of other entities related to
the original, containing infospace. Elements common to all tuples are type, a
textual name describing the relationship of a tuple to the containing infospace’s
entity; one or more values, each identified by name; and an optional entity-
link denoting the address of an infospace for an entity described by the tuple.
Such tuples’ entity-link elements refer to the infospace of the other entity. For
instance, the infospace for a specific room may contain numerous tuples of type
’occupant’, each with values denoting a name and email of an occupant of the
room and an entity-link referring to the infospace that hold tuples on behalf of
that occupant. Context tuples are represented externally as XML documents,
and are the basic data unit processed by liquid queries.

2.2 liquid

liquid is a query processing service, implemented in Java, that deploys on top of
the Context Fabric. The processing of a liquid query involves receipt of the query
over the network, translation of the received query into a query plan, execution
of that plan (including, if necessary, the dispatch of sub-queries to remote query
processing units), and the return of any results to the query issuer. Both queries
and query results are represented in XML and communicated over HTTP.

A core concept of liquid is the entity type path, which is illustrated in Figure
1. A type path specifies a tuple to be retrieved at the end of a sequence of
infospaces, each infospace being specified by its type relation to the infospace
prior in the sequence. For example, to get the occupants of the room you’re
currently in, the entity type path of this data, relative to your own personal
infospace, would be “location.occupant”. This scheme, similar in spirit to type
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Fig. 1. The evaluation of an entity type path relative to a root infospace. This path
returns the specific locations of people in the same building as the query issuer.

paths used in semi-structured databases like [12], specifies data across a logically
separate and possibly distributed set of storage repositories.

liquid queries are issued in a declarative format (currently in XML) which
specifies the tuples to be retrieved as a set of type paths. This format organizes
the query into partitions that can be serviced at individual infospaces. For in-
stance, a query retrieval path of “location.occupant.age”, designed to retrieve
the ages of people in the same room as the query issuer, would be split into 3
partitions: one retrieving “age” tuples, which is contained within another parti-
tion retrieving “occupant.age” tuples, which is in turn contained in a partition
retrieving “location.occupant.age” tuples. Each partition can also contain con-
ditions that tuples in the retrieval path must satisfy. When queries are received
by a liquid node, the system determines which partition must be executed lo-
cally, and uses it to generate a query plan. A query plan is a structured tree
of operators that perform query processing and partition forwarding to remote
infospaces. liquid operators use the standard iterator model of query processing.
Interested readers are referred to [7] for an introduction to these concepts.

Query execution consists of the management and evaluation of the generated
query plans. Queries are first registered with the query execution manager, which
holds a registry of live queries and oversees query scheduling. Upon receiving a
query, the execution manager associates the query with its own executor, an ob-
ject which oversees the evaluation of a single query, requesting new results from
the query operator tree and returning them to the query issuer. The executor
returns results to an issuer through a callback provided by liquid’s network com-
munication layer. Our current implementation uses a single-thread of execution
per query, which the execution manager oversees using a thread pool.

The basic unit of query processing passed between operators is the result item.
The result item is a time-stamped collection of context tuples, each indexed by
their entity type path. Result items also maintain a status flag that indicates
if an item has been inserted, deleted, updated, exited, or expired. Inserted or



144 Jeffrey Heer et al.

Fig. 2. An example liquid query operator tree. Dotted arrows indicate remote queries.

deleted items have either been added or removed from the scope of the query
(e.g., a person walks into a monitored room, and then walks out). Updated and
exited items are those whose content has been updated, either in such a way
that the item still meets the query conditions (updated) or that it no longer does
(exited). Finally, expired items are those that the system can no longer track
due to bounded resources (see the discussion on windows below).

2.3 Operators and Windows

Currently, liquid supports the traditional database operators of selection (σ),
projection (π), and joins (�). We also introduce two new operators specific to
liquid: local (λ) operators, which are responsible for interfacing to a local in-
fospace, and external (χ) operators, which are responsible for managing and
dispatching remote sub-queries to other liquid nodes. The operator tree also fea-
tures windows, caches which keep a history of tuples while maintaining bounded
operator state. Figure 2 shows an example of an actual liquid operator tree.

Windows provide operator state within bounded resources, akin to synopses
in [13] and state modules (SteMs) in [2]. liquid windows support result item
insertion and removal, item searching, and automatic item eviction. Windows
issue callbacks to their associated operators to inform them of eviction events.
This functionality is used to keep query issuers apprised of which results are
being actively monitored and which have expired.

liquid employs a number of operators to service queries. Local (λ) operators
are responsible for retrieving context data from underlying infospaces. The λ
operator monitors the local infospace for tuple insertions, deletions, and updates.
A λ operator also maintains a window to keep a history of retrieved tuples,
primarily to handle exited tuples. Items evicted from the window are flagged as
expired and added to the queue of items to be passed up the operator tree.
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External (χ) operators retrieve data from remote infospaces by querying
other liquid nodes. Result items are pulled from a child operator, and the entity-
links of these items are used to issue queries to liquid instances at other infos-
paces. The query results are then streamed back, enqueued into the χ operator
through a callback from the network layer. The operator keeps a registry of run-
ning queries, indexed by the result item that spawned it. Updated items arriving
from the child operator may cause running queries to be canceled and then re-
issued as necessary. Deleted, exited, and expired items cause the corresponding
queries to be canceled. Accordingly, χ operators maintain their own window,
allowing the results from canceled queries to be effectively “recalled” by passing
the proper deleted, exited, or expired items up the tree.

Selection (σ) operators filter items based on a given condition, while projec-
tion operators (π) collapse results items by removing unnecessary context tuples.
These operators are stateless and hence quite easy to implement. Join (�) oper-
ators evaluate two incoming streams and merge the contents of two result items
if they meet a specified condition. Each stream has an associated window, over
which the join is computed using a variant of the block-ripple join [8]. Join oper-
ators have also been designed to carefully manage the cases when deleted, exited,
and expired items must be propagated up the operator tree. This results in the
desirable property that query issuers are guaranteed to be notified whenever a
result item goes “stale”.

3 Applications

As a first evaluation of the liquid system and its impact on context-aware applica-
tion design, we’ve built a simulation system and two applications showcasing the
system’s functionality. We are in the process of setting up instrumented spaces
in which to explore real-world context-aware scenarios, but in the meantime we
have built a location simulator to support system testing and application design.
The system provides a complete model of our building on our campus, and repre-
sents any number of people and objects located within the building. The system
allows users to simulate movement of people and objects through a web-based
interface (Figure 3), or can be programmed to automatically simulate activity.
The simulator is a surrogate for an underlying sensing infrastructure, populating
and updating infospaces as simulated context changes over time.

3.1 Application 1: Co-occupant Awareness

We built the first application to provide augmented awareness within a room or
space. For a given person, the application provides the e-mails and webpages (if
available and allowed by privacy policies) for all people currently in the same
room as the query issuer. As people enter and exit the room, this result is
automatically updated, and as the query issuer moves from place to place, the
query is automatically re-routed to the correct infospace for the new location.
This application showcases liquid’s ability to both handle distributed data (i.e.,
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Fig. 3. Application screenshots of the location simulator (left), the room awareness
application (center), and the notification service interface (right).

across infospaces for both people and locations) and respond to the dynamic
nature of context. The user interface for this application is shown in Figure 3.

3.2 Application 2: Notification Service

Next, we built a context-aware notification service, in the spirit of CybreMinder
[5], that allows the user to specify conditions of which they would like to be
notified. This specification is performed using the interface in Figure 3, which
currently shows a running query for the “advisor hunting” scenario mentioned
in the introduction. The application issues user-provided queries and provides
notification to the user as query results arrive. The processing of the notification
conditions is completely provided by the liquid infrastructure (e.g., by comput-
ing joins), leaving the application developer responsible only for generating the
appropriate queries and displaying the results. The evaluation of these queries
is dispersed throughout the infrastructure, supporting scalability and reuse of
computation through both caching and sub-plan sharing.

4 Future Work and Conclusion

Despite the success of our system, there is still much work to be done. First,
our modeling scheme of context data is preliminary. We are in the process of
determining the right balance between simplicity and expressive power in how
context-aware architectures model the surrounding world. Next, a more natural
query language is needed to further simplify the burden of application design-
ers. Privacy issues with context data are also a serious concern. While access
control is handled by the underlying Context Fabric, liquid will need to consider
authentication and encryption in the evaluation of queries. Another major area
is optimization and evaluation, including query scheduling and parallelism, sub-
plan sharing, window size adjustments [13], and dynamic operator optimization
[1,2]. An important benefit of incorporating query processing into context-aware
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computing systems is the potential for improved efficiency of the infrastructure,
allowing informed resource management and avoiding replicated work. It is our
hope that by identifying these system needs, the ubicomp and database fields
might inform each other, providing both new challenges and application domains
for database researchers and new systems and techniques for the designers of
ubiquitous computing environments.

In conclusion, this paper presented liquid, a continuous query processing en-
gine for supporting context-aware applications. To this aim, liquid supports per-
sistent, streaming queries over distributed data repositories, and dynamic query
re-routing in response to changing context. Current context-aware computing
architectures do not efficiently support these services, often relying on context-
aware application designers to implement them on their own. liquid hopes to
simplify and enhance the creation of context-aware applications by moving these
services into the available infrastructure.
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Abstract. Context-aware computing promises a smooth interaction be-
tween humans and technology but few studies have been conducted with
regards to how autonomously an application should perform. After defin-
ing three levels of interactivity between a mobile computing device and
its user: personalization, passive context-awareness and active context-
awareness, we test which approach will limit users’ perceived sense of
control. We also investigate users’ preferences for the three approaches.
We conducted an experimental case study, using mobile phone applica-
tions to exemplify the three levels of interactivity. Our study shows that
users feel less in control when using either passive or active context-aware
applications than when personalizing their own applications. Despite this
we also find that context-aware applications are preferred over the per-
sonalization oriented ones. We conclude that people are willing to give
up partial control if the reward in usefulness is great enough.

1 Introduction

While context-aware computing aims to facilitate a smooth interaction between
humans and technology, few studies of how users perceive context-aware in-
teraction have been performed. Most research focuses on the development of
technologies for context-awareness as well as the design of context-aware appli-
cations. Example applications are numerous and the level of interactivity within
these varies greatly, ranging from letting the user manually define parameters on
how an application should behave, to automatically providing the user with ser-
vices and information that the developer finds relevant. Here we present a study
whose goal is to examine users’ sense of control and their preference to interac-
tivity level. Because mobile telephony is the most widely employed ubiquitous
computing device, we are using this as an example of context-aware computing.

We define context-aware computing as ‘an application’s ability to detect and
react to environment variables’ [1]. Here we define three levels of interactivity for
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context-aware applications: personalization, passive context-awareness and ac-
tive context-awareness. Personalization is where applications let the user specify
his own settings for how the application should behave in a given situation; pas-
sive context-awareness presents updated context or sensor information to the
user but lets the user decide how to change the application behavior, where ac-
tive context-awareness autonomously changes the application behavior according
to the sensed information [3]. Drawing on the three types of interaction, it is our
belief that users feel a loss of control when using passive or active context-aware
applications but not when they personalize their mobile device, and prefer per-
sonalization despite the higher interaction cost.

We present a case study that analyzes users’ attitudes towards each of the
three levels of interactivity. Focusing on early stage analysis, we evaluate the
services before actually implementing them; with this, we hope to gain insight
into users’ reactions and use-level as early in the development process as pos-
sible. We assign each participant with a specific level of interactivity and trace
their user habits for five consecutive days, in order to understand their potential
use habits and preferences. It is our goal to obtain results that will guide the
development of future context-aware services in having an appropriate level of
interactivity.

Our study found that users’ sense of control decreases when autonomy of the
service increases, as suggested by previous research [4]. We believed that per-
sonalization would be preferred and would be more accepted than both passive
and active context-awareness, however, the results of our study do not support
this. Instead we find that people prefer context-aware applications over person-
alization oriented ones.

In this paper we first discuss the three levels of interactivity and review
relevant literature. Second we present the method used in our case study. Third,
we report the results and fourth we provide a discussion of the findings. Finally,
we conclude and provide suggestions for further research.

2 Three Levels of Interactivity

In this section we review related work and although we define three levels of
interactivity, we review active and passive context-awareness levels together.
They are closely related and, unlike personalization, are both based on sensor
information.

2.1 Personalization

Personalization, sometimes also referred to as customization and tailoring, is a
common feature of computing applications.Personalization of desktop applica-
tions is a widely researched area [7,8,10]. Researchers argue that the diversity and
dynamics of applications call for an increased level of tailoring in software, and
that this emphasis on customized functionality will add to the the user experi-
ence and smoothness of interaction [10]. Limiting the scope to mobile computing,
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it is exemplified by the settings in a mobile phone, defining the user’s preference
for background picture and ringing profiles. One interesting finding is that, even
though many desktop applications, as well as larger websites, offer personal tai-
loring, the majority of users use the default setting or change a small subset of
the possible features [6].

No studies focus directly on personalization within mobile computing. Some
studies approach the subject with respect to users’ personal attachment to their
mobile phone [11], but no study has looked into users’ preferences or perception of
tailoring their handheld device. However, because mobile devices are inherently
personal, it is likely that these users, in particular, will enjoy the advantages
since the tailoring will not affect other users.

2.2 Active and Passive Context-Awareness

Since the notion of context-aware computing was introduced by Schilit et al. in
1994 [9], several definitions have been offered, often describing different levels of
interactivity. Cheverst et al. for example, investigate whether information should
be pushed towards the user or the user should be left to pull the information
on his own in context-aware systems [4], whereas other researchers consider only
push based applications to be context-aware [5]. In this study we draw on Chen
and Kotz’s definition of active and passive context-awareness [3]. Active context-
awareness describes applications that, on the basis of sensor data, change their
content autonomously, where passive context-aware applications merely present
the updated context to the user and let the user specify how the application
should change, if at all. A simple example of an active context-aware application
is the mobile phone that changes its time automatically when the phone enters
a new time zone. In the corresponding passive context-aware application, the
mobile phone prompts the user with information about the time zone change
and lets the user choose whether the time should be updated or not.

While many researchers differentiate between the levels of interactivity, they
rarely agree on where to separate them. Cheverst et al.’s ‘push’ approach is
described in the same terms as our definition of passive context-awareness,
while their pull approach falls in a category between personalization and pas-
sive context-awareness [4]. Another distinction is provided by Brown and Jones,
who define the levels of ‘interactive’ and ‘proactive’ [2]. Interactive applica-
tions cover our definitions of both personalization and passive context-awareness
where proactive is defined almost identically to active context-awareness. None
of this research however, considers the difference in users’ perception of the dif-
ferent levels. The three levels of interactivity presented here serve as the basis
for our case study, which we will describe in the next section.

3 Case Study

Our study is conducted as an experimental case study comparing users’ responses
towards applications, representing our three levels of interactivity. It is based on
a five-day fill-in diary, which are supplemented with qualitative interviews with
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Table 1. The three levels of services presented to participants.

Service Personalization
Passive Context-
Awareness

Active Context-
Awareness

A: Private
ringing
profiles

Different ringing
profiles that are set
manually

The phone prompts
the user to adjust
the profile when
sensing it is in a
meeting or class

The phone auto-
matically changes
profile when sens-
ing the user is at a
meeting or in class

B: Public
ringing
profiles

Different ringing
profiles that are set
manually

The phone prompts
the user to adjust
the profile when
sensing it is in a
movie theater or at
a restaurant

The phone auto-
matically changes
profile when sens-
ing the user is at a
movie theater or at
a restaurant

C: Lunch
service

Manual search for
appropriate lunch
place

Single alert around
noon for lunch place
according to users’
preferences

Alerts the user
when passing by a
lunch place of rele-
vance and suggests
places at noon

D: Class
slides

Manual search to
see if class slides are
available online

If signed up, the
phone alerts user of
available slides for
class

Automatic alert ev-
ery time the teacher
updates class slide
website

E: Location
tracking

Manually location
tracking of prede-
fined friends

Locations tracking
of friends and set-
ting to alert when
they are within a
certain range

Location detection
of friends that
alerts when they
are within 300 feet
of user

F: Activity
tracking

Display of potential
call-receiver’s so-
cial situation (e.g.
meeting, home,
out)

In a new context,
the phone prompts
the user to display
the user’s situation
to possible callers

Automatic switch
to display of social
situation when
entering a new
context

a subset of the participants. By studying participants’ reactions and attitudes
towards context-aware applications, it is our goal to obtain results that will guide
the development of future context-aware services in having an appropriate level
of interactivity.

3.1 Research Method

The study is designed as a between-subjects study, where each participant is
assigned to a group within one of the three levels of interactivity. Because it was
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Table 2. General participant demographics.

N=23 Personalization
Passive Context-
Awareness

Active Context-
Awareness

N 8 8 7

Average age 23.7 22.9 25

Average mobile
phone ownership 2.2 years 2.6 years 2.7 years

Average user
level (a scale
from 1–6)

3.1 3.8 3.4

not possible to implement all the services within each interaction level, we intro-
duced participants to new services that they were to ‘pretend’ were available on
their mobile phones. The applications are described in table 1. At the end of each
day (for 5 days), the 23 participants filled in a journal of how many times they
would have used the services and to what degree they thought the services would
have been useful. The services’ usefulness and level of intrusion were evaluated
on a scale from 1-5 and the journal form left room for additional comments.
To supplement the journal, qualitative interviews were conducted with 6 of the
participants to elaborate on their reactions to the interactive services and their
overall perception of context-awareness within mobile computing.

Six different services were proposed and each was described in terms of per-
sonalization, passive context-awareness as well as active context-awareness. The
participants were presented with services that belonged to one level of interac-
tivity and not informed that there were different groups. The journals were filled
out over the same 5-day period.

3.2 Participants

23 participants were selected using the criteria that they should have a mobile
phone and use it frequently, at least three times a day on average. Both students
and non-students were recruited with an age range from 19 to 35 and average
age being 23.7. 10 out of the 23 were students and their mobile phone ownership
ranged between 1/2 and 6 years, with an average of 2.5 years. The participants
were randomly assigned to the groups, resulting in a slight difference in average
age and use level among the groups. However, the values are fairly close and this
difference is therefore not considered in our analysis; see details of each group
in table 2. We now present the findings of the case study and conclude on the
participants’ sense of control and preferences.
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4 Perception of Control

Our hypothesis that people felt less in control when using context-aware services,
than when personalizing applications, was found to be true. Users’ perception of
control was measured in three ways. First, the participants were asked directly
if they felt a loss of control over their mobile phone when ‘using’ the services;
second each of the services were evaluated according to this perception at the
end of each day, and finally the interviews were analyzed.

From the direct questions we found a correlation between the given level of
interactivity and the participants perception of control of -0.26, meaning that
the more autonomous the service is, the less users felt in control. This is not sta-
tistically significant at the .025 level. However, when considering the two levels of
context-awareness as one category, the correlation is -0.31, which is statistically
significant at the level of .025. When evaluating each of the services in relation to
sense of control, the participants’ results indicate that the personalization group
felt more in control than both other groups of context-awareness for services A,
B and D, but the opposite was true for service E. The latter result is perhaps
due to the rather controversial nature of tracking the user’s location; it does
not matter if display of location information can be controlled, since for some
people it is an uncomfortable feature. The last two services did not show any
difference in perception of control. Finally the interviews indicated that most of
the participants feel they have control of their mobile phone with their currently
available personalization-based applications, but several of them worried about
this control when they were introduced to context-aware features.

5 Preference for Active and Passive Context-Awareness

We found that preference for interactivity level actually contradicted our initial
hypothesis. Participants preferred active context-awareness and passive context-
awareness over personalization.

The preference for different levels of interactivity was measured in two ways.
First each of the services was assessed according to how many times the partic-
ipant would have used it on a specific day, and, second, the participants were
asked to rate the services for their usefulness.

We found an unexpected statistically significant correlation between the lev-
els of interactivity and use for two of the services (B with a correlation of 0.29 and
E with a correlation of 0.31, both significant at the .025 level), meaning that the
higher level of interaction resulted in higher level of preference. Personalization-
based services were used the least, whereas active context-aware services were
used much more. Service F on the other hand had a statistically significant
correlation of -0.32 (significant at the .025 level); the most popular version of
this sevice was the personalization oriented and the least preferred was the active
context-aware one. The rest of the services did not show any correlation between
preference for interactivity level at all.

An interesting result is that preference for interaction level did not vary across
individuals, but varied across service. Hence, some services were very popular
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(A, B, E), where other services were regarded as fairly irrelevant(service D 1 and
F), meaning that they were used rarely, and overall were too intrusive (service
C). As a general finding the active context-awareness approach was preferred.
Even when taking into account the fact that some participants are high level
users, defined as 7 calls a day or more, and some are low level users, defined as 4
calls a day or less, the finding that active context-awareness is slightly preferred
is still consistent.

Although some of the results were not what we expected, they provide inter-
esting insight into users’ perception of control and preference for interactivity
levels, which we will elaborate on in the discussion.

6 Discussion

The finding that participants felt they had less control in the context-aware
groups but still preferred the context-aware approaches, might at first seem
contradictory. However, it should be considered that owning a mobile phone in
itself constitutes some lack of control since the user can be reached anywhere at
anytime; the user might have less control, but are aware that this is the cost of
becoming more interactive and in achieving a smoother everyday experience.

Although our study results provide support for highly interactive applications
for mobile computing, by indicating that people would use them to a fairly high
degree, the applications should still be developed with caution. The incurred
cost due to loss of control can result in users turning off a service. While the
participants initially liked many of the active context-aware services, they might
become frustrated by their perceived lack of control and eventually turn the
service off.

Lastly it should be noted that even though participants were ‘equipped’ with
a highly interactive mobile phone for the duration of the study, imaginary ap-
proaches like this are not always sufficient to tell if users would actually behave
as they self-reported. One commonly observed factor is that even though po-
tential users may disregard a technology a priori, they may adopt it anyway for
various reasons. Examples include text messages over the phone where reasons
to adopt this communication form can be peer pressure or change of attitude
due to a realization of the value it provides.

7 Conclusions and Further Work

In this study, we have examined peoples’ sense of control and preference for
three levels of interactivity within mobile computing. The study shows that
participants feel a lack of control when using the more autonomous interactivity
approaches but that they still prefer active and passive context-aware features
over personalization oriented applications in most cases. Our conclusion is that
1 The results from the class slide service were adjusted to account for the participants

who are not students.
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users are willing to accept a large degree of autonomy from applications as long
as the application’s usefulness is greater than the cost of limited control.

Because our study is a theoretical evaluation of three levels of interactivity,
the logical next step is to develop actual context-aware and personalization ori-
ented services. They should be user tested for the same parameters as this study
and compared to how people rated the virtual services. To complement our di-
ary and interviews, observational methods should be used to more accurately
determine how users handle highly interactive applications. Finally, it should be
noted that for rigor, future studies should account for participants’ mobile phone
experience and use level.
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Abstract. Three tools for acquiring data about people, their behav-
ior, and their use of technology in natural settings are described: (1) a
context-aware experience sampling tool, (2) a ubiquitous sensing system
that detects environmental changes, and (3) an image-based experience
sampling system. We discuss how these tools provide researchers with a
flexible toolkit for collecting data on activity in homes and workplaces,
particularly when used in combination. We outline several ongoing stud-
ies to illustrate the versatility of these tools. Two of the tools are cur-
rently available to other researchers to use.

1 Introduction

Products developed and tested in laboratories often fail when introduced into
natural settings such as homes and workplaces. Human behavior in these natural
settings is strongly tailored to the settings themselves and to the behavior of the
people nearby. Differences between expectations of how people will behave and
how they actually do behave in the complexity of real settings contribute to
product failures. Developers often make erroneous assumptions about the need
for, use of, and reaction to new technologies.

Ubiquitous computing technologies are more intimately tied to their envi-
ronments and the people within those environments than desktop applications.
Therefore, these ubicomp applications must respect, detect, and respond to the
interaction between the person and the natural setting. The common desktop
model of software evaluation with usability labs will fail to capture the influence
of setting on behavior. Simulation of realistic natural behavior in the laboratory
is difficult, because to do so requires reconstructing the environments themselves.

Ubicomp developers, therefore, face a challenge: how can models of behavior
in natural environments be obtained? Once applications are created, how can
they be evaluated in situ and over long stretches of time? Effective development
and deployment of persistent, context-aware interfaces will require tools and
strategies for using those tools that can help researchers establish good answers
to such questions. Longitudinal study of interface use in natural settings is par-
ticularly challenging. Today, many ubicomp interfaces are proposed that would
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run for months or years at a time when deployed. Yet these systems are typically
only tested for hours at a time in labs. Both the impact of the environment and
the impact of time on the behavior of the users of these applications must be
considered.

In this paper we describe three tools we have created, each in different stages
of development. The first tool, context-aware experience sampling, extends elec-
tronic experience sampling to include a set of sensors that both collect data and
proactively trigger data collection. The second tool is a data collection system
of small, simple state-change sensors that can be quickly installed throughout
nearly any environment to collect information about patterns of activity. These
two tools, both of which are available to the research community, are most pow-
erful when used in combination. We describe how we are deploying them in mul-
tiple studies to gather data on activity in natural settings. Finally, we describe
a laboratory prototype of a third tool that further extends the observational
capabilities of researchers and developers: image-based experience sampling.

2 Studying People in Natural Settings

Developing meaningful ubiquitous computing applications should begin with a
thorough understanding of how people behave in their environments, how they
perform the tasks to be undertaken, and how this behavior may be influenced
by the introduction of new technologies. In short, first we must understand the
behavior of people and then develop the technology. For instance, despite little
evidence that non-gadget-oriented consumers want or need automated home
lighting and HVAC control or remote control of appliances, many popular visions
of ubiquitous computing technology advocate the use of complex sensing to
achieve these goals (e.g. [22,8]). Often, proposed applications would strip control
from end users and “simplify” life by acting as autonomous, controlling agents.
Many demonstration applications are built upon unrealistic assumptions about
user tolerance for applications that make erroneous control decisions.

2.1 Motivation: Empowerment vs. Control

An alternative approach is to develop ubiquitous computing environments that
use technology not to automatically control the environment but instead to help
users learn how to control the environments themselves. In this vision, many
ubiquitous computing applications will not make a decision for the users but
instead present information to users. The task of interpreting a suggestion or
information in context rests with the user. Studies in preventive medicine and
energy management have shown that simple, passive, but context-dependent and
relevant indicators can have a dramatic influence on behavior (see [15]).

This approach has several advantages over a controlling approach:

– Information can be presented so that the occupant can react to without inter-
rupting ongoing activity in potentially irritating ways; this is especially true
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if information can be digitally “augmented” onto the physical environment
itself using projection.

– Leaving the user in control of making decisions without confusing the occu-
pant; the occupant will naturally consider contexts that the ubicomp system
has not and adjust his or her actions accordingly.

– Algorithms that make suggestions can degrade gracefully; algorithms that
make decisions typically do not.

– Lack of control over aspects of life has been shown to diminish health [24];
this strategy empowers the occupant.

A shift in focus from creating automatic (“smart”) environments to environ-
ments that help the occupant learn how to take self control impacts not only the
type of technology one might design but also one’s outlook on how to conduct
research to evaluate the work. A “Jetsonian” model of a future environment,
for example, where the computer simplifies life with automated control, can be
evaluated by designing demonstration environments in a traditional laboratory
with little user involvement. However, environments that are designed to help
occupants learn cannot be evaluated independently of the people using them.
We need to study the people using the technology in realistic, non-laboratory
settings for long periods of time and then measure whether our interventions are
leading to learning and behavior change. This is the primary motivation for the
development of the three tools described below for naturalistic observation.

2.2 Standard Approaches to Naturalistic Observation

Developers of ubiquitous and mobile computing applications for the home and
workplace currently lack a powerful and economical assessment tool set. There
are five classes of methods used to elicit user needs:

Interviews. Interviews are performed individually or using focus groups and
are particularly effective for critique of an existing idea or (with an effective
interviewer) gathering general information about user tasks. Often, however,
users know more than they say in a single or even several interviews [25] and
will tend to have difficulty understanding and recalling how context impacts
their behavior (i.e. exhibiting selective recall and selective reporting biases
[26]). One special form of interviewing consists of participatory design games
that are conducted in the setting where the technology will ultimately be
used.

Direct observation. Direct observation with trained observers does not suffer
from selective recall and is considered the “gold standard” for assessment
in medical and psychological research studying behavior in natural settings.
Although direct observation can provide helpful qualitative and quantita-
tive measures, it is costly, time-consuming, and disruptive and therefore not
practical for many design tasks, particularly those where researchers need to
invade private settings such as the home. Recently, direct observation with
photographic and video analysis has been used (e.g. [14]).
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Self-report: recall surveys. Despite the widespread use of self-report surveys
for assessment of behavior in naturalistic settings, these surveys are known
to suffer from recall and selective reporting biases - users can often not
remember what they did or do not report what they actually did. Further,
they often report what they did incorrectly [26].

Self-report: time diaries. To minimize selective recall and selective reporting
bias, time diaries can be used. Users write down what they do during the day
as they do it or at regular intervals [23]. Diaries can provide less biased data
than recall surveys but are burdensome for the user, can impact the activity
itself, and often result in records with missing information. Providing users
with devices such as dictaphones, cameras, and video cameras has been used
to simplify self-reporting.

ESM/EMA. The experience sampling method (ESM), also known as ecological
momentary assessment (EMA), uses a timing device to trigger self-report
diary entries [11,26]. In electronic ESM, survey questions can be answered on
a portable computing device that “samples” (e.g. via a beep) for information.
Only recently has ESM been employed for interface design [16,17,13,10,14].
Sampling can occur using fixed, statistical, or user-initiated schedules. With
a sufficient number of subjects and samples, a statistical model of behavior
can be generated. The ESM is less susceptible to subject recall errors than
other self-report feedback elicitation methods [11,26], but at high sampling
rates it can interrupt activities of interest and irritate subjects, resulting in
some subject-selection bias [11].

3 Challenges: Improving Observation Tools

We are interested in using and developing sensing tools to improve the assess-
ment techniques. We have created three such tools: environmental sensors (ES),
context-aware experience sampling (CAES), and image-based experience sam-
pling (IBES). No tool will suit every need, but ideally combinations of tools can
be paired to achieve the properties discussed below:

Dense measurement of activity. For many in-home studies, researchers
need a dense description of activity recorded from the home environment
to analyze. The collection tool, however, should not impact behavior in the
environment. Therefore, while sometimes invasive cameras or microphones
can be used, in other cases sensors are needed that allow a researcher to
study activity without direct, invasive observation. (ES)

Fast install/removal. Most homes and workplaces do not easily accommodate
even the simplest of new technologies. Therefore, researchers require tools
that can be used to study natural settings that can be retrofitted into these
environments easily and at low cost. (ES, CAES)

Low cost. Both low-cost manufacturing and installation and maintenance of
sensors must be possible so that they can be deployed in multiple households
for long time periods. (ES, CAES)



Tools for Studying Behavior and Technology in Natural Settings 161

Robust longitudinal data collection. Many studies require data collection
over the course of weeks from home environments. (ES, CAES, IBES).

Longitudinal acceptability. Directly querying a user is a powerful technique,
but one that should be done sparingly to avoid annoying a user (e.g. perhaps
when an application is first used to perform some customization to the user’s
routines). We are experimenting with the combination of context-aware sam-
pling and other tools to minimize the burden of self-report on subjects so
the technique can be used for longer time periods. (ES, CAES, IBES)

Not perceived as invasive. To deploy technologies into homes for any ex-
tended period of time, they must not be perceived as invasive. (ES, CAES)

Autonomous operation possible. Although some tools require human inter-
vention, ideally observational tools will be useful not only for observation but
also for intervention with observation, where some event is detected auto-
matically, some information is provided, and the user’s response is observed.
(ES, CAES)

Sensing technology can be used to extend and compliment traditional ob-
servational techniques in a cost-effective manner. Our goal is to select a suite
of sensors that permits a researcher and, eventually an algorithm, to quickly
analyze the data and construct a record of activity. Exactly what the researcher
is looking for depends upon the activity. Therefore, the tools should be flexible.
We advocate using a combination of room-mounted, body-mounted, and object-
mounted sensors in combination with a self-report mobile computer tool. In the
remainder of this paper we describe the three three tools we have created and
some observations resulting from their deployment.

4 Tool 1: Context-Aware Experience Sampling

The development of the first tool began when members of our research team
identified a need for a robust self-report data collection tool. As we worked on
the development of computational perception algorithms for automatic identi-
fication of activity and contextual information from sensor data acquired from
mobile computing devices, we realized that we needed accurate annotation of
the sensor readings with the target activities to both train and test pattern
recognition algorithms. In the laboratory obtaining this annotated data is a
straightforward process: use direct observation and label activity in real time
or through observation of video sequences. In our case, however, we were inter-
ested in identifying activities as people went about their lives outside of the lab.
Direct observation was too costly, time-consuming, and invasive. Therefore, we
employed self-report time diaries. Subjects were asked to keep diaries of their
physical activity (e.g. walking to class, climbing stairs) and when they did it.

We encountered selective reporting and forgetfulness typical of self-report
(see Sect. 2.2). Therefore, we decided to use electronic ESM to ease the sub-
ject’s burden, improve the accuracy of time-stamps acquired, and reduce the
data entry and coding burden of the experimenter. We found that a few com-
mercial experience sampling programs are available (see listing from [6]) as well
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as one open-source program for old versions of the Palm and Windows CE oper-
ating systems [5]. However, in addition to lacking some new ESM functionality
we desired and only operating on outdated hardware, the available software did
not permit both the acquisition of user self-report data and the simultaneous
acquisition of other data streams such as position (from GPS) and heart rate
(from a wireless monitor). We therefore have developed new experience sam-
pling software. The basic tool offers options not currently available in any other
open-source or commercial sampling package (e.g. leaving an audio or photo
annotation). In addition, the software can collect readings from sensor devices
attached to the PDA.

4.1 Using Context to Trigger Self-report

In addition to extended data collection capabilities, the tool also provides one
fundamentally new type of functionality: context-aware experience sampling.
This feature permits researchers to acquire feedback from users only in particular
situations that are detected by sensors connected to a mobile computing device.
The context (location, time, event, biosensor data) can trigger the sampling.

Typically a researcher using experience sampling has three options: (1) sam-
pling on a fixed interval schedule, such as every 30 minutes, (2) sampling on a
random interval schedule, such as on average once every 30 minutes or sometime
randomly within every 2 hour window, and (3) sampling in response to user
initiative, where the user is told to make a data entry whenever performing a
particular activity [26].

Our software has been developed in a modular fashion that allows new
context-sensing sensors and software to be plugged in. These sensors permit
researchers to use context-sensitive sampling where specific questions are asked
only when a user does a specific thing (e.g. is near the store, which is determined
by a GPS and map module, or has a change in heart rate, which is determined by
a wireless heart rate monitor). Context-awareness modules permit a researcher to
acquire more information about the behavior or situation of interest by sampling
only during or just after the activities of interest. This minimizes the interrup-
tion annoyance of the ESM technique without compromising the quality of data
acquired about the target phenomena.

4.2 Implementation

We have used a participatory design process to create the interaction model for
the ESM tool so that it suits both researcher and subject needs. Our goal has
been to create software that permits a device to be handed to a subject at the
start of a week with only a few minutes of instruction and then to be returned
a week later with question and sensor data. The interface has been designed so
that it is self-instructing and easily understood by non-computer users.

The first release of the software includes capabilities for standard multiple
choice question experience sampling using a time-sampled protocol. The soft-
ware, written in C++, runs on the PocketPC platform and has been developed
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(a) (b) (c)

Fig. 1. (a) The context-aware experience sampling software runs on standard PDAs
and offers a variety of options for acquiring self-report data from users or subjects in
experiments. This image shows one screen from sampling protocol being used by a
study collecting training data on activities in the home setting that is being used to
develop algorithms to detect everyday activities from sensor data automatically. (b)
The software permits the use of data collection sensors such as cameras, microphones,
and wireless heart rate monitor. This image shows a user taking a picture with the
camera plug-in and one of the built in tutorial screens. (c) The software can also either
prompt for sensor data such as taking a GPS reading or use continuously-acquired
sensor data to trigger a set of self-report questions to be asked. Here a user is acquiring
a GPS sample, which is done by holding up a small antenna plugged into the GPS
device.

primarily for iPAQ devices due to the large number of hardware connection op-
tions these devices provide and the bright, high-contrast screen that makes the
questions and instructions easier to read.

Researchers load a new protocol by modifying a comma-delimited text file.
Our software also includes protocol development flexibility not found in other
open-source ESM software [5]. These include options for (1) chaining complex
sequences of questions based upon particular question responses, (2) aggregation
of questions to minimize user disruption in some situations, (3) study suppres-
sion during some events, (4) multiple choice and multiple response questions,
(5) manual specification of precise query times for particular questions or ques-
tion sequences, (6) flexible question recurrence patterns (by weeks, days, hours,
minutes), and (7) bounded randomization (min/max time to next query). Fur-
ther, researchers can allow users to leave answers via audio recording or, if the
PDA has a camera plug-in, answer a question by taking a picture. The tool can
therefore be used to combine the powerful techniques of ESM and photographic
analysis. The device includes just-in-time tutorials to aid subjects with some
of the advanced functionality. Figure 1 shows screen shots of users answering
questions, including questions that ask for data samples (picture, GPS) taken
using plug-in hardware.

The context-aware functionality of the first release includes the ability to
sample based not only upon the standard time-based protocol but also upon
a subject’s location, as obtained by a GPS plug-in. Therefore, researchers can
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design studies that sample only when near a location of known interest. Similarly,
a wireless Polar heart rate monitor can be used to trigger samples based upon
significant changes in heart rate.

Additional context-aware extensions are currently being added to the soft-
ware, including the ability to sample based upon particular activities that have
been detected using accelerometers, the GPS, and the heart rate monitors (e.g.
“walking”). We are building an open source development community and invite
researchers interested in using experience sampling or developing extensions to
the context-aware experience sampling tool to visit the project pages found on
SourceForge [6] and join the effort.

The primary benefit of context-aware experience sampling versus traditional
experience sampling is that specific activities can be targeted. This means that
intensity of sampling can be increased around those moments or activities being
studied and reduced at other times. Further, the type of questions answered can
be changed based upon the context detected by the software. Finally, context-
aware experience sampling can be setup so that samples are delayed until after
an activity of interest may have just finished rather than sampling at a random
time during the activity, which may disrupt the activity itself.

5 Tool 2: Ubiquitous Environment State-Change
Sensor System

We have developed a second observational tool that passively collects data via
measurement of objects in the environment and compliments the self-report data
collected by the context-aware experience sampling device.

We have created the software and hardware for a system of simple, robust
sensors that can be ubiquitously installed into complex environments such as
real homes and workplaces to collect data about activity. Analysis of the data,
either by hand or by machine, may enable better understanding of activity in
naturalistic settings and create new opportunities for development of context-
aware applications.

In prior work where sensors have been ubiquitously installed into home or
workplace environments, typically only a small number of sensors have been
used or the studies have been conducted in relatively controlled research settings
such as homes of the researchers themselves or close affiliates (e.g. [22,3,1]). The
sensor installation itself is often difficult and time consuming to accomplish and
troublesome to maintain.

Our system uses “tape on” sensors that can be quickly installed in a complex
natural environment to measure just a few or several hundred object states,
depending upon how many are used. A small team of researchers can install the
system in a small, one-bedroom apartment of typical clutter and complexity in
only about 3 hours. The devices have been used to continuously and passively
collected data for two-week blocks in multiple subject homes. These subjects
have had no affiliation with our research project.
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Fig. 2. The second tool is a system of environment state change sensors that can be
installed ubiquitously throughout an environment such as a home. Each device consists
of a data collection board and a small sensor, and the components are literally taped
to objects and surfaces for the duration of the data collection period. These images
show the data collection board outside of the protective case and 11 of the 85 sensors
installed throughout one subject’s home.

5.1 Implementation

Our design goals were to permit several hundred low-cost sensors to be installed
in an environment for at least two weeks, left unattended, and then recovered
with synchronized data. Figure 2 shows a sensor device, which consists of the
sensor itself connected by a thin wire to a 27mm x 38mm x 12mm data collection
board. The devices are robust and easy to work with. Each fits snugly in a plastic
case of dimensions 37mm x 44mm x 14mm. They use either reed switches, which
are activated when brought into contact with a small magnet, or piezoelectric
switches, which detect movement of a small plastic strip. Use of temperature,
vibration, and load sensors is also possible. The plastic cases are literally taped
onto surfaces using a non-damaging adhesive selected based upon the material
of the application surface. The sensor components (e.g. reed and magnet) and
wire are then taped to the surface so that contact is measured. Figure 2 shows
11 of 85 sensors that were installed in the home of one subject. They can be
attached to many devices in the home, including light switches, containers, and
furniture. A trained researcher can typically install and test a sensor in less than
3 minutes. The sensors in this subject’s home operated for 16 days.

To save memory and cut cost, the boards save data with time stamps that
have 1s resolution. To achieve well-synchronized measurements a temperature-
compensated crystal oscillator is used to drive the real time clock of the data
collection board. This achieves a time accuracy of +/- 1 minute per year if
operated from 0 to +40C. To further improve the synchronization, prior to in-
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stallation all of the boards are synchronized in a single session with a reference
PC clock. When the data collection boards are recovered, the signals from each
board are linearly interpolated to better match the reference clock. In boards
installed in our laboratory, we have measured the synchronization after this cor-
rection to be +/- 2 seconds. The boards can record up to 3 activations and
deactivations per second and can record a total of 2666 events in memory.

The total cost for parts and fabrication (in quantities of 150) for each data
collection board as of February, 2003 is $24.66, where an additional $2 is re-
quired for each sensor (e.g. magnetic reed). When sensors are installed, each
data collection board (which has a unique ID) is marked on a plan-view of the
environment so that when the sensor data is collected the location and function
of each sensor is known. The sensors are in continuous use at this time. We are
sequentially installing and then removing them in different subject homes. The
complete hardware and software specifications for the devices are available on
request.

Although other portable sensing systems for ubiquitous computing applica-
tions have been developed [12,18,19,21], we are unaware of work where 100+ of
these devices have been rapidly deployed in multiple homes as “tape on and for-
get” devices and collected data with non-researcher occupants in normal homes
for weeks at a time. Several groups have hard-wired cabinets and mats [1] and a
some kitchen appliances [3], but these systems have not been deployed through-
out multiple, entire homes because of the difficulty of installation and main-
tenance. The simplicity and small size of our data collection boards make it
possible to cost-effectively deploy large numbers in non-laboratory settings. Al-
though our boards are simpler than distributed network devices such as the
Berkeley motes, their parts are significantly less expensive and they can operate
for substantially longer time periods.

5.2 Deployment: Combining Tools

Direct study of the sensor data may be useful to some researchers. For instance,
the total number of firings or frequency of firings of particular sensors may be
interest for specific inquiries (e.g. a sensor in a cabinet or drawer may offer clues
about medication adherence or a light switch in the bedroom may offer clues
about sleeping patterns). One of us, for example, is studying how the data may
be used to help people learn about the use of their own environments (e.g. the
kitchen) and to help them design new ones. Figure 3a shows one sequence of
activations in a subject’s home, where the arrows indicate sensors that fired
after each other. This representation permits a researcher to study patterns of
movement about the environment.

The sensor data collected, however, is most useful when the sensor readings
can be correlated with self-report or observational data about what the person
or people in an environment were actually doing at the time when objects in
the environment were being manipulated. These activity labels are particularly
important if the observation system is to be used to automatically collect data
about behavior. With such labels, it then becomes possible to consider the cre-
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ation of algorithms that recognize context automatically from the ubiquitous
switch sensors using pattern classifiers customized to the individual using super-
vised learning (e.g. [4]).

We are exploring the use of two strategies to obtain the activity label data.
The first is by using the context-aware experience sampling tool. In this ap-
proach, the environment sensors have been installed in homes of subjects who live
alone. The subjects are given a PDA running the experience sampling software
described in Sect. 4. As the state-change sensors record data about movement of
objects, the subject uses experience sampling to record information about his or
her activities. We have used a high sampling rate, where the subject is beeped
once every 15 minutes for up to 16 days. At the beep, the subject receives the
following series of questions. First the user is asked ”What are you doing at the
beep?”. The subject selects the activity that best matches the one that he/she
was doing at the time of the beep from a menu showing up to 33 activities. Next,
we ask ”For how long have you been doing this activity?” The subject can select
from a list of four choices: less than 2 min., less than 5 min, less than 10 min.,
and more than 10 min. Then, the user is asked, ”Were you doing another activ-
ity before the beep?”. If the user responds positively, the user is presented with
menu of 33 activities once again. For our current studies, we are using an adap-
tation of the activity categories used in the multi-national time-use study [27]
supplemented with some activities from the compendium of physical activities
[2].

The self-reported activities can be used to study the environment sensor
data, or visa versa. Figure 3b shows all the environment sensor activations for
one subject on a particular day at about the time a “cooking breakfast” activity
was recorded by the context-aware experience sampling tool. Figure 3c shows the
sensor activations for this same activity on a different day for the same subject.

In our work to date, we have found that subjects quickly acclimate to the
presence of the environmental sensors. However, they have reported that the
experience sampling software (sampling at roughly 15 minute intervals) becomes
a significant burden after about 1-2 days. Interestingly, the interruption itself
does not appear to cause the greatest annoyance (see Sect. 6. We are currently
conducting tests to qualitatively measure ESM compliance and the benefits of
context-aware ESM.

The second method to obtain activity labels we are exploring is direct ob-
servation. Fifty of the environment sensors have been deployed in a researcher’s
home with a wireless webcam that captures 30-100 frames per hour (based on a
motion trigger) and saves the images to a nearby computer. Software can then
correlate the timestamped imagery with the environment sensor readings. Fig-
ure 3d shows an image obtained from the webcam system. Such images can be
annotated based upon the interests of the observing researchers. Alternatively,
the environment sensor triggers can be used to find images that can be used for
photographic analysis where a researchers asks a subject, “What were you doing
here?”. Annotation of image data with other sensor data is useful for a variety
of applications and analysis tasks [9,7]. In our system, the ESM, state-sensor,
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Fig. 3. (a) Data from the environment sensor system can be analyzed for clustering.
This image shows the movements of one subject during a cooking event based upon sen-
sor activation times. (b,c) The environment sensors are being used simultaneously with
the context-aware experience sampling system to create datasets for pattern recogni-
tion research. These images show the environment sensors that fired around the time
the subject reported a “cooking breakfast” event on two different days. (d) Time-lapse
image capture is being correlated with the environment sensor data in some studies.
Here a researcher works in her kitchen, which has been wired with environment sensors
and a wireless camera.

and imagery data are correlated in time, which permits researchers to view only
those portions of the data related to the event of interest.

5.3 Tool 3: Image-Based Experience Sampling

The third observational tool, which can be used in highly-instrumented envi-
ronments, combines scene-based sensing with sampling techniques. ESM is less
susceptible to subject recall errors than other self-report feedback elicitation
methods, but the primary drawback to ESM is the interruption created by the
sampling itself. ESM disrupts the user’s activity, requiring the user to stop the
current activity and answer questions. Therefore, we propose the use of context-
sensitive image capture we call image-based experience sampling. Instead of dis-
rupting the current activity with an alert, an audio-visual “image” is captured
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of the current activity at each sample time. The image can be a static picture
or a small video clip of activity taken from one of potentially many recording
devices installed in the environment.

This tool can sample on a fixed schedule, as the system that captured Fig. 3d
is doing, or it can sample based upon sensor readings. We have implemented a
context-aware prototype of this tool in our laboratory using a multi-camera
computer vision person detection system. Samples are taken (i.e. images are
captured) only when a person is identified as being in the room. Figure 4a shows
one such picture that was captured when someone was sitting in the room. The
sampling itself does not interrupt the activity or require any proactive action on
the part of the person.

At some later time, a researcher can study the images. However, the full
power of the technique is realized when not only the researcher but the user
reviews the sampled imagery. The user was not interrupted at the sample time,
but the rich contextual information provided by the image or video clip triggers
the user’s memory of the moment when the sample was taken [9]. Therefore,
specific questions of interest can be asked of the user about that situation in
time. A mobile interface allows the user to view the images and answer questions
whenever it is convenient, such as during “idle time” waiting in line or riding
transportation.

5.4 An Example Application

Our prototype shows off how this observational technique can be used to drive
a new type of application: helping users make design decisions. Determining re-
quirements for any design project involves identifying and ranking user needs
and preferences. Image-based experience sampling can be used to assist some-
one who is interested in learning about his or her own preferences in a way
that is more personalized and less disruptive than interviews, focus groups, and
standard experience sampling.

Consider this scenario. Susan feels unhappy with her current kitchen and
plans to remodel it sometime in the next six months. She has a limited budget
and knows that she must prioritize the changes she would like to make. Such
a scenario is common. The user knows that something in his or her life needs
to change but is uncertain how to evaluate the relative importance of different
options. A common method for helping users evaluate their preferences in such
instances is to construct interfaces that prompt the user for information that
is used to determine the combination of attributes that provides the most per-
ceived value to the user [20]. Interfaces that use such an approach are typically
prompting the user about preferences outside of the context of everyday activity
(i.e. kitchen redesign software might ask Susan a series of questions about her
kitchen). The best time to ask the user about preferences, however, would be in
the midst of the actual activity being scrutinized. Further, most desirable would
be if an interface could help the user build up awareness and understanding of
the user’s preferences over time. Combining image-based experience sampling
and conjoint analysis, a technique for measuring preferences, a non-disruptive
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(a) (b)

Fig. 4. In a prototype implementation of image-based experience sampling in our labo-
ratory, images are captured when someone is in a room instrumented with cameras. At
some later time, the user can view the captured images on a mobile computing device
and rank preferences about the architectural space, as shown in (a) and (b). Conjoint
analysis is then used to create an overall ranking of preferences, but those preferences
are based upon samples taken in context of everyday life rather than using unaided
retrospective recall.

but context-sensitive preference elicitation user interface mechanism can be de-
veloped.

Conjoint analysis is typically implemented via a written or online survey. A
large set of features is preference ranked by asking users to compare smaller sets
of features against each other. For example, Susan might be asked, “Choose a
number from 1 (always) to 10 (never) indicating how often each of the following
situations occur: kitchen counter too crowded, I feel tired, shoulders get sore,
feel somewhat drab.” If Susan answers a sufficient number of such questions,
statistical analysis can be used to weight the relative importance of features and
conditions.

Figure 4 illustrates the interface’s operation. Using the cameras located in
the environment, samples are randomly acquired whenever the user is in the
space. Each day a few new images are acquired. The goal is to acquire samples
of everyday activity so that the user can later refer back to remember a particular
situation and comment on how the user was feeling about the environment.

At the user’s convenience, subsets of images can be reviewed on a mobile
computing device. Our model is that the user interacts with the interface in
bursts of 30-90 seconds during idle moments throughout the day. The user can
quickly scan an image or two and provide some preference information. This
creates awareness and learning during short bursts of activity on a regular basis.
Upon viewing a picture, the user will see the image or video clip, the time the
clip was taken, and a question used to acquire information about how the person
was feeling about the adequacy of the physical environment during the pictured
activity.

Image-based experience sampling combines the power of three techniques:
use of media for contextual recall, use of experience sampling, and use of con-
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joint analysis for preference rankings. In this example we implemented context-
awareness (i.e. detecting if a person is around) using optical sensing. However,
if imagery is captured continuously, the environment sensors could be used to
identify specific events about which to later ask the user. For instance, the user
could be shown images taken just before making a change to the lighting and
asked to evaluate lighting preferences in the home.

6 Applications and Next Steps

As we deploy these tools and interview our subjects, we are learning how to
improve them. For example, after several environmental sensor and ESM simul-
taneous deployments, we decided to add new functionality to the ESM software
that permits a subject to fluidly switch between prompted data collection and
self report. We found users develop mental models of how the experience sam-
pling works that influences how they use it and that can contribute to feelings
of frustration. For instance, subjects have expressed that they do not mind an-
swering questions about new actions, but they get frustrated quickly when the
ESM software is asking them questions about things they feel they have already
“taught it.” We are working to improve the context-aware experience sampling
by giving the user more control (or the perception of more control) over the
device’s question-asking behavior. We are also working to add new functionality
to each of the tools so they can be used more effectively in combination. For
instance, the ESM software can now sample by taking pictures from the PDA
directly. If worn in the front shirt pocket, the researcher can then obtain a con-
tinuous stream of pictures of what a person was facing. Because the system is not
taking a picture of the user but instead of what the user sees, the system may be
perceived as less invasive. The images, however, can improve a researcher’s abil-
ity to interpret self-reported data or the data from the environmental switches.

These three tools are relatively new and yet we are rapidly expanding the
number of uses we find for them – particularly the combination of the three tech-
niques. Further, although image-based experience sampling is in use only as a
laboratory prototype, the context-aware experience sampling tool and the envi-
ronment sensing system have been deployed in multiple, non-laboratory settings
for data collection. The tools are being used for the following ongoing work.

Mobile activity recognition algorithm development. The context-aware
experience sampling tool is being used to collect datasets on physical activity
for the development of algorithms that can detect various types of everyday
activities automatically (e.g. walking, going to work, climbing stairs) using
body-mounted accelerometers and a GPS plug-in. The results of some of
our work on algorithms that automatically identify context that uses the
tool will be rolled back into the tool itself, providing future researchers with
more context-specific triggers.

Environment activity recognition algorithm development.The context-
aware experience sampling tool in combination with the environmental sen-
sors are being used to collect multiple datasets from real homes that can
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be used to study the development of new pattern recognition algorithms to
detect everyday routines.

Interruptibility. We, like others [14], have found experience sampling to pro-
vide a valuable tool for studying detection of interruptibility, a key emerging
problem for ubicomp acceptability. However, we are also using the context-
aware capabilities of the context-aware experience sampling device to study
the relationship between bio-monitored data and interruptible moments.

Kitchen design. We are using the environmental sensors with video image
capture to study how these tools could be used to help people learn about
their own behavior, particularly with respect to how that understanding
might impact how people make future design decisions.

Other studies are also being considered, such as using the context-aware ex-
perience sampling device in a small workplace. Using a Bluetooth sensor the
device could be programmed to detect moments of interaction between two peo-
ple (within Bluetooth range). This particular context-aware trigger would permit
the study of how casual interaction impacts work and the perception of produc-
tivity.

We have designed these tools to meet the needs of a set of ongoing and
planned experiments in our laboratory, but we believe they are sufficiently robust
to be of value to other researchers. Although the tools have only recently been
deployed, we have been surprised at the number of new studies of people in
naturalistic environments that they enable. Therefore, we have created an open
source project to further develop the context-aware experience sampling tool [6],
and the specifications for the hardware and software design of the environment
sensors are available on request.

Finally, an apartment living laboratory is currently under construction in
Cambridge, Massachusetts and will be completed by October, 2003. This lab
will be fully instrumented with same sensor infrastructure discussed here. In
particular, the environmental sensing system will be physically wired so that
PDA-based sampling or image-based sampling protocols can be developed where
particular actions (e.g. opening a cabinet, turning a faucet) can trigger sampling.
The facility will be a shared scientific resource available to researchers. Studies
will be possible using a combination of tools in stages: (1) first using the portable
tools to study subjects in their own homes, then (2) studying the same subjects
as they live temporarily in the living laboratory, and then (3) studying the same
subjects as the move back into their own homes. We encourage researchers in
the ubicomp community interested in using or helping to further develop these
observational tools to contact us.
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Abstract. A novel microprocessor interface circuit is described which
can alternately emit and detect light using only an LED, two digital
I/O pins and a single current limiting resistor. This technique is first
applied to create a smart illumination system that uses a single LED as
both light source and sensor. We then present several devices that use
an LED as a generic wireless serial data port. An important implication
of this work is that every LED connected to a microprocessor can be
thought of as a wireless two-way communication port. We present this
technology as a solution to the “last centimeter problem”, because it
permits disparate devices to communicate with each other simply and
cheaply with minimal design modification.

1 Introduction

Light Emitting Diodes, or LEDs, are one of the most common types of inter-
face components. Their diverse applications include numeric displays, flashlights,
liquid crystal backlights, vehicle brake lights, traffic signals and the ubiquitous
power-on indicator light.

Because LEDs are so commonly used as light emitters it is easy to forget that
they are fundamentally photodiodes, and as such, are light detectors as well.
Although LEDs are not optimized for light detection, they are very effective at
it. This interchangeability between solid-state light emission and detection was
widely publicized in the 1970’s by Forrest W. Mims [1][2], but has been largely
forgotten by LED users.

1.1 Ambient Illumination Sensing with LEDs

Recently, we have been investigating improvements for infrared remote controls
of the type commonly used with consumer audio/video equipment. An area of
immediate interest was the pushbutton illumination used on many remote con-
trols. To activate the backlight, you must press a button that is nearly impossible
to locate in the dark! We resolved to rectify this situation.

Our first solution was to use a capacitive proximity sensor (similar to the
one described in [4]) to activate the remote control backlight during active han-
dling. Unfortunately, turning on the backlight every time the remote is handled
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substantially decreases battery life, not only because the user often holds onto
the remote continuously but also because the remote is sometimes used under
good lighting conditions when the backlight is not needed. While a mode switch
could be added, this would be little better than the original situation.

The obvious step was to add a light sensor to turn on the backlight only when
needed. CdS photocells are inexpensive, but providing an optical path to the cell
would add significant cost and complexity to the mechanical design. Recalling
the photosensitive nature of LEDs, we decided to investigate using the backlight
LED itself as the light detector. We developed a simple circuit for this purpose
that requires one additional microcontroller I/O pin, but no other additional
components compared to a traditional LED driver.

The success of the simple LED emitter/receiver circuit inspired us to consider
other applications. For example, by quickly switching between the forward-biased
(light-emitting) and back-biased (light-sensing) modes, it is possible to build
an LED-based light source that appears to be constantly on, but is in fact
periodically measuring the ambient lighting level and using this information to
automatically adjust the brightness level of the LED. Our demonstration device,
shown in Figure 6, has a capacitance sensor to determine that the device is being
manipulated and an LED sensor/emitter to provide the backlight function.

1.2 LEDComm: Bidirectional LED Communication

While the measurement of ambient light levels has many applications, a more
intriguing use of this technology is to transmit data back and forth between
LEDs pointed at each other. We call this LEDComm. We have developed simple
prototypes that allow two-way serial data communication between LEDs over a
distance of several centimeters.

One possible application of LEDComm is to replace Radio Frequency Identi-
fication (RFID) systems (e.g. [5]) for payment authorization and access control.
To test this concept, we have created an inexpensive keychain-size device called
an iDropper that can receive, store, and transmit data. Unlike RFID systems,
iDroppers support true peer-to-peer communication, allowing new functionality
such as directly transferring authority between devices without need of a special
reprogramming station.

The implications of LED-based data communication are significant. Every
LED connected to a microprocessor can be thought of as a wireless communica-
tion port. Compared with other short-range wireless technologies such as IrDA [7]
and Bluetooth [8], LEDComm has a far more limited range and a much slower
data rate. But LEDComm can be implemented at a fraction of the cost, and
in many cases, may even be free. This is because LEDComm is essentially a
software interface technique using existing hardware with minimal modification.

LEDComm allows us to implement communication functions in places where
traditional techniques are too expensive. The power light on many consumer
appliances can now become a maintenance port for reading service information
or uploading new firmware. Cell phones can transfer contact information to
other phones by holding their displays next to each other. For automobiles, the
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standard expensive service connector can be bypassed, and all data transferred
through the “Check Engine” light. (An automobile owner could even use an
iDropper to capture the car’s fault log and transmit it to the service center
before a service appointment, insuring that the proper tools and spare parts
will be immediately available when the vehicle is brought in.) There are many
possible applications.

In the following sections, we describe the basic bidirectional LED micropro-
cessor interface circuit and its use in the smart backlight. We then give a full
description of LEDComm, iDroppers and various applications.

2 The Bidirectional LED Interface

Light emitting diodes emit light in a fairly narrow frequency band when a small
current is applied in the correct direction. Because the current-voltage charac-
teristic is exponential, it is difficult to control a voltage applied directly across
an LED accurately enough to attain a desired current; some means must be
used to limit the current. In discrete systems, this is typically done by placing a
resistor in series as shown in Figure 1. Since most microprocessor I/O pins can
sink more current than they can source, the configuration shown in the figure is
the most common way of driving an LED from a microprocessor.

Fig. 1. Schematic of a typical LED driver.

The LED is a photodiode that is sensitive to light at and above the wave-
length at which it emits (barring any filtering effects of a colored plastic package).
Under reverse bias conditions, a simple model for the LED is a capacitor in par-
allel with a current source which models the optically induced photocurrent. (see
Figure 2, [3]). It is this photocurrent that we would like to measure.

An inexpensive way to make a photodetector out of an LED is to tie the
anode to ground and connect the cathode to a CMOS I/O pin driven high.
This reverse biases the diode, and charges the capacitance. Next switch the I/O
pin to input mode, which allows the photocurrent to discharge the capacitance
down to the digital input threshold. By timing how long this takes, we get a
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Fig. 2. Reverse-biasing an LED for photosensing.

Fig. 3. LED used as a photosensor.

Fig. 4. Schematic of a bidirectional LED interface.

measurement of the photocurrent and thus the amount of incident light. This
sequence is shown in Figure 3.

The circuits of Figures 1 and 2 can be combined to create a general bidirec-
tional microprocessor interface to an LED as shown in Figure 4. This is identical
to the circuit of Figure 1, except that now the resistor/LED combination is
placed between two I/O pins.

Figure 5 shows how the pins are driven for the two modes. Figure 5a shows
the “Emitting” mode where current is driven in the forward direction, lighting
the LED. Figure 5b shows “Reverse Bias” mode, which charges the capacitance
and prepares the system for measurement. The actual measurement is made in
“Discharge” mode shown in Figure 5c. Since the current flowing into a CMOS
input is extremely small, the low value current limiting resistor has little impact
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on the voltage seen at the input pin. As before, we simply time how long it
takes for the photocurrent to discharge the capacitance to the pin’s digital input
threshold. The result is a simple circuit that can switch between emitting and
receiving light.

Fig. 5. Emitting and sensing light with an LED.

Because the circuit changes required to provide this bidirectional communi-
cation feature consist of only one additional I/O pin and printed circuit board
trace (which can be provided at design time for zero additional hardware cost)
we claim that adding this hardware feature to a device is essentially free. Of
course, software and CPU runtime are also necessary to make this work.

Compare this to the cost of adding IrDA [7] (about $7) or Bluetooth [8]
(more than $10) to a product. Using even a simple mechanical connector can cost
several dollars because of the required level-shifting and electrostatic discharge
(ESD) protection circuitry. Using an existing LED for communication can also
save manufacturing costs because expensive plastic molds for the housing need
not be altered to accommodate a dedicated infrared transceiver, antenna or
physical connector.

3 The Smart Backlight

The smart backlight is one application of the bidirectional LED circuit. As noted
previously, the idea of the smart remote control backlight is to turn on the
backlighting before the user has to press a button. Also, to conserve power, we
wish to turn on this backlight only when it is actually dark enough to need it.

To demonstrate this function we created the prototype shown in Figure 6,
with the complete schematic shown in Figure 7. This circuit uses a capacitive
proximity detector to determine handling state. Although the basic capacitance
measurement circuit is identical to that used in the buffer phone [4], we process
the data to look for active handling (changes in capacitance) rather than simple
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Fig. 6. The smart backlight prototype.

Fig. 7. Schematic for the automatic backlight.

presence (increased capacitance). Many users will continue to hold a remote even
when they are not actively using it, so the detection of active handling is critical
for extending battery life. Of course, as soon as the user wishes to actively use
the remote again, any significant motion turns the light back on.

The smart backlight functions as follows: periodically, the microprocessor
wakes from sleep and measures the capacitance. If no active handling is detected,
the processor goes back to sleep. Otherwise, a light measurement is made with
the LED. If the room is dark, it turns on the backlight for at least two seconds.
While the backlight is on, it continues to check for active handling. Each time
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Fig. 8. Bidirectional communication with LEDs.

handling is detected, the backlight timer is reset to stay on for another two
seconds.

Since remote controls already contain low-end microprocessors, adding this
functionality costs very little. The proximity electrodes can be part of the printed
circuit board, eliminating the need for special tooling. If there are spare I/O pins
available, the only additional component is a single, inexpensive capacitor for
the capacitance sensor.

One might wonder if the constantly running proximity detector adversely
impacts battery life. In fact, the circuit draws microwatts of power; the prototype
ran continuously for 6 months on a single type CR2032 coin-cell “watch” battery.
Remote controls typically use AAA or AA batteries with a storage capacity
an order of magnitude higher than the coin-cell, so the power draw would be
insignificant compared to the batteries’ self-discharge characteristics.

4 Bidirectional Communication Protocols

In our initial experimentation with the smart backlight, we often used LED-
based flashlights to test the light detecting circuit. This suggested to us that
LED-to-LED communication was feasible. We constructed a simple test setup
using two identical, generic PIC microcontroller boards with RS-232 interfaces
as shown in Figure 8.

These test boards use a simple protocol for data transfer which allows two
unsynchronized devices to phase-lock to each other and exchange pulse-width-
modulated data bidirectionally. A basic explanation of the protocol is that the
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Fig. 9. A series of light measurements under normal room illumination.

two devices take turns flashing their LEDs at each other. A short flash indicates
a 0 or SPACE state, and a long flash indicates a 1 or MARK state.

The protocol starts out on powerup with the device performing an idling
cycle, transmitting a 1 millisecond light pulse followed by a 4 millisecond receive
period. During the receive period, the device executes 40 light measurements,
each one taking 100 microseconds. These light measurements provide only one
bit of resolution, i.e. whether the incoming light flux is above or below the
digital I/O pin’s threshold (nominally about 1.5 volts). With only normal room
light incident upon the LED there is insufficient photocurrent to discharge the
capacitance below the threshold during the 100 microsecond receive period.

The oscilloscope trace in Figure 9 shows the voltage at the LED cathode
during several light measurements with normal illumination. The vertical scale is
1 volt/division and the horizontal is 100 microseconds/division. The capacitance
is initially charged to about 5 volts and then allowed to discharge. Notice that the
voltage never drops below the threshold and so the microcontroller will always
read the pin as a 1.

Figure 10 is an oscilloscope trace of the same setup, but with the LED being
illuminated by another LED. The capacitance discharges completely during the
measurement period, bringing the I/O pin voltage well below threshold and
causing the pin to read as a 0. The idling cycle continues until at least two
measurement times in succession indicate “light seen”. At this point, the device
assumes an incoming pulse of light from a similar device has been detected, and
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Fig. 10. A series of light measurements under LED illumination.

shifts from the idling loop of 1 millisecond ON then 4 milliseconds OFF to a
slightly faster synchronizing loop, described next.

During the synchronizing loop, the transmitted light pulse is still 1 millisec-
ond ON, but followed by a variable number of 100 microsecond light measure-
ments. When in the synchronizing loop, the microcontroller will terminate the
measurement set after either 40 are performed, or when the trailing edge of a
light pulse is detected. A trailing edge is considered to be found when a pair of
back-to-back measurements both indicate “light seen” followed by ten measure-
ments without “light seen”.

The execution pattern inside the synchronize loop is therefore composed of
one device’s LED on for 1 millisecond, then a 1 millisecond period with both
LEDs off, followed by the other device’s LED on for 1 millisecond, and finally
both LEDs off for 1 millisecond. Even if the devices have clock frequency errors
of up to 25%, they will still be able to synchronize. The nominal synchronize
loop pulse rate is 250 Hz, with a 25% duty cycle. Figure 11 shows an oscilloscope
trace of two devices in the synchronize loop, firing pulses of light at each other.
Note that their clocks are completely independent and that all synchronization
is occurring via the LEDs and the base protocol.

During communication, data bits are transmitted in asynchronous form. A
1 millisecond light pulse indicates a MARK and a 0.5 millisecond light pulse
indicates a SPACE. The system normally idles with MARK bits being transmit-
ted (the data transfer loop is the same software as the synchronize loop). During
data transmission, the format starts with a single SPACE as a start bit, followed
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Fig. 11. Oscilloscope trace of two devices in synchronized operation.

by eight bits of data, followed by one MARK as a stop bit. This is similar to
the common 8-N-1 RS-232 format. The top trace of Figure 11 shows the data
pulse train of a device that is idling, sending all MARK pulses. The bottom trace
shows a device sending both narrow SPACE and wide MARK pulses.

To decode the light pulses, the receiving device keeps a count of “light seen”
measurements for each execution of the synchronize loop. If seven or fewer light-
seen measurements are tallied, a SPACE is recorded; if eight or more are seen,
a MARK is recorded. The usual asynchronous deframing (dropping the leading
SPACE start bit and the trailing MARK stop bit) is performed. The resulting
8-bit data word is then available to the application-level program. A simple
higher-level protocol allows for error detection and correction.

The LEDComm test setup works very well. The underlying protocol trans-
mits data at a rate of approximately 250 bits/sec in each direction. The micro-
processors buffer the data and connect to a host at 38400 bps. Data transfer is
robust up to a range of approximately three centimeters. Because the LEDs we
used have a fairly narrow beam angle, they permit a pointing error of only about
20 degrees.

Unlike many other protocols, this system is highly resistant to clock speed
errors. Not all of our devices have precise crystal oscillators; some use the inac-
curate, internal RC oscillator of the PIC microcontrollers. Even with errors in
clock speed of up to 25%, communication is not disrupted. In contrast, errors
over 5% in an RS-232 data link will often cause problems.
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The cheap, unstable oscillators internal to the PIC devices are actually ad-
vantageous in this application. Even if two devices are powered up at the same
time in the exact same phase relationship, they will quickly drift out of syn-
chronization enough that a trailing edge will be detected and the devices will
synchronize into alternating flashes. In our devices, this usually happens in un-
der 50 milliseconds. If two LEDComm devices were to both have highly stable
timebases (or if both devices derived their clocks from the same source), it would
be necessary to insert a jitter source (perhaps based on a hash of the device serial
number) into the idle loop to assure that the two pulse trains would drift out of
phase enough for a pulse trailing edge to be detected.

An additional feature of this base protocol over a balanced pulse protocol,
such as Manchester coding, is that the LED gives a visible indication of idle state
vs. synchronized state vs. the data-transfer state. The perceived light brightens
when ready to transfer data (due to the faster pulse repetition rate) and darkens
during data transfer (due to the short 0.5 millisecond SPACE pulses versus the
no-data 1 millisecond MARK pulses).

5 iDroppers

To act as tangible, portable repositories of information or authorization, we
have designed and constructed a device that we call an iDropper (for Informa-
tion Dropper). Like an eyedropper, an iDropper can suck up a small amount
of information, hold it, and then expel the information on demand. Unlike an
eyedropper, the iDropper can repeatedly expel the same information nondestruc-
tively.

The iDropper is meant to be used in situations where the user wishes to
transfer data to or from devices that, for economic or practical reasons, do not
have a viable user interface. This may be because the data transfer happens
too infrequently to justify adding a display and keypad to the device, i.e. for
diagnostic and initial setup information. An iDropper can be used to shuttle the
data between the device and another which does have a user interface.

The tangible information appliance aspect of the iDropper is similar in effect
to mediaBlocks [9]. The major difference is that mediaBlocks do not hold any
information; they act as tokens for information that is passed along a network.
The iDropper itself does hold information and can itself be used as part of the
network.

The iDropper hardware is composed of a tiny printed circuit board, a single
pushbutton switch (the sole user input), a Microchip PIC16LF628 microcon-
troller, an LED (which performs data input, data output, and user output),
a 3 volt lithium “coin-cell” battery, a capacitor, and two resistors. There are
an additional five solder pads so that extra components can be added for ex-
perimentation purposes. The entire assembly is smaller and cheaper than most
car-alarm keychain remote controls and contains fewer components. A mass pro-
duced version should cost less than a dollar more than a similar LED keychain
flashlight.
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The prototype iDroppers are also equipped with an in-circuit programming
connector which allows us to download code into the microcontroller and to
change the personality of the device. We have also devised a small adapter
board to convert this connector to Microchip’s standard RJ-11 in-circuit de-
bugging module. A pair of iDroppers is shown in Figure 12. The lower one has
the adapter board attached. The large plastic part visible on the bottom of the
lower iDropper is the battery holder – the largest component of the device. We
have left over a centimeter of empty printed circuit board material at the back
end of the iDropper so that a hole can be drilled and it can be attached to a
keychain.

Fig. 12. A pair of iDroppers, one with programming adapter.

The default iDropper personality program is that of an information eyedrop-
per. To suck information into the iDropper, the user presses the button twice and
holds it in; the iDropper will then receive any data stream presented to it and
store it internally. Distinctive flash patterns indicate when the mode has been
entered and when recording has finished. Releasing the button early will abort
the process. To squeeze information out of the iDropper, the user presses and
holds the button; the data is then emitted repeatedly, about once a second. This
mode appears to the eye like a simple flashlight. This is by design: an iDropper
is perfectly useful as a small keychain flashlight.

The lithium battery employed in the device will allow over ten hours of
continuous use. When an iDropper is not transmitting or receiving data, the
PIC microcontroller goes into sleep mode. This lowers the power requirement
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for the entire system to below the leakage current of the battery, giving a shelf
life of several years.

6 iDroppers as Intelligent Keys

One of our goals for the iDropper is to use it as an intelligent, programmable key.
Although many other technologies are used in intelligent keys (RF and RFID,
card-keys, etc.), LEDComm has some distinct advantages. First, it requires no
physical contact so there is no mechanical wear unlike in some card-key systems.
Second, unlike RF systems, it is directional and short range so the user has
complete control over what is being unlocked. This allows a single key to be
used for many different locks without the possibility of unlocking the wrong
one just because it is nearby. Third, LEDComm is fundamentally bidirectional
allowing the use of challenge/response and encryption protocols which can make
the key very difficult to copy or spoof. Fourth, the visible nature of the LED
allows for some user interface. (At the very least, the user can easily tell whether
the device is operating or if the battery is dead.) Fifth, LEDComm readers are
much easier and less expensive to implement than keycard or RFID readers.
This could be important in situations where the number of locks is on the same
order as the number of keys.

The sixth, and perhaps most interesting, advantage is that LEDComm is
capable of peer-to-peer communication. Any LEDComm device can pass infor-
mation or authorization to another LEDComm device (assuming the application
software allows it). In this case, an iDropper with the standard “suck/squeeze”
personality program can learn the unlock code, and pass that to yet more iDrop-
pers. This ability to delegate authority is completely unique and not a capability
of smart cards or RFID tags.

To demonstrate this use of the iDropper as an intelligent key, we added
a reed relay and an external power supply to one device, and wired it into the
security system that locks and unlocks our site’s front door. The iDropper’s LED
was aimed out through the glass windows of the lobby. The iDropper personality
program was altered to do nothing until it received the proper (secret) command,
and when it received that command, to activate the relay to unlock the door for
five seconds. Figure 13 shows the test setup.

We then programmed one iDropper with the correct code, and (as expected)
used it to unlock the door. Taking advantage of the LEDComm peer-to-peer
ability, we passed the unlock code to several other iDroppers which were also
used to unlock the door.

7 iDroppers, Authentication and Security

In some applications, the peer-to-peer ability to transfer information or autho-
rization is desirable. In other applications, such as financial and other secure
transactions, authentication is as important as transfer, and the uncontrolled
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Fig. 13. iDroppers being used as a door lock (left) and key (right).

passing of authority must be prevented. An unfortunate side effect of the pro-
grammable nature of the iDropper is that there is no guarantee that another
device will respect any “do not forward” data tags that may be inserted by an
application. Non-transferable authorization and unforgeable proof-of-identity are
difficult problems with many subtleties. A solution for even a highly constrained
scenario would involve hardware, software and cryptographic techniques beyond
the scope of this paper.

However, simple cryptography is quite possible and can be used to keep
iDropper transactions secure from eavesdropping and spoofing. The microcon-
troller used has sufficient power to implement common symmetric cryptographic
algorithms. These require the sender and recipient to share a secret key so
communication between any two devices must be configured in advance. The
iDropper has enough memory to hold many symmetric encryption keys and can
therefore be set up to talk to a number of other devices.

Zero-knowledge proofs and public-key (or asymmetric) cryptography [6]
would enable an iDropper to securely prove its identity and communicate with
any device that had access to published information; no shared secrets would
be necessary. Unfortunately, all published algorithms for these require extensive
calculations and data communication which, although available on modern fast
workstations, are not possible in the extremely limited computational environ-
ment of an iDropper. The small lithium battery contains only enough energy
to run the 4 MHz processor for a few hours, so a calculation that a worksta-
tion could complete in seconds would consume an iDropper’s entire battery life.
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We are currently investigating algorithms for zero-knowledge proofs that require
only the limited processing we have available.

One side effect of the limited data rate and battery lifetime of the iDropper
is that the total amount of data it can communicate in that lifetime (about
106 bytes) could be held in an inexpensive non-volatile memory. This would
allow the use of one-time pad encryption, either for extreme security or for use
with a very limited microprocessor.

8 Every LED is a Communications Port

Although almost every electronic device made today contains a microcontroller
and (theoretically) has sufficient capability to communicate with similar devices,
the cost of including a communication link often precludes two devices that
are sitting side-by-side from talking to each other. This is the “last centimeter
problem”.

With LEDComm technology, every LED becomes a potential communication
path. This has broad implications because LEDs are widely used as power-on
indicators in microcontroller-based devices. The indicator is usually not wired
directly to the power supply, but is connected through the microcontroller so
that a minimal user interface (some blinking) is available. With the proper mod-
ifications, the indicator can be used to communicate with an iDropper or other
LEDComm-enabled device.

The ability to cheaply and easily transfer data between a device with a user
interface and one without will permit designers to add more capability to inex-
pensive products. Small, portable products can be carried to the user interface
machine for interaction there, while larger ones may require that the user carry
data back and forth with an iDropper-like device. Here are some applications of
LEDComm-enabled devices that we have been considering:

1. The power indicator LED of a modern CRT monitor is connected to its
CPU so that it can blink to indicate a low-power “standby” state. Newer
models are equipped with USB, both to control monitor settings and to
provide easy access for mice and keyboards. Adding LEDComm can provide
a complete data path from the power LED to the host computer, allowing
an iDropper or similar device to be used as a key. This could be used instead
of or in addition to a password to log in to the computer, or could be used
as a cryptographic authentication device for electronic commerce. A similar
technique could be used with keyboard indicator lights.

2. A homeowner could copy the full diagnostic state of his or her malfunction-
ing washing machine by iDroppering the data from the power-on LED and
carrying it to their PC for upload to a service site on the web. No special
display or connector on the washer is needed, nor is it necessary to run a
data cable to the computer.

3. Exchange of telephone numbers and electronic business cards with a new
acquaintance could be performed by holding two mobile phones together,
display to display, while the backlight LEDs exchange the relevant data.
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4. A programmable electronic doorbell might need to have its tune changed
seasonally. This could easily be accomplished by composing or downloading
a new tune on a computer and transferring that to the doorbell with an
iDropper. There is no need to remove and carry the doorbell itself (with
the attendant wiring difficulties) or to implement an expensive wireless data
link.

5. LEDComm could be used for mobile phone-based electronic payment. A
purchaser could use the user interface and wireless data connection of the
telephone to set up an electronic payment transaction with their bank. They
could then point the phone’s LEDComm-enabled power LED at the vending
machine of interest, completing the transaction. The LED’s directionality
and short range are an advantage here because they allow the user to specif-
ically and naturally indicate for which machine the payment is intended.

6. Inexpensive toys using LEDComm could communicate with each other to
synchronize their actions or provide emergent behavior among a group of
related toys. They could also communicate with the family computer to
interact with programs running there or to download new functionality.

9 Notes and Future Work

One caveat that we should mention is that the LEDComm technique exploits
parameters of a microcontroller’s CMOS digital I/O pins which are typically not
well characterized. Noise, threshold drift and input leakage current will all affect
performance. Of these, only input leakage current appears regularly on device
datasheets, and even there the information is of dubious value. In many cases,
leakage currents are far too small to be accurately measured by production line
test equipment so manufacturers will specify the value as the smallest current
the tester can reliably measure. This can be orders of magnitude larger than the
actual leakage current.

Because the leakage current in a reverse biased p-n junction doubles approx-
imately every 11 degrees Celsius [10] it is possible that, for some semiconductor
processes, the LEDComm technique may have problems when operating at high
temperatures. Software can compensate for this by using an adaptive threshold,
but if the leakage becomes too great, the technique will fail. Until manufactur-
ers fully specify I/O pin characteristics, it will be impossible to guarantee the
reliability of LEDComm under all conditions.

The range of communication for an LEDComm device is currently quite short
– a few centimeters at best. The data rate is also fixed at 250 bits/second in each
direction. These two values (range and data rate) are inversely related: altering
the base protocol to use longer integration times can yield a longer range, while
increasing the data rate decreases the total integrated light captured by the
LED, which lowers the signal-to-noise ratio and so limits the maximum distance
between the LEDs.

We are currently perfecting improvements to the LEDComm hardware and
software to permit operation at substantially longer ranges (greater than one
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meter) with somewhat slower data rates, as well as operation at over 1000
bits/second at the existing maximum range. The operating conditions can be
detected by the system so that the data rate can be automatically raised or
lowered as conditions permit.

LEDComm-enabled devices will have to become widespread to be useful. This
will require a standardization process for the several layers of communication
protocol, optical characteristics, etc.
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Abstract. A small battery powered peer-to-peer proximity sensing platform that 
can be attached to people, places and things can be a valuable tool to conduct 
research in human activity sensing.  Such a platform senses the subjects’ pres-
ence and activities in a wide variety of contexts, for example home, car, work, 
or shopping.  It eliminates the need for deployment and maintenance of prohibi-
tively expensive infrastructure.  The goal is to sense the activities of one indi-
vidual at large in their world, rather than the activities of a group in a well-
instrumented laboratory setting.  Preliminary results with a real-world applica-
tion are described. 

1   Introduction 

How should researchers explore pervasive applications if they can’t afford to deploy 
pervasively the experimental infrastructure they need?  This paper describes a plat-
form we have built called SPEC, to support our research in human context and activ-
ity sensing. 

1.1   Lessons from Earlier Work 

In the early 1990s Xerox EuroPARC researchers started investigating how applica-
tions could benefit from knowledge of the user’s activities [1] using Active Badges 
[2].  PARC, EuroPARC’s sister lab, developed a more capable platform [3] to explore 
the systems issues in more depth and demonstrate the fundamental capabilities of 
what Weiser [4] coined “ubiquitous computing” technology.  At EuroPARC a number 
of novel activity-sensing demonstrators were built, including Pepys [5] an automatic 
personal biographer, Forget-me-not [6] a personal memory aid; and a reminding sys-
tem [7]. 

Although these groundbreaking systems showed considerable promise, conducting 
trials beyond the confines of the laboratory proved difficult and expensive for reasons 
we will detail later.  Services that could be tested at work were not available in other 
contexts outside work.  Many memory problems like,  “What was the name of that 
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person I met on the airplane last week?” involved accessing information from, in, or 
between non-work contexts.  So Forget-me-not for example – a memory aid that 
could only be used at work, and then only to recall work events was frustratingly 
difficult to evaluate. 

Pepys and Forget-me-not provided continuous service through a series of wireless 
base stations connected to a central server.  Having to connect each base station to a 
server, albeit via a network, made deployment extremely time consuming and expen-
sive.  Connecting to distant locations, like homes, or mobile locations, such as our 
cars, incurred significant telecommunication service costs, and required expert 
knowledge of network and security systems. 

Active badges achieved a uniquely useful balance between sensing-range, battery 
life, and wearability, capable of providing hassle-free service running into many 
months without human intervention.  Larger, more capable devices are nevertheless 
less convenient to wear all the time, and need frequent recharging, and every recharge 
raises the possibility of the device being forgotten and left behind.  At the other end of 
the scale, RFIDs are easy to incorporate into clothing, but the readers are relatively 
large, and have a short range. 

We found our fellow researchers, in large part, quite willing to be subjects for ex-
periments that had the clear potential to invade their privacy.  However there were 
concerns voiced about accidental, unthinking, or perhaps insensitive uses of the ac-
cumulated data, which was all stored in a single centralized database.  In larger 
installations where there were lower levels of trust some people simply opted-out, or 
quite reasonably wanted to see what they were revealing about themselves before 
their data appeared in the central repository.  It became clear that this would be an 
issue for larger scale field trials. 

1.2   Proximity Is Often Enough 

Many location sensitive systems detect absolute position to some level of granularity 
using GPS, or cell-ID.  To detect in real time who, or what, is nearby they update and 
then query a central database.  If either sensing device is out of range of the locating 
or communications infrastructure (deep in a building for GPS, or out of the service 
area for cell phone-based location system), they won’t be able to determine that they 
are co-located.  Noticing that two sensors are co-located if they are both in a moving 
vehicle can be complex – especially if each updates the central database relatively 
infrequently.  But for systems like Pepys it was sufficient to collect in real time only a 
unique identifier for the nearby objects, for later resolution offline.  The reminder 
application functioned quite well with a small pre-loaded cache of identity informa-
tion. 

2   What Is Needed for Sensing More Widely 

We believe that many of the more successful pervasive applications, such as cell 
phones, are tightly woven into the fabric of all daily activities, offering continuous, 
mostly invisible support to literally anyone, in almost any situation, where and when 
the need arises.  As researchers we want to explore these new opportunities, and ex-
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Fig. 1. SPECs deployed by Kyle on
the garage, backpack, scooter, and
himself. 

perience living in a world where activity-sensing facilities are available in all parts of 
our lives, to assess the new opportunities, and their impact on human behavior.  So we 
are trying to explore ways to deploy automatic activity sensing on a wider scale and 
we seek to provide each individual researcher and their families with technology to 
experience, explore, and ultimately expand how pervasive computing could impact 
everyday lives.  We looked for solutions with the following features: 

 
1. Low cost (<= $25), long battery life (>= 1 year), small size & weight (can be in-

conspicuously worn or carried in a pocket) with a consistent proximity sensing 
range (<= 5 meters). 

2. Sensors can be deployed where they are needed: in offices, cars, homes, or even 
public spaces, enabling small-scale field trials. 

3. Colleagues can incrementally deploy and maintain the infrastructure themselves 
with no requirement for centrally administered activity log or co-location database. 

4. The implementation of proximity sensing should match the user’s intuitive sense of 
proximity as closely as possible.  For example, a person one floor above is not 
normally considered to be in close proximity. 

3   Design Strategy 

The most distinctive aspect of our strategy is that it aims to increase availability on a 
per-user basis, rather than for a whole community, or geography – to create a per-
sonal pervasive system technology. 

Our approach employs a collection of iden-
tical lightweight portable proximity sensors, 
called SPECs, designed to support the kinds of 
tasks we described earlier.  We expect our 
colleagues, and eventually our users to deploy 
SPECs themselves, dotting them around in 
places they frequent, attaching them to objects, 
or wearing them. 

Although our goal is to create a platform for 
investigating a range of sensing technologies, 
we decided that our first prototype would only 
sense the proximity and identity of other 
nearby SPECs.  This "what and where" 
information would be captured and acted 
upon autonomously, or uploaded later to a 
server for offline analysis.  To further simplify things, and inspired by Factoid [9] and 
Pollen [10], device discovery employs an extremely basic peer-to-peer protocol and 
makes no reference to a central database, or wide area wireless network. 

Each SPEC broadcasts a unique 32-bit identifier (ID32) every 2 seconds (to con-
serve power this interval is increased automatically when the set of SPECs in prox-
imity isn’t changing).  They also listen continuously for the ID32 broadcast from 
nearby SPECs.  When a new SPEC is sighted, a sighting record is created, time 
stamped with the start time, and stored in a history.  Each record describes an interval 
during which a particular ID32 was repeatedly sighted.  If sightings cease for more 
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than a specified interval (2 minutes in the current system), then the sighting record is 
time stamped with the end time and closed.  As we shall explain shortly, the sighting 
history can be analyzed locally to see if the user should be alerted to any noteworthy 
events, or it can be uploaded, via a SPEC portal, to an internet-based service for off-
line analysis, archiving, etc. 

A very simple sighting history pattern recognizer is used within SPECs to detect 
noteworthy situations.  The pattern recognizer uses a byte code form that is down-
loaded to the SPEC by a portal.  Once downloaded the pattern recognizer runs inde-
pendently within the SPEC.  The pattern language is declarative and consists mainly 
of time interval and ID set operations.  Functions are available to find particular sight-
ings in the history.  Two of these functions are called first and last.  They take 
two parameters, an ID set and a time interval, and return the first or last sighting of 
any of the IDs within the time interval.  Functions are composed to create reminder 
expressions.  If the expression result is true or a non-empty ID set then the reminder is 
considered active.  Patterns can be defined and given names using a simple XML 
name/value structure.  For example, the pattern to detect when a SPEC with ID 3 has 
last been seen for more than 5 minutes in the interval from 1:00 to 2:00 is: 

 
<define name=”LastSeen” value=”duration(last({3}, [1:00, 2:00])) > 5m”/> 

 
We anticipate that more advanced applications will want to make occasional con-

nections to Internet services to archive sightings, process them into a more intelligible 
form, invoke other actions, or download new search tasks.  To do this SPEC-portals 
provide mobile SPECs with the means to upload sighting history.  Portals also pro-
vide a time service enabling mobile SPECs to set their real-time clocks, and a means 
to download patterns to support real-time applications. 

We have given high priority to small size and battery life and in consequence, sac-
rificed communications and computational power, storage and user interface capabil-
ity.  We aspire to achieve power budgets in the prototypes that will allow small field 
trials of about a week to be completed without a battery change.  Transferring data to 
infrastructure via portals is completely optional, but does provide a means to increase 
the number of contexts in which sensory information can be immediately relayed back 
to an individual’s database for processing. 

4   “Bring It Home Again” A Real-World Reminder Application 

Kyle is a sixth grader with a number of ways to go to school: bike, scooter, walk, and 
car ride, and a number of different things to carry with him.  With all those options 
it’s no wonder that he sometimes forgets how he got to school on any given day, or to 
bring something home.  As a consequence, on two occasions he forgot to bring home 
his scooter.  By the time he remembered, the scooter had been stolen!  We applied 
SPECs to the problem. 

Fig 1 shows Kyle and his SPECs.  A SPEC is attached to his scooter, the wall 
above its parking spot in the garage, he wears one, and has one on his backpack.  He 
placed one on his desk at school.  His wearable SPEC was loaded with a pattern, 
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shown in Fig 2, designed to notice which articles he takes to school and to remind him 
if he does not return the same things home. 

 
<define name="Home" value="{bathroom, kitchen, garage}"/> 
<define name="School" value="{desk, ’bike rack’}"/> 
<define name="Things" value="{backpack, bike, helmet, scooter}"/> 
<define name="School Begins" value="8:30 a.m."/> 
<define name="Dismissal" value="2:45 p.m."/> 
<define name="Leave To School" 
 value="end(last({garage}, [,’School Begins’]))"/> 
<define name="Leave To Home" 
 value="end(last(School, [Dismissal, ]))"/> 
<define name="To School" value="[’Leave To School’,]"/> 
<define name="To Home" value="[’Leave To Home’,]"/> 
<reminder name="Forgotten" 
 value="retain(Things, ’To School’) – retain(Things, 'To Home')"/> 

Fig. 2. Kyle’s reminder pattern. 

A chart of the sighting 
records from a forgetful 
day is shown in Fig 3.  
The various encounters 
can clearly be seen 
throughout the day: ga-
rage in the morning and 
afternoon, desk in be-
tween, backpack and 
scooter during travel 
times.  The diagram 
above the chart illustrates 
how Kyle’s SPEC keeps 
a watch out for any 
SPECs that accompany 
him in the period be-
tween his leaving the Garage and arriving at his Desk.  In this example there are two: 
the backpack and scooter.  The SPEC waits for school to be out and for Kyle to leave 
his desk.  In this case it fails to see the SPEC Kyle attached to his scooter, the For-
gotten reminder is triggered, and the SPEC LED starts flashing to remind Kyle he 
has left a tagged item behind at school.  After some time, Kyle notices the reminder 
and returns to recover his scooter. 

The tests ran for a couple of weeks.  During that time he wore a SPEC the majority 
of the time.  He constructed two different ways to wear it – as a necklace and as a 
bracelet.  The necklace form turned out to be his favorite.  It was quite a positive 
social experience for Kyle.  Being a 6th grader wearing a high tech looking gadget 
produces a lot of positive attention.  During the test period we had a number of issues 
to shake out, since this was the first real use of the devices in a natural setting.  We 
had hardware issues involving the batteries and the enclosure, in addition to software 
issues with acquiring the time and knowing when batteries needed to be changed. 

Fig. 3.  Sighting records from the SPEC Kyle wore on a
‘forgetful’ day. 
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5   SPEC Prototype 

Our goal was to develop a mechanism where objects could autonomously detect each 
other’s proximity without reference to any additional infrastructure.  At this stage we 
were focused on low-power, easy-to-implement solutions.  With our experiments in 
mind, we estimated that that a coin cell battery life of one week was an absolute 
minimum requirement for prototypes that would be used to test our ideas.  However, 
we wanted to make sure that the basic design could be engineered for year lifetimes at 
some point in the future.  Several different underlying technologies could be used.  
For our initial prototype, we only considered two proximity detection mechanisms: 
radio (RF) and infrared (IR). 

The challenge for proximity detection is finding a very low-power way for devices 
to signal to each other.  Experience with Active Badges which transmit a very short 
identification IR pulse every few seconds, had demonstrated that lifetimes in excess 
of a year could be achieved for transmission only.  But base stations that receive Ac-
tive Badge signals are powered from the domestic supply.  In contrast SPECs, all of 
which are identical and potentially portable, must both send and listen, and it soon 
became clear that the challenge for the power budget is continuous listening.  A sim-
ple analysis showed that from a power perspective, domestic IR, the kind used for 
appliance remote control, offered the best off-the-shelf solution to the continuous 
listening problem. 

The IR detector that is currently being used, a GP1UD261XK, typically consumes 
150uA.  The output of the detector is low when a 40kHz carrier is detected.  This 
signal is used to interrupt the microcontroller whenever it changes.  To minimize 
power consumption, the microcontroller and other components sleep except when 
processing IR detector changes.  SPECs send their ID using a 100mA IR LED using a 
Manchester encoded signal over a 40kHz carrier for 25ms.  This is done at a rate 
somewhere between 2 and 30 seconds – depending on how often the set of SPECs in 
proximity are changing.  Assuming an average rate of 15 seconds, sending consumes 
about 50uA on the average.  We are currently using 150mAh coin cells in our proto-
type, which results in a lifetime approaching one-month.  Stationary SPECs could use 
AA cells that should result in approximately a two-year lifetime. 

In contrast, the best off the shelf RF receivers were in the 2mA range.  Thus their 
power consumption is about 10x that of IR, resulting in a corresponding 1/10th the 
battery lifetime. 

5.1   Predictable Discovery 

But low power was not the only reason for choosing IR.  Considering our proposed 
applications, it seemed important that the SPEC’s model of what was nearby should 
closely mimic the user’s model.  For example, if we wanted to recall a situation from 
the past, or if we wanted to set up a reminder for some future event, then the user 
would need to have a good model of what people, places and things the computer was 
likely to sense.  With an RF-based technology the shape of the field is difficult to 
predict without special instrumentation, and can fluctuate unpredictability depending 
on what other things move through the field.  So a RF-based proximity detector might 
detect a person, or thing in an adjacent room that was invisible to its user.  This could 
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lead to very confusing behaviors.  Since IR does not pass through walls and has 
propagation characteristics similar to visible light, it is much easier for a user to pre-
dict what things the computer might, or might not be able to sense.  However, we can 
recognize that there are clearly situations where being able to sense the proximity of 
things that you can’t actually see could be very useful. 

IR is has its own set of issues.  Transmission follows line of sight and can be ob-
scured by obstacles like furniture or clothing, or simply by being pointed in the wrong 
direction (although IR is also good at reflecting off many surfaces, such as white 
walls, and thus does have some diffuse characteristics also).  Bright sunlight or fluo-
rescent lights also easily confuse IR.  Some IR solutions, such as IrDA, are designed 
for short range and are highly directional.  Remote control IR detectors and emitters 
have components that are less directional and have greater range.  Given that ease of 
implementation, size, and power requirements were top of our priority list, and given 
encouraging results using IR from other research projects, we felt remote control IR 
was the best compromise for our initial pragmatic prototype. 

5.2 Hardware 

The current SPEC prototype, 
shown in Fig 4, uses a 
PIC18F252 microcontroller 
and a real-time clock for 
time stamping observations, 
which it can store in 32KB 
of memory accessible over 
an I2C bus.  It communicates 
with other nearby SPECs 
using a 40kHz infra-red 
carrier with OOK at 2666 
baud and Manchester encod-
ing giving an effective data rate of 40 32-bit words per second, and a range of 4-8 
meters.  The current user-interface uses a single green LED and a single button.  It has 
auxiliary output provision for driving a pager motor, or beeper.  The I2C header can 
be used to connect additional circuits, such as sensors.  The debug header is used 
during development for loading and debugging the software kernel.  Using off-the-
shelf components the electronics package measures 40x15x14 mm, including two 
11.6mm diameter coin cell batteries that are held in place by metal clips underneath 
the circuit board.  Total cost is approximately $25, which includes the components, 
batteries, circuit board, and enclosure. 

6 Conclusions 

It’s a bit too early to claim that this approach to gathering context data is a success, 
but the results above are very encouraging.  The main thing to note is that installing 
the infrastructure is as simple and speedy as it sounds, and that this approach does 
indeed allow us to sense more parts of our lives, including expeditions into the outside 

Fig 4. The current SPEC prototype board 
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world away from work or home.  Battery life allows continuous operation for useful 
periods.  The database is optional and distributed - holding only the data for a particu-
lar set of users.  We are beginning to see that SPECs can provide a valuable source of 
field study data for future design work and may indeed be a valuable resource for 
behavioral science field studies in general. 

It seems that an ideal proximity sensing technology for this type of applications is 
currently not available off the shelf and remains an open research opportunity.  The 
two most likely candidates suffer from having to be visible (IR) or having an unpre-
dictable field (RF).  Power consumption and battery capacities are major challenges 
as well. 

We anticipate that our next step will be to explore using RF for proximity detec-
tion, and to add sensors to detect motion, etc. 
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Abstract. We present a 2-way selection method to select objects in a physical 
environment with a novel feedback and transfer of control mechanism. A 
modulated laser pointer signal sent from a handheld device triggers a photosen-
sitive tag placed in the environment.  The tag responds via a standard wireless 
channel directly to the handheld with information regarding an object it repre-
sents.  We describe a prototype implementation for a Motorola iDEN i95cl cell 
phone, discuss the interaction challenges and application possibilities for this 
physical world selection that extends a common handheld device. We also 
compare this solution to related attempts in the literature. 

1   Introduction 

It is becoming increasingly common to carry a handheld device (a PDA or a mobile 
phone), with nearly always-on network connectivity and significant computational 
capabilities.  What is not so common is the ability for these devices to facilitate inter-
actions with the physical world.  Take, for example, the development of universal 
remote controls for use at home.  Several commercial and research projects have con-
sidered the challenge of reducing control of a large variety of home devices down to 
one universal platform (see, for example the recent work on the Personal Universal 
Controller [8], or the Gesture Pendant [13]).  But in an environment with many con-
trollable devices, it is not clear the best way to select which device should be con-
trolled.  Pointing from a distance, naturally supported by a laser pointer, seems like a 
good solution to this problem.  We are motivated, therefore, to explore direct and 
natural interactions with devices in the physical world mediated through a handheld 
device.  

A number of researchers have explored ways to tag the physical world, using 
printed barcodes or 2-dimensional glyphs, RF ID, or active beacons, in order to con-
nect the physical and electronic worlds. We are particularly interested in applications 
of lasers because they provide a simple means of visual feedback as well as at-a-
distance interaction.  Furthermore, unlike any other physical world selection tech-
nique in the literature, we see the advantages of creating 2-way communication be-
tween the object in the physical world and the laser-augmented handheld. The chal-
lenge we faced was to create a practical, 2-way selection technique using a laser 
mounted on a conventional handheld device that provides a two-way interaction. The 
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solution described in this paper demonstrates an augmented handheld device that 
communicates its identity via a modulating laser signal to active tags in the environ-
ment. These tags, logically linked to objects in the environment, can then communi-
cate back to the handheld, establishing a two-way link. This solution allows for selec-
tion of physical objects in the environment that can then be further controlled or 
queried by the handheld device. 

Integrating this 2-way laser pointer into a mobile phone can also enable many pos-
sibilities outside of the home. The active tags can be placed on road signs and bill-
boards, using large tags connected to some wireless telephony service.  When the 
billboard is spotted, the user selects it in order to receive additional information to the 
handset.  While traveling by car, the natural visual feedback of the laser pointer might 
not work, so we developed a slower response vibration feedback.  At an airport, these 
active sensor tags can be placed in the logos of the airline companies.  As you walk 
through the airport, you can simply identify one of these tags and the gate and flight 
information is directly sent to the handset. 

Overview 

Having motivated the potential applications for this 2-way selection technique, we 
will next present a brief overview of existing techniques for selecting objects in the 
physical world.  We describe the design of our laser-assisted selection technique as 
implemented on a commercial mobile phone using special-purpose active tags em-
bedded in the environment. We then discuss some of the interaction challenges that 
influenced our design. 

2   Related Work 

Several researchers have explored laser pointer interaction recently, both for interac-
tion at a distance with large displays [4, 7, 9] and also for the selection task studied in 
this paper [6, 12, 14]. Selection of physical objects in an environment has also been 
explored for various augmented reality tasks (e.g., the NaviCam system [11]). For the 
selection task, we identify three different approaches:  

Static Tagging: A static label (e.g., a barcode or 2-dimensional glyph) is placed in 
the environment and read or scanned by some form of reader device [5, 10]. Barcode 
solutions are limited to a distance of about 1 meter [6], whereas camera-based solu-
tions are limited only by the camera resolution and perception techniques used to 
decipher the glyphs.  The scanning device must be connected to some service that 
converts the scanned information into a device identifier.  This interaction is one-way 
and the same information is provided to every scanning device.  This selection 
mechanism works well when it is suitable to require short-range interaction. 

Camera-Tracked Laser Interaction: A popular laser pointer interaction scheme is 
to use a camera focused on a region of a wall or object where a laser spot may appear 
[1, 4, 7, 9, 14].  Simple computer vision techniques locate the red laser dot and follow 
it around the interaction region.  Such a scheme is appealing for meetings or presenta-
tions, where you can interact with a display at a distance by simply pointing at it with 
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an ordinary laser pointer [1, 4, 7, 9] and the XWand system demonstrates how it can 
be used with a collection of other sensors to support selection and interaction of de-
vices through a special-purpose interaction device.  An extension of XWand, called 
the World Cursor, removes the vision requirement by using the XWand to steer a 
remotely controlled laser pointer around a room [15]. The remotely controlled laser 
pointer has a model of where it is pointing in 3-space and has sufficient geometric 
information to know where its red laser dot is pointing. While these camera-based 
tracking solutions provide very flexible ways to point and select objects within the 
environment, they require a lot in terms of camera infrastructure and detailed geomet-
ric information and will not work well in large environments with much movement of 
objects. 

Active Tagging: Our laser pointer system, Matthias Ringwald’s Spontaneous Interac-
tion, and MIT’s FindIT Flashlight use active tags that respond to an incident laser [6, 
12]. A modulated laser signal encodes information that is received by the tags and 
decoded. The tag is active in the sense that it can respond to the initiator of the inter-
action with any appropriate response. The response by the FindIT Flashlight is an 
indicator light to notify the user that the desired object has been found.  For our sys-
tem, the interaction with the handheld device is 2-way because the tag can use a num-
ber of wireless mechanisms to send a data response. Ringwald’s Spontaneous Interac-
tion makes a similar attempt by sending back web content from selected tags through 
802.11b Wi-Fi. While active tags are an additional expense and may require separate 
power, they could be placed in a variety of locations or embedded in commercial 
appliances.  No further knowledge of the environment is required, making them a 
more practical solution for the selection task compared with the camera-based solu-
tion discussed above. The HP CoolTown beacons are small hardware devices distrib-
uted throughout an environment whose function is to wirelessly broadcast device 
references (URLs) [3].  CoolTown beacons use IRDA to broadcast device references, 
which make it an attractive solution for IR ready handhelds.  However, IRDA lacks 
the precise identification and natural visual feedback possible with lasers and is lim-
ited to only a few meters in range. 

3   How Laser Selection Works 

Our laser system is based on a PC-to-PC laser communication link first published by 
GKDesign [2].  We built prototypes for a Compaq IPAQ and a Motorola iDEN i95cl 
cell phone.  Each handheld is assumed to have wireless data access (802.11b or Blue-
tooth for the IPAQ and the Nextel data service for the i95cl handset), providing an IP 
address for direct communication.  The figures and description in this paper describe 
the cell phone prototype because the slim form factor and always on data service 
motivates a variety of indoor and outdoor applications. 

3.1   The Instrumented Handheld 

The laser is integrated into the handheld device by using a 3-5 mW diode laser mod-
ule mounted on the antenna of the i95cl handset (see Figure 1).  The RS-232 line from 
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the handset is run through a MAX232A IC line driver and an open collector buffer to 
allow serial-controllable modulation of the laser beam.  Using the J2ME environment 
on the handset, it is straightforward to encode outgoing messages, and we chose to 
encode the IP address of the handset to facilitate routing of return messages.  Since 
the communication with tags is asynchronous, the message from the handset is pad-
ded with start and stop codes.  When the laser button is pressed (using the lower but-
ton on the handset shown in Figure 1a), the message and its padding, or the message 
frame, is continuously transmitted.  The user only has to keep the laser shinning on a 
sensor tag for the length of one complete frame.  At a baud rate of 9600 bps, a mes-
sage frame of 128 bits would take 13 ms to be detected.  We found that speeds of 
9600 bps or lower required only a simple parity check for error detection; more so-
phisticated error detection and correction schemes (e.g., CRC or Hamming codes) 
would be needed at higher transmission rates or for sensitive messages. A more so-
phisticated message-encoding scheme could be constructed by directly modulating the 
laser with the Motorola chipset.  This would provide larger messages and faster 
transmission rates. The handset’s 1400 mAh lithium ion battery pack powers the laser 
module. The circuit draws about 35 mA when the laser is activated.  Moderate use of 
the laser does not significantly reduce the battery life of the handset. 

 
 

 
  

a) b) c) 

 
d) 

 

Fig. 1. a-b) The instrumented cell phone handset, a Motorola iDEN i95cl. The antenna is an-
gled slightly to accommodate reading the screen while pointing the laser. c) A simulator screen 
for the phone showing a simple control screen for an X10-controlled light switch identified 
through laser interaction. d) A schematic for the laser controller. 
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3.2   The Active Tag 

The sensor end of the system consists of a bed of phototransistors, a MAX232A IC 
line driver, and Schmitt triggers.  The actual light sensing part of the tag is a bed of 
NPN IR phototransistors.  The signal then runs through Schmitt triggers to square up 
the wave before it is fed into the MAX232A line driver.  Out of the line driver comes 
the RS-232 signal, which is fed into a microcontroller (we used a PC in our proto-
type).  The microcontroller produces the response back to the handset.   

Since the message sent by the cell phone is an IP address, the sensor knows exactly 
where to send the feedback information.  The route of the response can vary depend-
ing on the connectivity of the sensor tag.  In one prototype, we directly connected the 
tag to the wired LAN. In another prototype, the tag uses X10 to transmit to a basesta-
tion (an X10 server) connected to the LAN. Routing to the handset is done using the 
Nextel data service (or 802.11b or Bluetooth in the case of the IPAQ).  

We chose phototransistors as the sensor mechanism because they are less affected 
by ambient light.  Phototransistors are available with a variety of spectral ranges.  The 
ones used in our sensor tags have a range of 600 nm to 1000 nm. The response range 
is broad enough for a typical red laser (670 nm) and still able to ignore some of the 
lower wavelengths.   

We found there is just enough red in ambient light, especially sunlight, making a 
red-pass filter on the sensor ineffective at times. For even more immunity to ambient 
light, a black epoxy 800 nm to 1000 nm phototransistor could be used, requiring an IR 
laser.  Since IR lasers are invisible to the naked eye, we lose the natural visual feed-
back that the red laser provides.  Coupling a small red laser with the IR laser produces 
both a higher-speed transmitter and a visual feedback loop.  However, IR lasers pre-
sent a greater eye safety concern than red lasers. 

The reason for a bed of phototransistors is to allow for a larger target.  Our proto-
type sensor tag is enclosed in a cone structure (see Figure 2a).  The inside of the struc-
ture is padded with a reflective material.  When the light beam hits anywhere inside 
the structure the light rays are reflected in many directions.  The front part of the cone 
is covered with a defocusing material; when the beam hits the front of the structure, 
the light beam is refracted in many directions inside of the cone.  The bed of photo-
transistors resides at the back of the cone structure, increasing the likelihood of a ray 
hitting at least one phototransistor and reducing the need for operator precision in 
aiming the laser.  Another advantage of using a cone-like or cylindrical structure is 
that very precise optics can be added so that only one phototransistor is needed.  In 
this case a beam coming in at any point can be refracted straight to the sensor.  This 
approach is the opposite of the defocusing used in the FindIt flashlight [6].  By defo-
cusing at the target instead of the source, we maintain the desirable features of a laser 
pointer, namely the long range and natural visual feedback. 

The cone-like tag is useful for long-range selection. For short to intermediate 
ranges, a dense bed of phototransistors is suitable and can be embedded within the 
objects being selected.  For example, figure 2b shows a prototype of a tagged light 
switch. 

The size of the sensor constructed depends on the placement in the environment 
and desired precision for the laser.  More accurately, inspired by the data reported by 
Myers et al., we calculated that the average deviation resulting from laser “wiggle” is 
.0025 times the distance from the target [7]. Deviation here means the amount the 
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laser dot wiggles while a user tries to hold it steady for 3 seconds.  This means a tag 
diameter should be at least .005 times the expected distance to accommodate easy 
selection. Our prototype sensor tags are 5 inches in diameter, which is large enough to 
interact from within a very large open space (approx. 83 feet). 

 

  
a)  b) 

 
c) 

Fig. 2. a) A cone-shaped light-sensitive tag. b) A layer of phototransistors replacing a wall plate 
for a light switch shows a different form factor for the active tag. c) The schematic for the 
active tag. 

4   Analyzing Handset-Tag Interaction 

The interaction between handset and tag is relatively simple, with some interesting 
interaction challenges.  The important human factors are acquisition time to locate a 
tag with the laser pointer, how long the user can comfortably keep the beam steady on 
the sensor tag to ensure a hit, and what feedback tells the user that the target is hit. 
Myers et al. showed that it takes approximately 1 second to move a laser beam to a 
target position [7]. This is perfectly reasonable for our scheme, since a likely alterna-
tive to pointing at a target for selection would be to look up the target device using a 
list on the handset, which would likely take longer than 1 second. The same study 
found that a laser mounted on a PDA is more stable than just holding a plain laser 
pointer, because the PDA provides a more effective grip because of its large size.  In 
our experience, both the i95cl and iPAQ offer very stable control.  The i95cl fits well 
in the palm of the hand and is the better of the two because of its intermediate size 
and ergonomic shape. The laser activation button resides on the left side of the phone, 
allowing thumb operation when held in the left hand or finger operation when held in 
the right hand.  This allows for stable control as the laser is activated.  We also angled 
the handset antenna to provide even more comfort and stability, allowing laser point-
ing and easy screen reading. 
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Since the dwell time for a tag to “read” the modulated laser signal is pretty low   
(13 ms), there are two ways a tag may be accidentally triggered. First, we know that a 
user cannot effectively predict where a laser pointer will hit when initially activated 
[7, 9], so it may accidentally hit the wrong target initially. Second, tags may be placed 
close to each other, as might happen in a cluster of home entertainment devices, caus-
ing inadvertent selection. One solution to this problem is to introduce a two-stage 
scan and select process using a two-position switch on the handset. When the button 
is depressed half way, the laser is turned on without any messages being sent and 
natural visual feedback is used to aim the laser over the appropriate target.  Upon 
proper targeting, the handset button is depressed fully, sending out the modulated 
message frames.  Another solution would be to deliberately slow down the active tags 
by requiring receipt of multiple message frames before being activated. 

Another potential challenge is feedback, or knowing when a tag has made a read-
ing.  One solution, suggested by the FindIt flashlight, is to provide a LED on the tag 
itself that can be illuminated when the microcontroller detects a valid read [6].  An-
other solution, which we implemented, is to signal the handset over the air when a 
read is detected. The handset can respond with visual or vibration feedback.  In our 
various prototypes, the latency for this handset feedback ranged from 700-1000 ms. 
The faster feedback occurred with the tag connected to the network via 802.11b wire-
less and the cell phone receiving feedback via its cellular network. The slower feed-
back was a result of using an X10 connection between the tag and the network. For 
many indoor applications, this latency is probably too great to be useful. However, in 
outdoor applications, where ambient sunlight negatively impacts the natural visible 
feedback of the laser, the vibration scheme is more useful. 

5   Conclusions 

We presented a laser-assisted 2-way selection technique for identifying and interact-
ing with objects in the physical world.  This technique uses active tags that can detect 
modulated signals from a handheld-mounted laser pointer and respond via some wire-
less route back to the handheld device. We demonstrated this prototype based on a 
popular mobile phone handset, the Motorola iDEN i95cl.  The selection technique 
was originally designed for use in a home-based universal remote control application, 
but the use of a mobile phone with constant network connectivity opens up possibili-
ties for this technique that would work outdoors as well as indoor. 
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Abstract. The movement of design out of the workplace and into the home 
brings with it the need to develop new analytic concepts to consider how ubiq-
uitous computing might relate to and support everyday activities in domestic 
settings. In this paper we present a number of concepts derived from ethno-
graphic studies of routine activities and technology uses implicated in the pro-
duction and consumption of communication in the home. These concepts sensi-
tise design to the importance of the ecology of the domestic space and 
distributed arrangements of collaboration to communication. They draw atten-
tion to the places where communication is accomplished and the routines 
whereby communication is articulated, thereby highlighting ‘prime sites’ for 
situating ubiquitous computing in the domestic environment. 

1   A New Challenge 

The domestic environment is currently receiving a great deal of attention as a place 
for the development of ubiquitous computing. The technical and methodological 
challenges involved in realising computing systems for the domestic environment are 
significant, and require researchers to anticipate facilities that are likely to emerge in 
the home of the future. Anticipating the future is fraught with difficulties and re-
searchers have tended to exploit purpose built ‘living laboratories’ in order to explore 
both the future potential and the shortcomings of current technological infrastruc-
tures, and to consider the ways in which inhabitants might experience the home of the 
future [3, 13, 15]. These explorations have been complemented by design led ‘visions 
of the future’ [18] that seek to convey the potential ways in which ubiquitous comput-
ing might be deployed in domestic settings. The home offers new sets of challenges 
that move our understanding of interaction beyond the current focus on information 
and knowledge work. It exposes us to the demands of new user groups, including the 
elderly, the disabled and the mentally impaired [14, 5], and requires us to be sensitive 
to the impact of broader cultural values and the need to support activities other than 
work [7].  

A key research problem in designing for this environment is the need to under-
stand the everyday character of the home: how people live in the home, what they do 
when they are at home, and the potential role of technologies within the milieu of 
domestic activities. This paper is concerned with the social character of the domestic 
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environment, particular with regards to communication which is a prime area for 
design [11], and with developing a sensitivity to the real world, real time ways in 
which communications are produced and consumed in the home in order that ubiqui-
tous computing might be woven into and resonate with domestic activities [23]. 
While there is a vast literature on communication in the workplace, when we turn the 
home we find few conceptual and analytical tools to assist design [10]. Furthermore, 
it has been suggested that in turning to familiar concepts derived from the workplace 
there is risk of migrating and operationalising a set of values that may be inappropri-
ate for domestic design [8]. Indeed, as Gaver puts it, 

 

There is a danger that as technology moves from the office into our homes, it will bring 
along with it workplace values such as efficiency and productivity at the expense of other 
possibilities. (ibid.) 

 

The problem here is that such things as ‘production’ and ‘efficiency’, which may 
themselves be construed of in terms of such concepts as ‘plans and procedures’ and 
‘workflow’ along with a host of analytic concepts that describe the organization of 
practical action in the workplace in terms of Fordist and Taylorist principles of capital 
production, do not apply to the organization of practical action in the home. This is 
not to say that household members do not have a concern with the production of 
domestic life or with efficiency in carrying out household activities, early research in 
the field suggests that they do [23], but rather that such things as production and effi-
ciency in domestic life cannot be adequately understood in the accepted terms of 
capital production, as domestic life is not organized in those terms by household 
members. The home and workplace are different domains and we do not need an 
extensive period of research to tell us that – as members of society we know that, and 
as designers we know it as a condition of our inquiries. The problem we have is not 
one of understanding that the home and the workplace are different, then, but of de-
veloping insights into how and in what ways the home is different in order that we 
might develop technologies that are appropriate to the setting. 

Accordingly, this paper presents and articulates a number of analytic concepts that 
sensitise ubiquitous computing to the organization of communication in the home 
environment and open up the play of possibilities for design. These sensitising con-
cepts have emerged from a series of ethnographic studies of domestic settings and are 
elaborated through the explication of an empirical instance of the collaborative pro-
duction and consumption of communication in the home. We exploit the notion of 
‘traffic’ as a guiding principle and consider how the primary social organizational 
features observed in members practical management of traffic may be exploited to 
develop domain knowledge and inform the development and placement of ubiquitous 
computing in a wide variety of domestic settings. We employ a distinct representa-
tional format to convey the overall results from our studies and to articulate a set of 
key properties that may be explicated by other researchers in other settings. Follow-
ing this, we outline a number of challenges for ubiquitous computing to emerge from 
our research. First, however, we briefly consider the motivating factors behind our 
work, which have given rise to a distinct set of sensitising concepts for ubiquitous in 
the home. 
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2   Developing an Understanding of Technology in the Home 

We offer a set of concepts sensitising design to important features of social activity 
and technology use in the home by reflecting on a series of ethnographic studies of 
the production and consumption of communication in domestic life. These studies 
focus particularly on what Edwards and Grinter [6] call, 

 

… the stable and compelling routines of the home, rather than external factors, including 
the abilities of the technology itself. These routines are subtle, complex, and ill-articulated, 
if they are articulated at all … Only by grounding our designs in such realities of the home 
will we have a better chance to minimize, or at least predict, the effects of our technologies. 

 

Concurring with this position, we reason that design may be usefully informed 
through careful consideration of the ways in which existing technologies, whether 
technically sophisticated or not [25], are routinely made to be ‘at home’ by household 
members in their everyday interactions so that they come to assume an eventful and 
purposeful role in domestic affairs [20]. A number of ethnographic studies have al-
ready offered rich insights into the routine nature of domestic life and technology use 
in the home [16, 24, 26, 22]. While such insights promise to open up the design space 
and inform the design of computer-based technologies that support the day-to-day 
functioning of the household, there is a need to move beyond the particular studies of 
a small group of social scientists to provide conceptual and analytical tools that de-
signers in general may employ.  

Two key principles derived from previous work in the field [17] underpin the 
stance we have adopted in moving from the particular to the general and developing 
conceptual and analytical resources that ground design in the routine character of 
domestic life.  

 

- Routine activities are socially organized through household members’ interactions 
with a host of technologies distributed throughout the home, and which support the 
coordination of action in their use.  

- The distributed character of the technologically mediated ‘work’ of coordination 
highlights the central importance of the ecology of domestic space for design.  

 

When considering these issues, our particular interest lies in articulating the distribu-
tion of technical objects or ‘media’ and their placement in various shared locations 
around the home in relation to the flow of information involved in communication 
and the coordination of practical action [9]. We have exploited this point of view 
when studying the domestic routines implicated in the production and consumption of 
communication in order to identify a set of key features or properties to inform the 
development and placement of ubiquitous computing in the home. In the following 
section we present the key social organizational features to have emerged from our 
studies, which articulate the ways in which communication media are routinely ‘made 
at home’ by household members.  
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3   The Social Organization of Communication in the Home 

The sensitising concepts presented here emerged from a series of long-term ethno-
graphic studies of 22 family homes across England that began in May 2001 and are 
ongoing. Our concern with communication came from two principle sources.  

 

- It was evident from our initial studies that a great deal of activity in the home is 
concerned with communication coming into and going out of the home, and that 
many of the information resources and technologies in the home are implicated in 
communicative action.  

- Communication has been one of the major areas of development in computing 
generally and provides a key motivator as design moves out of the workplace and 
into the home [11].  

 

To complement our broader set of studies where communication emerged as a gen-
eral and pervasive issue within domestic settings, we undertook three highly detailed 
and focused studies of communications in three different family settings in order to 
develop a more coherent understanding of communicative activity and its social or-
ganization (i.e., to develop a better understanding of how incoming and outgoing 
communications are produced, managed and consumed). The studies actively in-
volved the participants. Rather than have an ethnographer ‘hang around’ the home, 
we asked our participants to video communications coming into and going out of the 
home and to keep a log briefly describing where the communications occurred, what 
they were about, who was involved, and what was done in response to particular 
communications. This strategy had two distinct benefits.  

 

- It meant that the ethnographers did not have to spend long periods of time waiting 
around for events of relevance to the research to happen. Over a one-week period 
during the study, incoming and outgoing communications took up around one and 
half to two hours of video tape. More time was spent on communication though 
the details were not always recorded, and understandably so, because of a variety 
of sensitive household matters. Nevertheless, the approach produced a rich corpus 
of quality data and was highly cost effective.  

- Enlisting participants as data gatherers provided the opportunity to open up a 
highly detailed and intimate dialogue with household members. The video and logs 
became conversational resources which we used to explore the social organization 
of communication in the home in collaboration with those parties who actually do 
the ‘work’. The approach enabled us to involve inhabitants in a design dialogue 
and to bring their competences to bear on design reasoning then.  

 

Recognising that ethnography is nothing more, or less, than a data collection tech-
nique, we adopt an ethnomethodological approach to the analysis of ethnographic 
materials [4]. Ethnomethodology is concerned to explicate the social organization of 
activities in observable details of their local production by members, rather than in 
the more conventional terms of social science theory. Accordingly, we examine em-
pirical instances of communication in theoretically unmediated detail in order that we 
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might see what can be seen and learn what can be learnt of communication in the 
home as real world, real time socially organized activity.  

3.1   An Instance of the Social Organization of Communication 

We present a simple empirical instance collected during our studies, which should be 
seen and treated as an illustrative case that enables us to articulate key social organ-
izational features of communication and sensitising concepts. 

Dave arrives home from work and on entering the porch picks up the day’s mail. He walks into 
the kitchen and sorts and opens the mail. One is a postcard from family members who are on 
holiday and one is a ‘thankyou’ card from a friend who stayed over at the weekend. Dave puts 
the cards at the front of the kitchen table for Jane to see when she gets back from work.  

 

Fig. 1. Receiving and placing a card for the attention of others (porch and kitchen table) 

Dave then goes into the living room and starts his computer, sending an email to the card 
sender to acknowledge receipt of the card and exchange similar sentiments.  

 

Fig. 2. Responding to the card (email from workstation in living room) 

When Jane arrives home (some four hours later) she notices the cards on the table. Jane picks 
them up, walks into the living room where she sits down on the sofa and discusses both the 
weekend and family members holiday briefly with Dave. Jane then puts the card on the man-
telpiece in the living room and the postcard on the windowsill. 
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Fig. 3. Places where cards live (the mantelpiece and windowsill) 

4   Key Features and Sensitising Concepts 

traffic n. & v. 4 dealings or communication between people etc. 5 the messages, signals, 
etc., transmitted through a communications system; the flow or volume of such business. 
The Concise Oxford Dictionary 

Treated as an illustrative case, the above instance draws our attention to several 
grossly observable features of communication in the home. In particular, the instance 
instructs us that a primary feature of the production and consumption of communica-
tion in the home is a members’ concern with the practical management of traffic in 
and through the domestic space1. In this context it is worth noting the diversity of 
media used within this simple act of communication and the ways in which household 
members coordinate the use of a range of media as a practical part of this act. Fig. 4 
represents the ecological distribution and diversity of media used in this instance. 

The point of this representational format is not simply to represent the traffic im-
plicated in individual instances. Rather, the purpose is to enable designers to ‘get a 
picture’ of the social organization of communication in the home as a single coherent 
environment. Accordingly, the role and importance of the ecological distribution of 
traffic and the sites at which various media are used becomes even more apparent 
when we consider a number of instances of communication in tandem. Fig. 5 repre-
sents communications traffic in the same household over a one-week period.  

4.1   Places of Communication 

The collection of instances represented in Fig. 5 moves us beyond recognition of the 
spatial (and temporal) distribution of communication [17] to make a phenomenon 
available to design reasoning that has not already been seen in the single instances, 
namely, the social organization of communications traffic as a whole. What emerge 

                                                           
1  This view contrasts with conventional reasoning which suggests that the primary feature of 

communication is social cohesion [e.g. 11, 12]. Our studies do not deny the important func-
tions of communication but rather, draw our attention to taken for granted organizations of 
communication upon which such weighty matters rely upon or turn. 
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are patterns of technologically mediated activity and the reciprocal flow of communi-
cations traffic around the home. Thus we see traffic flow from familiar place to famil-
iar place in the home. In the rest of this section we consider the social organization of 
traffic in terms of the familiar places implicated in communications coming into and 
going out of the home. In particular, we consider three different, grossly observable 
properties of these places and there relationship to the production, management and 
consumption of communication. These include: 

 

 
Fig. 4. Communications traffic within the home 

 

Fig. 5. Incoming and outgoing traffic over a one-week period 
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- Ecological Habitats: places where communication media live and where residents 
go in order to locate particular resources. 

- Activity Centres: places where media are actively produced and consumed and 
where information is transformed. 

- Coordinate Displays: places where media are displayed and made available to 
residents to coordinate their activities. 

 

In the rest of this section we explicate each of these in turn, moving from textual 
description of the single instance to the representational collection in order to make 
the social organization of communication in the domestic environment available to 
design reasoning and inspection in other residential settings. 

Ecological Habitats.  One of the initial observations to emerge from our studies is 
that the various media implicated in communication live in particular places. House-
hold members do not have to search for the mail, or the computer, or the telephone 
and address book, etc., because they situate communication media in particular places 
from where they may be readily retrieved or accessed when they are needed. As a 
rule, or matter of routine use, communication media live in particular places where 
they may be readily located. This, of course, is not to say that communication media 
do not stray, that members do not lose things. Indeed, such occurrences demonstrate 
the rule as it were and may be accounted for by invoking the ordinary notion of mis-
placing things. More formally, we might call these places ‘ecological habitats’. The 
term draws analytic attention to the physical surroundings within which communica-
tion media reside. Ecological habitats are readily available to observation. They are in 
plain view and require no special methods to see. In the case of our illustrative in-
stance, the windowsill and mantelpiece are employed as ecological habitats (places 
where certain kinds of card live). The workstation (from where the responding email 
is sent), the kitchen table (where the card is placed for the attention of others), and the 
sofa (where the cards are used), each elaborate different organizational properties, 
which will be addressed below. First, however, if we consider the representational 
collection the following ecological habitats become visible across the home as a 
whole. 

Each of these habitats was illuminated or made visible by a single instance (some-
times recurrently, where mail or the phone was involved for example) and through 
the use of particular media, which the single instance elaborates in detail. 

Activity Centres. The places where communication media live (ecological habitats) 
are not necessarily the same places where communication media are used and our 
observations highlight this. The instances shows, for example, how on being noticed 
(through their placement at the kitchen table) the cards migrate to the sofa where they 
become conversational objects for Jane and Dave. We call the places where commu-
nication media are used ‘activity centres’ insofar as the collection of instances shows 
us that there are certain places in the home where communication media are recur-
rently employed. The collection of instances reveals the following activity centres in 
the study setting. 
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Fig. 6. Ecological Habitats (Phone Shelf, Workstation, Noticeboard, Kitchen Table, File, etc.) 

 
Fig. 7. Activity Centres (Sofa, Workstation, Porch Noticeboard, Kitchen Table) 

Although distinct, some ecological habitats and activity centres overlap (see Fig. 6 for 
comparison). In this home, the workstation, noticeboard, and kitchen table are at 
different times employed by members to perform different roles. For example, the 
kitchen table is at one time a habitat for the handling of mail while also being a centre 
for conducting phone calls. The noticeboard is at one time a habitat for information of 
short-term relevance (appointment cards, concert tickets, school term dates, etc.) and 
at another a centre where the information situated there becomes a resource in social 
interaction. Similarly, the workstation is at one time a habitat where documents are 
kept and displayed as reminders of ongoing jobs of work and at another a centre 
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where emails are received and sent. This overlap is important for reasons that will be 
articulated in due course. 

Coordinate Displays. Household inhabitants routinely construct displays from out of 
the flow of communication media. On receiving the cards, for example, Dave places 
them on the kitchen table for the attention of Jane, who subsequently places them on 
the mantelpiece and windowsill. The mantelpiece and windowsill are ecological habi-
tats that are employed to display certain objects in this home and while interesting 
insofar as such sites provide a ‘home’ for future display technologies (such as elec-
tronic picture frames), what is of more interest to us is the construction of what we 
call ‘coordinate displays’.  

 

 
Fig. 8. Coordinate Displays (Workstation, Kitchen Table and Noticeboard) 

The kitchen table provides us with a prime example of a coordinate display. The 
kitchen table is a tacitly agreed upon site between Dave and Jane for the placing of 
mail. Both know that incoming mail will be placed at this site. No words or discus-
sion is needed as they can see at-a-glance that mail has arrived that requires attention 
by the very act of its visible placement and display. The important point about such 
sites of display is the rationale and function of their construction. The display of mail 
not only triggers conversation between household members as with the cards, but 
more importantly, it triggers practical action such as the timely paying of household 
bills, renewing vehicle tax or household insurance, for example, not that the person 
who opens the mail is necessarily the who takes action, however. In other words, the 
construction of displays at certain sites through the placing of mail (and other media 
implicated in communication) provides for the coordination of practical action. As is 
the case with ecological habitats and activity centres, these places are architecturally 
and aesthetically contingent. In other words, their specific location depends on the 
particular physical layout of the home and the arrangement of ‘mobilia’ or furniture 
therein. Just as some places may at one time serve as activity centres and at others as 
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ecological habitats, then so too they may also serve as sites for the construction of 
coordinate displays. For example, the noticeboard is at one time a place where infor-
mation of short-term relevance is kept to-hand, at another a place where that informa-
tion is employed as a resource in communication (coordinating family visits through 
consulting school term dates, for example), and at another time a place where the 
information placed there displays and so provides for the timely coordination of so-
cial activities (such as taking the children to a party, attending a dentist’s appoint-
ment, or paying an invoice at the end of the month). Just what places overlap and 
serve multiple functions will depend on the particular residential environment under 
study.  

4.2   The Flow of Communication 

The various places outlined above only make sense as part of an overall flow of 
communication. A key property organizing the flow of communication identified in 
our studies is that of discrete and recurrent ‘sequences of action’. Sequences of action 
consist of the routine courses of action and technology use that link the various eco-
logical habitats, activity centres and coordinate displays together in any single in-
stance. Dave and Jane’s handling of the cards shows, for example, the recurrent ways 
in which such media are routinely handled in their home: through placing cards on 
the table and in different locations where they are used and subsequently live (see 
Fig. 4). Other instances in this particular home show how the handling of mail more 
generally is organized through the recurrent construction of coordinate displays at the 
kitchen table and noticeboard and how mail of long-term relevance migrates to par-
ticular habitats (such as the domestic filing system). Individual sequences of action 
elaborate the social organization of particular forms of communication in particular 
settings. For example, on getting up in a morning, someone might collect, open and 
read mail at-the-kitchen-table over breakfast, placing items to be dealt with later on 
the bureau-in-the-living-room and bills to paid on-the-trolley-in-the-hall. Sequences 
of action emphasize how information is spatially and temporally distributed through-
out the home. They draw our attention to the particular ecological habitats, activity 
centres and coordinate displays implicated in particular forms of communication in 
particular settings and convey to designers the everyday routines of the home. The 
routines embodied in sequences of action are known to the inhabitants of the house 
and are used as a resource for managing their activities and for handling communica-
tion. Thus items to be ‘worked’ upon are placed within an appropriate and routine 
sequence of action. Thus, and for example, the packed lunch is left on the kitchen 
table where correspondence is opened and read in the morning, or beside the porch 
where household members may place various media to be taken to work. In the fol-
lowing section we consider the design implications to emerge from our consideration 
of the social organization of communication in the home. 
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5   Putting Sensitising Concepts to Work 

Close examination of a corpus of empirical instances has enabled us to identify a set 
of socially organized features or properties that constitute a system of communication. 
Recognition of this socially organized system, and the ways in which inhabitants 
manage traffic through discrete and routine sequence of action that link various loca-
tions in the home together, provides us with a set of sensitising concepts that may be 
employed by designers to find a place for ubiquitous computing in a wide variety of 
residential settings. Obviously everyone’s house is different - a broad set of architec-
tural and aesthetic contingencies are involved in the layout of the home. Nevertheless, 
members of the architectural community have already highlighted stable ways in 
which people set up and configure the spaces they occupy. For example, work on 
patterns presents common arrangements [1], while work on the evolution of buildings 
highlights the underlying dynamics of change in the ‘space plan’ of the home [2, 19]. 
To complement these insights, the concepts we offer seek to convey the ways in 
which different ecological features of the home are exploited by members to manage 
and coordinate domestic activities. The point is not that every home will have a 
kitchen table and that bills are kept there in order that they can be found and acted on 
appropriately. Indeed, many homes may not have a kitchen table or may not even 
have a separate kitchen at all, especially in non-Western cultures. Nevertheless, we 
would suggest that each home will have its own ecological habitats, activity centres 
and coordinate displays that are constructed, arranged and linked together by house-
hold members in the course of carrying out the routine sequences of action whereby 
the produce, manage and consume communications. 

Culture – whether understood in terms of nationality or age, gender, and identity, 
etc., is manifest in the routine character of communicative action in the home and the 
role of particular locations or places implicated in such action. In other words, ‘cul-
ture’ is not something separate from communication, something that stands behind it 
and shapes it as it were, but visibly implicated and manifest in its ecological organiza-
tion. Accordingly, we suggest that there is a need for designers to be aware of the 
ecological character of communication and to chart the various places ‘at work’ in 
communication in order that ubiquitous computing might resonate with and so fit into 
domestic life in a wide variety of different settings. Such a sensitivity might be devel-
oped by conducting short periods of ethnography (whether through direct immersion 
of a fieldworker or the administration of household members) in order to gathering a 
corpus of single instances. These instances may be examined for their organizational 
properties: 

 

- Firstly, for the routine sequences of action implicated in technology usage, no 
matter how technically sophisticated that technology may be. 

- Secondly, for the ecological habitats, activity centres, and coordinate displays that 
are elaborated by routine sequences of action. 

- Thirdly, findings may be represented to the design team through the use of the 
representational format to explicate the system as a whole. 
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Elaborating these organizational properties serves to convey a rich portrait of how 
communications are produced and consumed within a particular setting and orients 
the development team to a particular set of design concerns. In the following section 
we reflect on how the emergent concepts outlined above may be used to drive the 
design and deployment of ubiquitous computing for the home.  

5.1   Placing Technologies in the Home 

Considerations of the nature of the domestic space and the relationship and placement 
of technology therein is already of major concern to ubiquitous computing. Research-
ers have suggested that design will be required to develop a wide range of media 
spaces to support domestic communication [11]. Others have explored the integration 
of sensing technologies and digital services within the domestic space [13]. We seek 
to provide conceptual and analytic resources for the research community that will 
help guide the placement of ubiquitous computing to meet the routine day-to-day 
needs of inhabitants and so situate new and emerging technologies in appropriate 
places in the home. The need to integrate media spaces and digital services with the 
architectural and aesthetic fabric of buildings is emphasised by the notion of ‘room-
ware’ [21]. Roomware consists of such components as the DynaWall (an interactive 
electronic wall), CommChairs (mobile and networked chairs with integrated interac-
tive devices), and the InteracTable (an interactive table). The relationship of new and 
emerging technology to the arrangement of domestic space has also been explored 
through the use of Pattern Languages and seen the emergence of the notion of 
comZONES [12]. As with roomware, this use of patterns is predicated on the integra-
tion of the digital into new, purpose-built environments. Consequently, it is not at all 
clear how existing approaches support the ‘fitting’ of technology into pre-existing 
environments in the piecemeal fashion that has been predicted for the adoption of 
ubiquitous computing in the home [6]. The sensitising concepts we have provided 
assist designers and help them to address this problem by orienting designers to the 
different ways in which particular locations are routinely employed and so ‘situate 
design in the home’ by elaborating the various places in particular environments that 
provide candidate locations for future technologies. 

Prime Sites for Technology. One of the most obvious uses of the concepts we have 
provided is to highlight ‘prime sites’ for ubiquitous computing in domestic settings. 
Our approach makes visible the ways in which a host of technologies are ordinarily 
employed. This in turn supports the identification of the ecological habitats, activity 
centres and coordinate displays associated with a particular setting and so provides a 
resource with which to frame design. For example, it has already been noted that 
some ecological habitats, activity centres and coordinate displays overlap, as can be 
seen below. 
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Fig. 9. What Place Might Ubiquitous Computing Find in the Home? 

The places of overlap highlighted in Fig. 9 identify locations that inhabitants habitu-
ally exploit in the handling of communication. They draw attention to locations that 
users routinely return to in order to manage communication within the home and, 
consequently, identify places that offer good candidate locations for placing ubiqui-
tous computing in particular settings. Their explication allows designers to reflect 
upon the nature of these overlaps within particular environments, contrasting the 
ways in which digital functionality is currently concentrated at the desk in the living 
room, for example, with the openness and flexibility of the noticeboard and the 
kitchen table to open up the play of possibilities for design. If we were to consider 
extending digital functionality across this household through the implementation of a 
DynaWall and InteracTable, for example, then the points of overlap elaborated above 
suggest that this would be best achieved by placing those technologies in the kitchen 
to create a network of digital services and surfaces manifest in locations that Dave 
and Jane habitually exploit to accomplish communication.  

The Convergence of Media. Our concepts also highlight the diverse collection of 
media that are used by inhabitants in carrying out the daily routines involved in man-
aging communication. In designing systems to fit into these settings we often need to 
consider the different forms of media that new technology will have to find a place 
alongside. Our studies suggest that rather than displacing existing media in the home, 
new technologies are used alongside a variety of different media that are employed 
across a range of different sites. The diversity of media involved in the household 
study reported here and the places where they are manipulated is reflected in Fig. 10.  
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Fig. 10. Media Usage across Ecological Habitats, Activity Centres, and Coordinate Displays 

Key to Fig 10. 

Essentially, this representation draws attention to the various sort of media that coa-
lesce at particular places and allows designers to pose questions as to whether or not 
they seek to supplement, augment or replace existing media. Furthermore, given the 
collection of empirical instances, this supports the making of design decisions with 
some definite insight into the ways in which new technology might impact upon cur-
rent organizations of communication in the home.  

More generally, this particular representation makes it perspicuous that paper-
based media are well integrated into the home environment. Paper-based media can 
‘find a home’ in any ecological habitat and coordinate display (they can be put in 
drawers, left on surfaces and pinned to walls). The means of creating and modifying 
them can be easily used in any activity centre (you can write and draw in activity 
centres throughout the home). Digital media, by way of contrast, are less comfortably 
integrated. Some, such as email, Internet and hyperlinks don’t easily spread beyond 
the workstation, which is still required to produce, manage and consume them. To 
break this dependence, inhabitants often transform digital media to paper by printing 
them out. They also leave paper pointers to digital media, writing notes to remind 
others to read an email from a friend, for example. The mobility of devices may im-
pact upon this. Telephone media are more widely spread throughout the home, for 
example. However, such mobile media still tend to cluster around but a few locations 
where they coalesce with other media (such as address books and paper notes), which 
suggests the need to link ubiquitous computing with other media at these places. 

1. Cards 
2. Email  
3. Phone 
4. Address Book 
5. Paper note 
6. Internet 

7. Paper recipe 
8. Answer machine 
9. Electronic documents 
10. Hyperlinks 
11. Digital images 
12. Paper documents 

13. Postcard 
14. Text message 
15. Book 
16. Magazine 
17 Mail (bills etc.) 
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5.2   Building on Communication Places 

In addition to raising a set of pertinent questions regarding the places where new and 
future technologies might be situated to meet the day-to-day needs of particular 
households, our research has provided a set of concepts that can be matched to exist-
ing and emergent research agendas. The three main features of places of communica-
tion provide a conceptual guide for more targeted investigation that combines more 
focused studies with different forms of technological development. Essentially, in just 
the same way that the concepts associated with the workplace (task, role, privacy and 
workflow, etc.) allowed researchers to develop research agendas within HCI and 
CSCW, then our concepts may be used to motivate and illuminate research questions 
in ubiquitous computing. In this section we wish to provide a brief illustrative exam-
ple of research issues to emerge in our own work from each of the different features 
of place. 

 

- Ecological Habitats are places where communication media reside. They are 
places where users return to find the resources needed to deal with communication 
activities. As we have seen in our studies, digital media currently tend to be closely 
connected with digital devices. In contrast, paper finds its way to a greater variety 
of places and uses in the home. What might it mean to make the digital more 
prominent throughout the home? How might the presence of various media - par-
ticularly non-digital media - be represented in ecological habitats to allow them to 
be digitally available? How might we mange issues of security and privacy when 
ecological habitats are made digitally available? These and a host of other issues, 
including the digital evolution of ecological habitats, represent interesting areas of 
future study. 

- Activity Centres are places where media are manipulated, consumed and trans-
formed. These places provide a key set of research issues regarding the augmenta-
tion of existing media used at them and beg the question as to what new forms of 
device may be developed for activity centres? Might we use electronic displays to 
augment electronic noticeboards or calendars, for example? How may a system 
represent the ‘work’ that goes on in activity centres to household members in order 
to support the management of activities within the home? How may a system make 
activity centres available at a distance, particularly from outside the home? How 
may a system exploit knowledge of the ‘work’ carried at activity centres and sup-
port access and privacy? Are sensing technologies a solution and do activity cen-
tres provide a guide to place video cameras and to guide video recognition to iden-
tify media uses and interactions that occur there?  

- Coordinate Displays are places where communications media are made available 
to others in the domestic setting in order to support the coordination of activities. 
Primary research issues surrounding coordinate displays focus on recognising the 
events to be coordinated, and the various media implicated in coordination, to con-
sider how these are best propagated throughout the household. It might also be im-
portant to consider how can we augment coordinate displays to make the informa-
tion displayed available outside of the domestic setting? If so, the representation of 
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information and associated issues regarding the management of distributed col-
laborative access and control are important matters here and present significant 
challenges to the design of new technologies that merge the digital with the physi-
cal fabric of the home. 

5.3   Exploiting Sequences of Action  

As a final reflection we wish to briefly consider the routine sequences of action that 
elaborate and link ecological habitats, coordinate displays and activity centres to-
gether. These sequences are the means by which communication is handled and they 
articulate the sensitizing concepts we have presented. Designing technology to sup-
port sequences of action raises a number of questions, many of which arise from the 
limited penetration of digital media. Essentially digital media need to be more flexi-
ble in terms of how individual items are moved to and from ecological habitats, ma-
nipulated in different ways at activity centres, and placed to be seen by others at co-
ordinate displays. Sequences of action raise distinct design questions regarding how 
devices may be used to support the distributed flow of objects and information 
around the home. For example, how might we assign email to various locations as 
with paper mail? Or again, how might personal devices be used to coordinate actions 
within sequences of action, enabling individuals to see and pick up email when it has 
been left in a public place for them? Sequences of action are not only topics for de-
sign, as it were, but also raise questions as to how they may be used as a resource 
within applications to support the overall management of communication in the 
home. This is a different order of question that shifts the focus from one concerned 
with the use of technology to one concerned with supporting the activities involved in 
sequences of action. Accordingly we might ask how we might exploit representations 
of sequences of action to make information available to others when it is most rele-
vant? For example, might a system exploit the sequence of action associated with the 
principle bill payer to best place a reminder to pay a bill as he or she leaves for work? 
Or again, how might we exploit representations of sequences of action to monitor 
coordinate actions across the household, providing notification that a bill payment has 
been made by associating the payment with a prior sequence of action? These and the 
other questions articulated above open up a host of complex research issues. They 
may be explored in a range of different settings and further elaborated by other re-
searchers through continued ethnographic study and the application of our sensitising 
concepts to the empirical materials gathered. 

6   Conclusion 

This paper has argued for the need for new conceptual and analytic tools to inform 
the development of ubiquitous computing as design moves out of the workplace and 
into the home. We have developed a set of sensitizing concepts from careful consid-
eration of the empirical material drawn from a range of ethnographic studies of rou-
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tine activities and technology uses in domestic settings. These concepts makes visible 
the socially organized production and consumption of communication in the domestic 
environment and sensitise design to the importance of the ecology of the domestic 
space and distributed arrangements of collaboration to communication. In particular, 
they draw design’s attention to the key properties of ecological habitats, activity cen-
tres, and coordinate displays. Through routine sequences of action these are the 
places where communication ‘gets done’ and where a host of different communica-
tion media are manipulated and used. They highlight ‘prime sites’ for the placement 
of ubiquitous computing and elaborate a set of design questions informing the devel-
opment of existing and emerging research agendas. The concepts we have presented 
are currently being employed to understand the unique requirements of a variety of 
very different homes, ranging from family environments to residential care settings, 
and to determine the functionality to be provided by new technologies as they are 
placed in a number of homes.  
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Abstract. A rapidly growing elder population is placing unprecedented de-
mands on health care systems around the world. Cognitive decline is one of the 
most taxing health problems in terms of both its relation to elders’ overall func-
tioning and the cost of care. The needs of elders with cognitive decline - for in-
visible, intuitive support and assessment – invite a reconsideration of the as-
sumptions behind and specifications for ubiquitous computing solutions. This 
paper describes findings and implications of ethnographic research conducted 
with cognitively impaired individuals and their informal care networks in 45 
households in 5 U.S. regions.  Key themes regarding needs and barriers to suc-
cessful aging are addressed through a set of design principles which apply 
across the stages of cognitive decline. To convey stage-specific findings and as-
sociated challenges for ubiquitous computing, case studies of four representa-
tive households and example concept solutions are presented.  The design prin-
ciples and technology challenges outlined in this paper may generalize to other 
contexts for ubiquitous computing.  

1   Introduction 

"A friend of mine called the other day ... he had a good day because he bought a car. 
I said I had a good day, too, because Betty made coffee on her own."   

- Bill, husband of an Alzheimer’s patient 
  

“Gerry always used a computer, but he has a difficult time using it now." 
                                                                                  - Alice, wife of a dementia patient 

  
When robbed of the ability to use tools as basic as a coffee maker due to a disease 
such as Alzheimer’s, people are forced to rethink their everyday priorities and as-
sumptions about how they will interact with the world. Bill's struggle is unfortunately 
typical of those faced by the millions who care for elders with declining capabilities 
and consequent lifestyle changes. And like Gerry, who cannot remember what he has 
learned late in life, many can no longer interact with relatively recently acquired and 
novel home devices, such as computers and remote controls.  

Cognitive decline may well invite reconsideration not only among sufferers but 
also the ubiquitous computing community. In particular, concepts such as ubiquity, 
adaptivity, contextual awareness, location-based services, and usability may take on 
new meaning. What might be learned about general ubiquitous computing principles 
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from extreme cases such as advanced Alzheimer’s households? And how might ubiq-
uitous and proactive systems improve prevention, early detection, and caregiving for 
people dealing with cognitive decline?  

The two examples above are far from unusual, as the incidence of cognitive im-
pairment is rising along with the dramatically increasing lifespan.  Cognitive decline 
is part of old age to varying degrees – in fact, it is estimated that 50% of those over 
age 85 meet criteria for Alzheimer’s Disease.  Over the next five decades, the inci-
dence of Alzheimer’s alone is expected to rise from 4 to 14 million in the U.S [1]. 
From mild decline to severe dementia, cognitive impairment is one of the biggest 
threats to independence and quality of life [2]. Cognitive decline is one of many 
health care problems faced by the growing elderly population that invite novel para-
digms of care [3, 4, 5]. Ubiquitous computing for home based health care may help 
reduce the unprecedented strains these health problems are placing on medical re-
sources, and hopefully also allow elders to live with greater independence and enjoy-
ment.  
 

elder household community

normal aging and
mild impairment

moderate and
severe impairment

 

Fig. 1. Audiences for technologies. As cognitive impairment becomes more severe, the audi-
ence for technologies extends from the elder to caregivers in the household and community. 

To understand the needs brought about by cognitive decline and to begin developing a 
computing paradigm that will support sufferers and their caregivers, Intel’s Proactive 
Health Research team conducted in-depth ethnographic fieldwork with households 
coping with cognitive decline and healthcare professionals specializing in dementia. 
A common set of needs emerged across the stages of cognitive impairment. These 
needs and their implications for technology solutions are outlined in four design prin-
ciples. Concept solutions geared towards specific stages of impairment are presented 
as illustrations of these principles. The solutions proposed range from those geared 
towards improving the quality of life for elders with mild impairment to those aimed 
at alleviating the burden experienced by caregivers of elders with moderate to severe 
dementia.  All concept solutions were designed with the goal of prolonging independ-
ence, giving elders the option of “aging in place.” 

2   Related Work  

Following is a discussion of several projects of direct relevance to the current study. 
For the sake of brevity, we have not included a comprehensive review of technology 
aids for the elderly.  

A number of “Smart Home” platforms have been developed to implement and as-
sess ubiquitous technologies. Several prominent examples include MIT’s house_n 
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project [6], the Georgia Tech Aware Home [7], and the Center for Future Health at 
the University of Rochester [8], which features an intelligent medical advisor and 
early detection capabilities, such as gait assessment. The Gloucester Smart House [9], 
is specifically targeted to support people with dementia with relatively simple solu-
tions, such as a bath and basin monitor to prevent overflows, and a locator for finding 
lost items such as keys and glasses.  Rather than observing people in a lab home, 
Honeywell has deployed its Independent Lifestyle Assistant (ILSA) system in actual 
homes to test their activity detection and messaging system [10].   

Other researchers have developed specific devices to provide broad based health 
assistance to elders. Pollack [11] has developed and tested a cognitive orthotic – the 
“Nursebot” – that prompts elders through activities of daily living and guides them 
through their environment. At the International Center on Technology for Successful 
Aging (ITCA), the cell phone is a focal tool for location-tracking and contextual 
prompting of elders and their caregivers [12]. In a more specific application area, 
Tran and Mynatt [13] have developed a memory aid for cooking in which cameras 
record events and display snapshots to show elders where they are in the cooking 
process. 

Oatfield Estates, a residential care facility in Oregon, monitors and tracks residents 
via infrared badges and sensors throughout the living facilities [14]. This facility is 
unique in that it can easily incorporate and assess new technology in a real living 
environment. Intel is working with Oatfield to identify new opportunities as well as 
barriers to utilization of technologies.  In addition, two of Intel’s collaborators, Misha 
Pavel at Oregon Health Sciences University and Henry Kautz at the University of 
Washington, are using sensor data from this site to test statistical inferencing about 
behavior.  

3   Extending Previous Research  

Like the projects above, Intel is exploring location and activity tracking technologies 
to support elders’ independence and support safety monitoring. Our objectives extend, 
however, to enhancing quality of life through technologies that will facilitate social 
connectedness and continuation of meaningful activities. Significant differences also 
lie in our needs gathering and prototyping approaches. We take an ethnographic ap-
proach, immersing ourselves in elders’ routines and environments, with the belief that 
“aging in place” solutions will require a deep understanding of elders’ everyday be-
havior and relationship to the home.  Additionally, the solutions we develop are “ex-
perience prototypes” designed to swiftly probe the user experience in the home envi-
ronment. 

3.1   Procedures 

The ethnographic needs inquiry, situated in the research plan shown above, was de-
signed to illuminate topics that might be hard for elders to self report – their values 
for successful aging, everyday struggles and rituals, and resources for coping with the 
challenges of cognitive decline. The tiered data gathering approach began with focus 
groups that surfaced a breadth of themes, and was followed by contextualized house-
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hold interviews and intensive observations to explore particular themes in greater 
depth.  Data collection was conducted by social scientists on Intel’s Proactive Health 
team in collaboration with university researchers. 

 

Probe studies Outcome studies

Social Research

Prototype Development

Core Technology Development

Needs gathering
Focus groups
Contextual interviews
Extended observations

 

Fig. 2. Ethnographic needs’ gathering is the first phase of the Social Research track, which 
develops concurrently with Technology and Prototype Development. Future in-home Probe 
studies will drive concept iteration [15] and Outcome evaluations will assess the livability and 
effectiveness of prototypes. 

Focus groups – structured conversations with specific target groups – were con-
ducted with elders and spouses, family caregivers and medical caregivers.  Topics of 
inquiry included values for successful aging, challenges of everyday life, strategies 
for remembering and organizing, variability in cognitive functioning, life changes 
since the onset of cognitive decline, coping resources, interests and valued activities, 
and attitudes about “aging in place.” Family and medical caregivers were also asked 
how they detect decline and day-to-day variability, and how they adjust care accord-
ingly. The focus groups not only surfaced important themes, but were also a mecha-
nism to select participants for home interviews.  Focus groups were audiotaped for 
further analysis. 

Contextualized interviews were conducted in the home with all available members 
of a household; they lasted between two and three hours. Interviews began with a 
discussion of lifestyle, history of illness, resources and concerns. Interviews included 
tours of the home and a review of daily routines. We observed as participants demon-
strated their use of high and low technology tools. Collaboratively, we mapped out 
participants’ social networks and timelines of precipitous events leading to health and 
lifestyle changes. Interviews were documented with videotape and digital photos.  

Several extended observations (“shadows”) were also conducted. One researcher 
spent several days living with an Alzheimer’s patient and another day following a 
home health care nurse who treats dementia patients. These observations were docu-
mented with extensive notes and digital photographs. 

3.2   Participants 

Participants were selected from five regions:  New York, Florida, Oregon, Washing-
ton, and California. Interviews and focus groups were conducted with cognitively 
impaired elders, caregiver spouses, family members, and professional caregivers.  We 
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recruited participants through collaboration with university researchers. Participants’ 
involvement in other clinical trials afforded some diagnostic information.  

In total, we conducted 45 household interviews1, and seven focus groups. Of the 
household interviewees, ten were healthy aging elders, seven suffered from mild cog-
nitive impairment, twenty-five were in various stages of dementia (ranging from mild 
to severe), and three were family caregivers of deceased dementia patients.  Elders 
and their spouses and/or other family members participated in the household inter-
views. Of the focus groups, one was with healthy elders, two were with mild cogni-
tive impairment elders and spouses, two were with dementia patients and their 
spouses, and two were with professional caregivers. Approximately ten individuals 
participated in each focus group, including some couples and some individuals.  Our 
participants (not including children-caregivers) ranged in age from 56 to 97.  The 
majority of our interview participants lived with a spouse or romantic caregiver, but 
some lived alone. Households ranged from urban, to suburban, to rural, with a mix of 
socioeconomic status; nontraditional households (siblings, friends, unmarried cou-
ples) and elders living in senior living environments were also represented. 

4   Principles to Guide Ubiquitous Computing for Cognitive Decline 

From our qualitative analysis, key themes emerged regarding unmet needs that could 
be addressed through ubiquitous computing. These needs – for early detection, assis-
tance that adapts to functional variability, and social connectedness, all through com-
fortable interactions with familiar devices – are addressed in the four principles be-
low.   

4.1   Supporting Early Detection with an Awareness of Denial as an Obstacle: 
Embedded Assessment with a Strong Value Proposition for Everyday Living 

Research finding: Across all stages of impairment, we observed elders and caregivers 
struggling with a tension between a desire for early detection on the one hand and 
strong denial on the other. This tension was rarely explicitly expressed, but consis-
tently emerged in participants’ narratives. All wished they had received forecasting 
(diagnosis and prognosis) that could have guided healthcare choices and helped them 
avoid crises and extend periods of relative independence.  In retrospect, though, al-
most all acknowledged having overlooked initial symptoms, sometimes for years.  
This denial was driven by uncertainties and fears about dementia, as well as optimism 
regarding the possibilities of illness.  This is a delicate issue since optimistic denial 
regarding the prospects of future illness can be helpful. Indeed, households without 
this optimism seemed to surrender independence prematurely with a kind of learned 
helplessness [16]. Nonetheless, in most cases denial leads to a reactive, crisis-driven 
style of caregiving that negates opportunities for early detection and treatment.  
 

                                                           
1  This includes several caregiver interviews conducted in Stockholm, Sweden. 
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Fig. 3. Denial often delays awareness of cognitive decline and leads to reactive rather than 
proactive health care choices. Elders tend to overestimate their cognitive functioning up until a 
catastrophic event and afterwards underestimate functioning. Technologies to assist with early 
detection, such as embedded assessment tools, need to also address factors driving denial and 
offer clear value propositions for everyday functioning. The model above extends a diagram 
adapted by Hirsch et al. [17] to describe elders’ self-perception of general health functioning. 

Implication: Technologies to assist with early detection and monitoring of perform-
ance over time will need to address the factors driving denial, such as fears and uncer-
tainties, as well as optimism. Such technologies will generally be most effective if put 
in place before or shortly after the onset of impairment. In order to overcome resis-
tance, these technologies will have to have practical value in everyday life.  An ex-
ample is “embedded assessment” – personalized analogues of standardized cognitive 
tests that are embedded in elders’ everyday routines and environments. Such tools 
could enhance recall of items such as tasks and medications or, as explored in a proto-
type below, recognition of names and faces.  

4.2   Adapting to Variability in Functioning to Offer the Optimal Level   
of Assistance  

Research finding: There is tremendous individual variability in the course of cognitive 
decline. Furthermore, for many individuals, there is considerable variability in the 
degree of impairment over the course of a day, a week, and the longer phases of ill-
ness.  For example, one Alzheimer’s patient we shadowed [18] was able to navigate 
complex hiking trails with ease and speed, but became completely disoriented in his 
neighborhood supermarket.  We encountered other reports of individuals in the ad-
vanced stages of dementia having sporadic hours of great lucidity.  

Implication: Adaptable technologies are needed to accommodate the lifestyles and 
struggles of different individuals. Even more challenging, technologies should adapt 
to the fluctuations in any particular elder’s functioning. In the short term, caregivers 
may have to place a support system into different modes that are appropriate given the 
shifting needs of the person suffering from dementia. Longer term, reliable inferences 
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about an elders’ current functional state might allow ubicomp systems to automati-
cally adjust the level of support. Such inferences would be based on data from sensors 
and cognitive tests embedded into everyday activities such as puzzles, games or ma-
nipulation of home interfaces. 

Feedback about functional variability could also help individuals gain mindfulness 
about their patterns of mental lucidity. The benefits of mindfulness are well demon-
strated for a wide range of health problems [19] and they should extend to cognitive 
impairment. Ideally ubiquitous computing systems would encourage individuals to 
leverage their periods of greatest lucidity to accomplish tasks such as planning and 
organizing that may not be possible during moments of lower functioning.  For the 
severely impaired, variability information could be valuable to caregivers – alerting 
them to when the patient is typically at greatest risk and perhaps even identifying 
contextual triggers related to lucidity and confusion. 

By tracking and adjusting to variability in functioning the system can offer elders 
the optimal amount of assistance. In general, it is best to enable users to do as much as 
possible in the home – exercising control over the environment is stimulating and 
fosters confidence and optimism [16]. Excessive or premature assistance can invite 
passivity and functional decline. An example from our fieldwork is a woman who 
preemptively moved into an assisted living environment, began receiving help with 
basic skills such as bathing and now lacks the drive to do these tasks on her own. For 
the cognitively impaired elder the benefits of controlling one’s own environment need 
to be carefully balanced against the risks of injury.  
 

 

Fig. 4. Continuum of assistance. Support should escalate from simply guiding attention, to 
subtle suggestions, to explicit instructions, to ultimately acting on behalf of the elder.   

4.3   Catalyzing Social Relationships 

Research finding:  Social connectedness has been shown to protect against dementia 
and most certainly ameliorates the pain of cognitive decline for both afflicted elders 
and their caregivers [20].  In our research, socially isolated elders appeared less well 
on a host of dimensions relating to cognitive, emotional and physical health. In addi-
tion to its intrinsic value, socializing is a strong motivation for participation in other 
healthy behaviors, especially exercise.  Regarding the nature of social connectedness, 
most elders want to feel that they are having an impact on others rather seeing them-
selves as passive recipients of help.   

Implication: Technology systems should aspire to catalyze rather than replace human 
interactions. One avenue is to help people share information with others in their social 
network in a way that invites timely communication. As explored in a prototype be-
low, ambient displays illustrating physical and social activity levels and other health 
related information may motivate friends and relatives to call upon each other for 
exercise, companionship and other forms of socializing and support. Ubiquitous sys-
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tems that offer the possibility of new forms of connectedness which become as impor-
tant to health as medical diagnostic and biosensor devices.   

4.4   Leveraging Familiar Interfaces  

Research finding: We observed that elders tended to avoid designated “computer 
rooms” and instead used “command centers” (a kitchen table, a favorite chair in the 
living room, or for the severely impaired, a bed).  Unless technologies were in easy 
reach of these command centers, they generally were not used.  Most cognitively 
impaired individuals struggled to use computers, even if they had significant experi-
ence with them in the past. Future elders may have more sustained usage of PCs than 
today’s elders, given their longer exposure to them. But even for this cohort, the com-
plexities of computer usage may eventually pose problems. Familiar and highly tan-
gible interfaces, particularly those that draw on procedural rather than declarative 
knowledge, will probably have the longest usability. Research reviewed by Lezak 
[21] has shown that, despite many deficits, Alzheimer’s patients can often still learn 
simple motor skills and sometimes hold onto the ability to perform enjoyable activi-
ties they learned in the past. Indeed, several elders in our study with severe limitations 
in language, attention, and memory were still able to play piano or interact with some 
tangible interface, such as a photo album.  

 

 

Fig. 5. Potential computing interfaces. 

Implication: The effectiveness of the proactive health offerings suggested in this pa-
per – early detection, adaptive support, and social facilitation – will depend on famil-
iar, unintimidating interfaces. Computing needs to draw on the devices elders cur-
rently use in their everyday routines.  Our research suggests a number of everyday 
surfaces and tools for interactive computing, such as bureau tops, refrigerator doors, 
mirrors, watches, hearing aids, TVs, and remote controls. Research with tangible user 
interfaces – especially with RFID tagged objects like photos or everyday objects – 
may allow elders with dementia to interact with computing systems much longer and 
more effectively than they could with screen-based systems. 

5  Case Studies and Corresponding Technology Prototypes 

Following are four case studies that illustrate the struggles associated with different 
stages of cognitive decline2. For each case, we describe a component of an experience 
prototype system that could address the problems faced by these elders. 

                                                           
2 The names have been changed to preserve confidentiality. 
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5.1   Healthy Aging 

Aging is associated with some cognitive decline, most notably slowed information 
processing and deficits in working memory [22]. When these cognitive changes are 
added to the commonly experienced declines in sensory and motor functions, inde-
pendence and quality of life can be compromised.  These challenges are exacerbated 
by the social isolation that typically accompanies aging.  

Stimulation – social, mental and physical – has demonstrated value in preventing 
cognitive decline [20, 23, 24].  Technologies that enable elders to continue the activi-
ties that make them feel most engaged and most connected with their social networks 
could have powerful health benefits. 

A Case Study: Heidi.  At 75, Heidi is physically fit and socially active. Like many of 
today’s elders, she takes her health seriously and assertively explores treatment op-
tions.  She receives a variety of health research newsletters that keep her up to date on 
issues such as the role of vitamins and hormones in preventing dementia. In recent 
years she has been troubled by memory concerns, occasionally forgetting names, 
appointment dates or directions.  

Heidi used to be an avid hiker and would frequently enjoy daylong explorations by 
herself.  On a couple of occasions she lost her way and ended up in a dangerous situa-
tion. She now feels safer sticking to well known routes and always going with a par-
ticular woman she met through a hiking group. This companionship allows her to get 
more exercise than she otherwise would and she enjoys the conversation. She also 
feels that she is helping her new friend stay in shape. However, Heidi is sometimes 
hesitant to call her new hiking partner because she doesn’t like to burden people. She 
wishes she knew when it was a good time to call.   

Experience Prototype to Support Healthy Aging: Facilitating Social Connected-
ness.  A prototype to address Heidi’s needs monitors physical activity and facilitates 
communication between exercise partners. The monitor tracks both partners’ move-
ment inside and outside the home, trends it over time, and signals opportune moments 
for joint activity to both partners. The trending and prompting information would 
appear anywhere that is appropriate – the TV screen, a clock radio or even a wind 
chime.  This same “opportunity hunting” technology principle could be used to facili-
tate other forms of social connectedness, such as helping people know when it might 
be a good time to ask someone else out for coffee, a meal, or to engage in a phone 
conversation. 

Technology Ingredients.  This prototype consists of activity tracking sensors that 
detect and log activity in the household, an inference engine for detecting activities 
and deciding on appropriate responses, and an intelligent network of household ob-
jects and appliances for interacting with elders. In our current prototype, 3D tracking 
is implemented via infrared cameras that detect an infrared beacon worn by the elder. 
Multiple cameras triangulate on the infrared beacon to determine location within the 
household. Movement throughout the house is logged into an activity database. When 
the elder goes out for a walk, a pedometer logs the steps and upon return home, syncs 
up with the activity tracking system (this part of the system has not yet been imple-
mented). The inference engine monitors the activity of the elders and signals them at 



236      Margaret Morris et al. 

opportune moments to contact each other. In the current prototype, a wind chime is 
used to signal the elder’s need and availability for exercise, but any interface could be 
used. 

 

Need: Heidi relies on companionship 
to motivate her exercise.

Experience prototype: Activity tracking and 
ambient displays that connect exercise 
companions.

Heidi’s House Friend’s House

Activity
Detecting

Trending

Prompting

 

Fig. 6. Need and experience prototype for healthy aging. 

We connect the sensors with motes – small, relatively inexpensive wireless proces-
sors that can be positioned nearly anywhere and automatically configure themselves 
into an ad hoc network [25].  They can be placed in a home without having to run 
wires or carefully place the devices in accessible locations. Motes can easily be con-
nected to different types of sensors and programmed to respond in a variety of ways 
to input. One drawback of motes is that they run on batteries, which must be replaced 
regularly. Current research is focused on making them smaller and less power inten-
sive.  

5.2   Mild Cognitive Impairment  

Individuals with Mild Cognitive Impairment have significant memory decline but do 
not meet clinical criteria for dementia. A percentage of these individuals go on to 
develop dementia; others improve or remain stable [26].  

A Case Study:  Ben.  Ben, a 76 year old man who lives with his wife, Lee, was diag-
nosed with Mild Cognitive Impairment one year ago. Of his current problems, he is 
most distressed by his inability to recognize business clients.  Ben painfully described 
the day when he could not recognize a long-time friend and client who walked into 
his office.  Ben has few outside interests – his life has always revolved around his 
work and his close relationships with his clients, many of whom are also his friends. 
He lives in fear of the day when he will have to give up the business that has provided 
him with his core identity. 

Experience Prototype for Mild Cognitive Impairment – Easing Name and Face 
Recognition.  A prototype to address Ben’s needs is an embedded assessment and 
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rehearsal tool that would allow mildly impaired individuals to practice name and face 

recognition3. The primary goal of this tool is to ease social anxiety, and as a conse-
quence social connectedness, by aiding person recognition. A second goal is for 
timely and ecologically valid assessment data that could facilitate early detection of 
further decline.  This assessment would be presented through actionable feedback 
about variability in performance (e.g., that Ben’s recognition tends to be better in the 
morning, and therefore mornings might be a good time to make social visits) or sug-
gestions of strategies for recognizing people that compensate for memory decline. In 
its current form, this concept would not be appropriate for elders with dementias that 
prevent learning of new material, such as Alzheimer’s, or for those with severe short-
term memory impairment. 

This concept invites the elder with mild impairment to collaborate with a spouse, 
co-worker, or friend in developing a digital timeline and rich media database of im-
portant people, places and events. The database can include photos, video clips, and 
voice recordings. To practice, the elder selects tangible photos which link up with the 
database.  Questions about the person in the photo are presented on a TV screen or 
other interface. If unable to recognize the person in the photo, the elder would be 
presented with helpful cues (such as a voice clip, or a reminder of how the individual 
fits into the user’s social network). 

 

Need: Ben struggles to remember the names of 
his friends and clients.

Experience prototype: Embedded 
assessment and name-face rehearsal tool.

 

Fig. 7. Need and experience prototype for mild cognitive impairment. 

Technology Ingredients.  This prototype includes RFID tags in photos that represent 
social contacts for name and face recognition. The objects are read using an RFID 
reader, and the RFID data is used to access a media database. The information from 
the database is displayed on a contextually appropriate output device, i.e., the televi-
sion located in the same room as the elder. The application progressively reveals hints 
and related information from the media database according to the user’s needs during 
a particular session. Data from each session, such as the number of hints required and 
the response time, are stored and trended over time.  

                                                           
3  This is currently a partially working demo, not a prototype.  
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5.3   Moderate Cognitive Impairment 

Moderate dementia is characterized by severe memory loss and significant functional 
impairment. The functional impairment often makes it impossible for these elders to 
live alone. Due to profound trouble with language, fine motor control, and perform-
ance of sequential behaviors, they struggle with routine tasks such as cooking, and 
may leave out critical steps, such as turning off the burner. 

A Case Study: Betty.  Betty is a 59-year-old woman with early onset and rapidly 
advancing Alzheimer’s. According to her husband Bill, Betty was previously very 
bright and had a remarkably broad vocabulary.  After a series of stressful events in 
Betty’s life, her family began to notice changes: She was forgetful, less articulate and 
had difficulty with simple computations. When shopping one day, her daughter was 
alarmed to see Betty unable to count change. Bill took Betty to a psychologist, and 
after a series of tests and re-tests, she was diagnosed with Alzheimer’s disease. That 
was three years ago. 

Today, Betty has profound difficulty with memory, language, and perception. She 
often struggles to remember the name of her two-month-old granddaughter, and is 
unable to read a clock face or piano sheet music. One of Betty’s most notable chal-
lenges is in carrying out routine sequential tasks. In our interview she demonstrated 
her struggle to prepare a cup of coffee. With palpable anxiety, she tentatively re-
trieved her cup from the cupboard, opened the coffee can, put in the coffee filter, and 
spooned in the coffee. She turned on the coffee machine, and nothing happened. She 
had forgotten to pour the water into the machine. 

Experience Prototype for Moderate Cognitive Impairment – Adaptive Coaching 
through Sequential Routines.  Our prototype addresses Betty’s need for help com-
pleting sequential routines.  It focuses on tasks related to hydration – a need that is 
commonly neglected among the cognitively impaired. The system detects the location 
of the elder and delivers contextually appropriate prompts that escalate from abstract 
suggestions to explicit directions to get a drink. Through RFID and motion detecting, 
the system follows the user into the kitchen and provides prompts if he or she loses 
track of tea preparation steps. Adaptive prompts, given only when a step is missed, 
appear on the kitchen TV or another familiar interface. 

Technology Ingredients.  This prototype consists of multiple types of sensors, an 
activity inference engine, and prompting devices. The infrared system described in the 
healthy aging case is used to track general location and orientation within the house. 
RFID tags in the shoes of the elder are detected when the elder passes through door-
ways or steps on rugs that contain RFID readers. Simple switch sensors can determine 
when cupboard doors have been opened, and sensors in cups and containers in the 
kitchen determine what the elder is doing. All of the sensor data flows into an infer-
ence engine that determines what activity is being performed, and where the elder is 
in the process. It must also determine if the elder has been interrupted, and identify 
appropriate times to intervene.  Prompting devices are everyday objects such as TVs, 
radios, lights, etc. An important aspect of this system is that it allows the elder to be in 
control whenever possible. It does this by tracking the elder’s general abilities and 
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their current level of functioning. For example, if the elder usually requires prompting 
to make tea, but is having a particularly good day, the prompts might be delayed.  

5.4   Severe Cognitive Impairment 

Severe cognitive impairment is characterized by decline in everyday functioning that 
renders the elder heavily dependent on caregivers.  In addition to cognitive decline 
that drastically limits communication abilities, coordination and perceptual difficulties 
necessitate help with activities of daily living (such as eating, bathing and dressing).  

A Case Study: Stan.  Stan is a 67-year-old man with late stage dementia. He lives 
with his wife Nancy (age 63) of 40 years. Nancy first started to notice that something 
was wrong with Stan about ten years ago. He seemed forgetful and had difficulty 
finding the right words to express himself. To Nancy, this was very unusual, particu-
larly since Stan had always been highly verbal. She ignored these signs initially, 
partly because she was dealing with her own father’s Alzheimer’s disease at the time. 

Stan eventually saw a doctor, but the tests were inconclusive. It was clear he had 
memory loss, but not whether it was permanent or a result of depression. Eventually, 
Stan was diagnosed with Lewy Body dementia, a disease with different cognitive and 
motor characteristics than Alzheimer’s. Stan has now lost most of his ability to talk; 
his speech is mostly limited to playful babbling. Every morning, Nancy wakes him, 
showers and dresses him, feeds him breakfast, brushes his teeth, and gets him ready 
for the day. Stan likes to sit in front of the TV and watch videos. Nancy still works at 
home as a free-lance writer. As Stan’s condition has worsened, he is at greater risk of 
falling and Nancy hesitates to leave his side.  

Need: Betty forgets the next step as 
she tries to prepare coffee.

Experience prototype: An instrumented kitchen that 
tracks activity and prompts as necessary.

Fig. 8. Need and experience prototype for moderate cognitive impairment. 
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An Experience Prototype for Severe Cognitive Impairment – Ensuring Safety.  
Our prototype addresses the need for the elder’s safety and the caregiver’s freedom 
through a pervasive sensor and activity tracking system, coupled with contextualized, 
adaptive reminders.  This system detects when Stan is up and at risk of falling, where 
to alert Nancy, and with what degree of urgency.    
 

Need: Nancy is afraid to leave Stan 
alone for fear he will wander and fall.

Experience prototype: Chair sensors and 
location trackers can detect when Stan is in 
danger and notify Nancy.  

Fig. 9. Need and experience prototype for severe cognitive decline. 

Technology Ingredients.  The prototype system for severe cognitive impairment 
consists of a sensor network, an inference engine, and a prompting system similar to 
the one above. Pressure sensors in the household chairs determine when someone is 
sitting in them, and RFID tags in the elders’ shoes combined with an RFID reader in 
the rug in front of the chair identify the specific person. The inference engine detects 
activities, and determines when a prompt is appropriate. In this case the caregiver, not 
the elder, is prompted when there is a potentially dangerous situation. The system 
needs to track both the elder and the caregiver, and to determine when it is necessary 
to intervene. For example, it might not intervene if the elder stands up from his chair 
when the caregiver is in the same room, but would send a notice to an output device if 
the caregiver is in another room. 

6   Conclusion 

Through ethnographic research, we have learned about the lifestyles, aspirations, and 
unmet needs of a rapidly growing population. Their primary unmet needs – for early 
detection that is empowering and actionable, adaptable and enabling support, and 
facilitation of social connectedness, all via comfortable, overlearned interaction with 
familiar devices – can drive design of innovative solutions for cognitive impairment, 
other health issues, and conceivably a much broader array of problems. The findings 
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from this study also broaden our expectations of ubiquitous computing. For example, 
ubiquity in these households will require a wide palette of networked touchpoints, not 
only of typical computing devices (e.g., PCs, laptops, PDAs, and tablets) but also of 
everyday devices (e.g., alarm clocks, radios, and televisions). Adaptive systems, will 
have to adjust not only to differences among individuals, but to the variability in each 
person’s functioning, over short and longer periods of time. To be contextually aware, 
systems must identify not only the elder’s location within the home, but also the prox-
imity and positioning with regard to potential touchpoints, the amount of physical, 
social and mental activity in and outside the home, and even the quality of that activ-
ity. Finally, usability should be conceived of as livability; it is not enough that elders 
can use a system – they must want to do so routinely. If necessary, the elder’s net-
work of caregivers will also need to interact with the system through private, secure 
channels. An ongoing challenge is to design experience platforms that meet these 
requirements and function in the context of real lives and real homes.  
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Abstract. The meaning of context with respect to computational systems has 
been the focus of considerable discussion specifically as related to context 
aware and proactive computing.  However, there are no reports of people’s di-
rect, experiential understanding of the “lived experience” of context.  As a re-
sult, there is a significant gap between theoretical approaches for understanding 
context and the actual practice of context, which is critical for the specification 
of systems.  This paper reports the results of an ethnographic case study that il-
luminates the practical nature of context and highlights specific challenges for 
ubiquitous computing systems in general.  We conclude that context is simulta-
neously more subtle, fluid and idiosyncratic than previously reported under 
theoretical approaches to understanding context.  We further suggest implica-
tions for the design of computing systems based on these findings. 

1   Introduction 

In computer science, several researchers have discussed theoretical approaches for 
understanding context [1–6].  In recent work Dey et al, [4] assert a definition of con-
text that accounts for various abstract states of context.  For example, they define 
context as “…typically the location, identity and state of people, groups and computa-
tional and physical objects”.  That is, while they might account for variables they do 
not) account for the actual values.  Greenberg further argues that context is a dynamic 
construct “…a dynamic construct as viewed over a period of time, episodes of use, 
social internal goals and social influences”.   Knowing the appropriate variables, e.g., 
“location”, Is but one part of what’s required for context aware systems.  The appro-
priate “values” must also be known.  And they must be known sufficiently for the 
system.  The question posed to us, then is this: what are the values and under what 
conditions can they be known to the system?   

Like context, much of human culture is often “in the background” infusing every-
thing people do in their daily lives.  Ethnography, literally “the writing of culture”, 
was developed as a way to represent culture, informed heavily by the often unvoiced 
underpinnings of societies.  Over the last decade, ethnographic techniques, such as 
participant observation, shadowing, contextual inquiry, etc., have been adapted and 
applied to a wider variety of settings, including more recently business settings and 
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questions arising from other academic disciplines, e.g., aging [6].  In this paper, we 
present our use of these techniques in a case study to understand the lived experience 
of context [7].   

We suggest that values far out weigh the importance of the variables in the design 
of context aware systems, although it is the variables that have been previously dis-
cussed in the literature.  Specifically, based on the case study described herein, we 
suggest that context is often qualitatively subtler than has been previously suggested, 
more fluid and more idiosyncratic – often simultaneously.  Further we suggest that it 
is not merely a matter of more research or more time but that the many – often simul-
taneously occurring - values that define context at any particular moment are funda-
mentally unknowable in anything but the most constrained situations.  We hasten to 
add that we have not abandoned ship.  Rather, we should make some course adjust-
ments, taking into account what we do know and differently supporting situations in 
which the proactive understanding of context may be an untenable ideal.  We offer 
some possibilities of this at the end of this paper. 

1.1   Background to the Case Study 

As we’ve stated, context is often heavily “backgrounded”, that is, it’s tough to put 
context into high relief such that we can know it when we see it.  In these situations, a 
useful technique is to identify contrasting environments from which one can more 
readily discover what’s fairly well hidden.   

In this case, as part of a much wider project related to context aware computing, 
we were fortunate to meet “Bob” a 57-year-old male diagnosed with early Alz-
heimer’s Disease, with whom I (the first author) spent two full days “shadowing” his 
every move (see Methods below).  As part of a previous project, we had interviewed 
Bob and his wife, Carol, in considerable depth and thus had quite a lot of relevant 
background knowledge about Bob and Carol before we began our two-day shadow.  
In addition, we have been able to set Bob and Carol’s observations within the context 
of numerous other observations through out the general course of the wider project.   

Bob was diagnosed with early onset Alzheimer’s at 55 years of age.  There is a 
strong family history of the disease from his father’s side and both he and his wife 
(Carol) were sensitive to indications of the disease.  As a result of some early, albeit 
isolated, incidents, both Carol and Bob harbored suspicions.  A few years later, he 
underwent genetic testing, which revealed the presence of the late onset APOE-4 gene 
from his father, which was expected, but also from his mother, which was a surprise.  
Having genes from both parents appears to change its expression from late onset to 
possibly early onset.  Subsequent testing resulted in a diagnosis of early Alzheimer’s.  

At issue for our purposes is that Bob is in many ways uniquely suited as a candi-
date to participate in this sort of ethnographic work.  Bob and Carol rank among the 
most trusting and sensitive couples I’ve had the privilege of knowing (ethnographi-
cally).  Of particular relevance is that they are quite perceptive to subtle changes in 
their behaviors and are especially self-reflective.  For example, prior to his retirement 
last year, Bob practiced family therapy.  His skills and training lend themselves to 
both self-reflection and to a positive resolution of difficulties.  In their own words 
they are also “…children of the 60’s”.  They are very open and I daresay have a bit of 
the activist about them in their pursuit of information and care for Bob, working with 
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the local Alzheimer’s association, giving TV news interviews and even preparing for 
congressional testimony in April of 2003.   

What’s relevant to this work is that Bob’s condition highlights important elements 
of context that appear to be increasingly relevant as his short term cognitive memory 
degrades (as a function of the disease process).  Bob’s condition places “context” in 
relief and permits us to “see” the attributes of context more clearly and more readily 
than we otherwise might. However, these attributes are not unique to Bob or to dis-
ease conditions generally; rather, they are simply more concentrated and observable.  
Thus, Bob, in this case, is a fair proxy for understanding attributes of context more 
generally. It’s clear all of use rely heavily on “context” in our day-to-day lived ex-
periences, but that it is simply more difficult to observe and delineate.  Context is 
everywhere, if subtle [8]. In Bob’s case, context is simply a bit more observable. 

2   Methodology 

In practice, the use of ethnographic techniques is less of a procedure and more of an 
exploration; inevitably the real world poses variability requiring one to make on the 
spot adjustments.  One must have a fairly good idea of one’s purpose, but how one 
achieves that purpose may evolve within some constraints.   

As mentioned previously, we’d conducted an extensive contextual interview – in 
their home, on their time, with their artifacts – prior to these two days.  Shadowing is 
a technique by which one acts as “a shadow, ever present, but out of the way.  Partici-
pant Observation is a technique in which one is present and contributing to the activ-
ity and through the contribution, learning about it.  Over the two days, depending on 
the circumstances, I would switch between shadowing and participant observations as 
appropriate.   

I was particularly interested in observing Bob over the course of the two days go-
ing about his normal activities – from before breakfast until after dinner, roughly 
7:30am through to 8:30 pm.  We hesitate to say “perform routine activities” or “con-
duct his daily tasks” as both linguistically presuppose certain characteristics of linear-
ity, efficiency and effectiveness often not presence in the daily lives of people.  
Throughout I attempted to maintain a certain distance as appropriate and when I was 
able.  For example, while Bob was preparing to go grocery shopping, I mostly ob-
served (shadowing): taking photos, making notes and occasionally taking video ex-
cept when Bob offered commentary or asking me to do something that required my 
participation (e.g., putting something in the car, participant observation).  Bob also 
provided frequent running commentary, which would be a form of a “talk aloud” 
verbal protocol that he did on his own, albeit for my benefit.  I relied on my notebook 
and on the still image and video features of my Sony DSC 707 digital camera.   

One of the symptoms of Alzheimer’s is a reduction of short-term memory, i.e., 
forgetting things.  Throughout the two days, I could easily have been Bob’s reminder 
system.  However, I wasn’t.  I did however, act as a “cognitive aid” at certain times 
characterized primarily by two elements: a) having already witnessed his own re-
peated failure to remember, e.g., passing the post office for the fourth and last time 
that day and having not yet mailed the letters in the car’s dash, the letters he saw 
every time he got in the car saying “Oh, I’ve got the mail those”, or b) waiting until 
the last possible moment before averting a “catastrophic” error, e.g., reminding him to 
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take his gym back as we were pulling out of the garage to go to the gym.  In other 
words, while I tried to not be present, I nevertheless was and therefore had to make 
accommodations for the research by choosing when and how to interfere. 

3   Results 

According to David Shenk’s, The Forgetting, Alzheimer’s: Portrait of an Epidemic, 
it’s the little things that begin to fade [9].  Small, inconsequential “lapses”, indicate 
the beginnings of an inevitable decline.  Indeed, it’s the “little things” that seem to be 
fading for Bob.  He referred to his condition as “progressive incompetence” and the 
many and varied lapses as tiny incompetence’s.  Little by little, foundational elements 
of “doing things” randomly begin to flicker on and off and finally don’t turn back on.  
Bob retired almost a year ago, his last year at work fighting the small memory losses 
that occurred with increasing, but unpredictable frequency.  It was a stressful year.  
Now he’s without that stress, but he and Carol must deal with the slowly mounting 
stress of a partner who is slowly fading away.  It brings to mind the Chinese proverb 
of the frog in a pot of heating water.  

Bob and Carol had returned two days previous to my visit from a cruise vacation in 
the Baja Peninsula.  Bob had to get the house going again.  They had a list of chores 
to get through.  Over the two days, Bob prepared a grocery list, went shopping, pre-
pared his bag for the gym, went to the gym, bought tickets for a lecture at a local 
community college, posted some letters, picked up the mail from his mailbox, pre-
pared three meals each of the two days, took two naps, prepared to go skiing but went 
for a short hike instead, took care of his correspondence and conversed with me about 
his days and interests.  To assist Bob in his daily chores, he maintains a master list of 
the “things he has to do” for the day.  This he keeps in a green stenographer’s note-
book that almost always sits by his chair or on the dining table.   

We will focus the bulk of my comments on his correspondence, or what he called 
“going through the mail”.  It is a common enough activity to most of us as to be 
broadly relevant; but it is also deceptively simple.  In fact, it’s among the simpler of 
Bob’s activities that we can talk about in this paper, cooking being be far the most 
complex and, as you will see, from the point of view of a system being contextually 
aware, “going through the mail” is sufficiently complex to occupy the remaining 
space of this paper. 

3.1   Going through the Mail 

One of these little things fading for Bob is his ability to go through his mail, make a 
decision about each item, and act on it both immediately and at a later time, as war-
ranted by the content of the item itself.  In Bob’s case, he goes through the stack, 
makes a decision on what becomes the “last one” and then goes through the stack 
again, making the same decisions again, then acting on the new “last one”.  Or, per-
haps, in the second time through, he reorganizes the list spatially (one small pile here 
for emails to write, one pile there for phone calls to make) only to almost immediately 
forget what the piles mean and to again go through the list.  This itself is of interest, 
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but for the purposes of this paper, I’d like to examine what he did to respond to one 
particular letter, that from “Marsha”.   

We describe the event here and discuss it in the subsequent section.  Bob has al-
ready decided (based on a master list of activities for the day) that he needs to call 
Marsha in response to her very nice card she sent after seeing him on the TV news.  
That is, he’d already written “Call and thank Marsha for her letter” on his master list.  
Bob prefers making phone calls to email or writing letters – and says he always has.  
Bob also believes – always has – in responding to correspondence, especially heartfelt 
correspondence.  Bob worked with Marsha about 20 years ago on a project examining 
TV violence.  On Tuesday (the first of my two days with Bob) Bob and I were in the 
grocery store and Marsha saw Bob and came up to us.  Bob didn’t recognize who she 
was, but after she introduced herself again, he remembered their relationship.  In fact, 
Marsha explicitly thanked Bob for his return phone call.  On Wednesday, Bob has 
“Call Marsha” on his list and proceeds to go through the mail.  

 

1. Bob looks to see what’s next on the master list.  
2. Call Marsha.  He decides to call Marsha, questions who she is and proceeds to go 

through the mail.  
3. Flipping through the mail, he finds a card from Marsha.  He re-reads the card: 

“That’s nice.”   
4. He looks on the card for a phone number.  No number.  
5. Is there an address? Yes. He decides to get the phone book (from a cabinet in the 

kitchen not far away).  He sits down.  
6. He looks back to the card for the name. (See Fig. 1.) 
7. Opens the book to “Smith”.  He realizes there are many Smiths. (It’s not really 

Smith, but it’s of similar ilk.)  
8. He looks back for the address and it almost seems like he physically gets a hold of 

the address “19 Kitchen Hill”.  He decides to search the phone book for the num-
ber based on the address because the writer is a woman who’s probably listed un-
der her husband’s name.  He finds Smith: on 19 Tree Hill, 19 Pioneer, 19 Pottery 
Hill.  No luck.  

9. New decision, he’ll have to write to her instead.  He does have the address from 
the card.   

10. He annotates the list and the envelope.  He writes a note on the envelope and then 
highlights the note on the envelope because otherwise “he won’t see the note.”   

11. The envelope is put back into the general mail pile.     
 

As Bob begins in steps 1-5, he sees “Call Marsha” on the master list that he needs 
to check off.  He moves from the list to mail pile.  Then he’s got at least two things to 
do: find Marsha’s letter (in order to) call Marsha.  As he passes each letter he rejects it 
as not being from Marsha.  He finds the letter and re-reads the card, comments 
“That’s nice”. Steps 6-9 comprise a fairly complicated process, but he manages.  In 
steps 10 and 11, Bob annotates the envelope and then replaces the letter in the pile.  
After realizing the phone number is not to be found, he opts for writing a letter and 
annotates the envelope as such and furthermore, highlights (with a bright yellow high-
lighter he keeps nearby) the note he just made because “…otherwise I won’t see the 
note.”  He then puts the letter right where he won’t lose it: in the stack.  (Note: Erik-
son [10] has previously discussed the robust benefits of real space to structure interac-
tions.) 
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Fig. 1. Step 6 – Bob looking back to the card for the name after getting the phone book. 

4   Discussion 

Bellotti & Edwards [1] list three relevant characteristics of context aware systems: 
a) they infer human intent, b) they mediate between people and c) they must be ac-
countable to their users.  To achieve these ends, context aware systems must be intel-
ligent, i.e., they must be able to represent what they know and they must enforce ac-
countability based on their inferences.  According to Bellotti & Edwards, to be 
intelligent and accountable, context aware systems must understand context, the most 
relevant characteristics of which are listed here: identity of relevant people; arrival, 
presence and departure of relevant people; status and availability of relevant data and 
actions and their abstractions, such as, “waiting” or “busy”; the purpose and the social 
rules of the current situation, which in Bob’s case might be: correspondence and at 
leisure. 

We rely primarily on Bellotti & Edwards as a theoretical approach for understand-
ing context in this case study because they rely heavily on earlier work and are thus a 
summary of work to date and moreover, they provide design principles, which we 
understand as intended to guide design, and which include: a) informing the user of 
current system capabilities and understandings, b) providing feed-forward and con-
firmation feedback, c) enforcing identity and action disclosure, such as who is that, 
who did that, etc., and d) provide control to the user relative to the system.   

One possible caveat we mention at the start is that many of their design principles 
will be familiar to those who design interactive systems, which is, to some extend not 
the point of a context aware system and moreover not the point of a proactive system 
[11].  Yet, the principles are sound and they rely on elements of human context in 
order to act.  Thus, these principles, if anything, should be more conservative than 
what one might offer if one were designing a more extreme proactive system; thus 
they will suit our purpose here: to examine the meaning of context in within this one 
relatively simple example.   
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Let’s start with Bob’s list.  He made the list last evening before bed. By morning, 
the list had moved to the table where he eats breakfast from the chair in which he sits 
in the evening.  At what point might a context aware system begin assisting/mediating 
for Bob?  Does the system need to know where the list is?  Does the system suggest 
finding the list?  If Bob begins taking action on something not on the list, e.g., making 
breakfast (which was not on the list), should a context aware system note this, men-
tion it to Bob in some way, or perhaps suggest something for Bob to do that is on the 
list?  Does moving the list from the floor near the chair to the table mean he’s about to 
start something on the list?  Maybe it is.  Maybe it’s not.  How is a system to know?  
The value of the notebook’s location: on the floor, on the table, may or may not have 
meaning and it’s meaning may be different depending on something known only to 
Bob.  For example, he moved the list off the floor because he’s going to vacuum the 
floor.  In the case of an assisting system, suppose that Bob, who has Alzheimer’s, 
moves the list from the chair to the table and then gets “stuck”. What was he going to 
do? Go make breakfast, use the restroom, vacuum or commence with the list?  In 
other words, it’s not merely difficult to know where to start – where to start may not 
be knowable until Bob starts something.   

This simple condition – where and when to “start” is a fine example of what we 
mean by context being subtle.  It may not even be clear to Bob what his intention is.  
He may have moved the list intending to start something, then decided to make break-
fast instead.  If it’s not clear to Bob, can it be clear to the system?  Which of Bellotti 
& Edward’s elements of context is relevant to the system?  To Bob?  Perhaps the 
system should maintain an ongoing dialog with Bob to make that determination.  
Bellotti & Edwards do not mention that the system may need to work with the user to 
figure out what it needs to know, though they do suggest the user should exercise 
control.  Should the system inquire whenever it is unsure?  What does uncertainty 
mean for a system in situations of this sort?  Do we think Bob wants to be queried by 
his walls before his morning coffee?   

After breakfast, Bob sits and begins to go through his list.  Physically, Bob picks 
up the list and looks at it.  He thinks: some items are for later – they are passed over.  
Some items are for now.  Correspondence is now.  He decides to give Marsha a call 
and thank her for her card.  One imagines that the system could (and maybe should) 
provide Marsha’s number.  But how does the system know that Bob is going to call 
Marsha: so far, Bob has merely looked a the list.  This is another example the subtlety 
of context.  There were about 8 items on the list.  Bob decides just by looking.  In 
fact, he may have decided after looking at the last one, not at the item “Call Marsha”.  
In lieu of the system actually knowing the context, what’s a poor system to do?  Bel-
lotti & Edwards’ design principles suggest a solution: The system might have inferred 
that Bob has decided to do something from the list from his picking up of the list.  
The system could, it would seem, at this point, reasonably make an inquiry.   

A proactive system could provide Marsha’s phone number.  That much is obvious.  
However, Bob doesn’t want to call her just yet. He doesn’t remember the letter, and to 
make the call means responding to her letter, which he evidently wanted to read again 
(because he did).  Even if the system had indeed inferred correctly that Bob wanted to 
call Marsha, how could it have known that Bob also wanted to read the card?  This is 
a very good example of how context can be fluid.  Subtle, seamless shifts from one 
“contextual milieu” to another suggest a fluidity of context, and yet, based on a logi-
cal categorization of activities and stimuli, could easily appear to be quite a different 
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task: going through the mail.  That is, a system might infer from Bob’s actions that 
the mail is now the focus of his attention.  And it is, albeit in the service of calling 
Marsha.  That is, his reading of the card is not a necessary step in calling Marsha in 
the abstract; though, for Bob, in this case, it certainly is.  (In other examples from 
Bob’s days, context could shift as seamlessly but far more severely, e.g., from cutting 
potatoes to watching TV because he heard something that interested him; but oh how 
casually he switched his attention and the context of what he was doing.  Should he 
have been prompted to get back to the potatoes?)    

Of course, it’s quite unclear how the system could ever know about the letter.  
Also, who is Marsha?  Bob hasn’t talked with her in 20 years.  Bob perhaps needs to 
tell the system about Marsha.  When did he do this?  Did Marsha change her phone 
number or address?  Did she leave a new number in the letter?  Bellotti & Edwards 
[1] discuss clearly the need for the system and the human to have access to informa-
tion.  But for the system to have access to the letter and to link that letter to the list 
item “Call Marsha” seems a bit improbable.   

Even a simple solution can become quite difficult. For example, suppose rather 
than a green steno notebook, Bob keeps his list on a palm pilot or other hand-held 
device (e.g., the “activity compass”).  Ticking a box near “Call Marsha” would tell 
the system what the steno book can’t.  It’s easy to imagine.  But Bob doesn’t like 
palm pilots. (Bob doesn’t carry a cell phone. He doesn’t have a beeper.  Bob used to 
carry a portable voice recorder he’d use to remind himself of things; he still uses it as 
an audible reminder system, but only in the house.)  One might assert that using a 
palm pilot is better than using a steno notebook and is, therefore, the lesser of evils, 
and Bob should simply acquiesce to the palm pilot.  Yet, Bob likes the notebook and 
at least one reason is that he can easily look back and see all the other items on his 
prior lists.  In fact he stated explicitly that he used to cross off the items until they 
were illegible; then he switched to a line so he could see what he’d done.  Bob is 
living Bellotti & Edwards’ principle of providing status and abstractions of status.  
And yet, in so doing, a palm pilot would take a good bit of that ability away.   

He actually thought about a palm pilot or similar device in his last year of work, 
but decided against it.  Besides, he already had his voice recorder.  We must accept 
that Bob has chosen the steno notebook.  We must accept that people do not act in 
ways others might define as rational.  This choice, in addition to his way of going 
through the mail, is Bob’s idiosyncratic way to do things.  In fact, there are layers of 
idiosyncraticity – the notebook, the letter re-reading, his desire to respond with phone 
calls rather than writing, the list movement, the list placement, the piles of the mail, 
etc.  Thus, the context that surrounds his way of “calling Marsha” is therefore, idio-
syncratic.   Bob’s choice of the Green Steno Notebook is but one of many choices he 
has made over his day, his week, his life.  Finally, Bob is again exercising his control 
of the system by choosing the steno notebook, just as Bellotti & Edwards might sug-
gest. (From the perspective of Alzheimer’s. Bob’s life strategy of “going through the 
stack” of mail and making decisions is now failing him; his ability to unlearn a fairly 
automatic process and relearn a new one is limited – years and years of “going 
through the mail” has had an effect.) 

It sounds trivial, perhaps, to simply assert Bob’s choices as an additional challenge 
for proactive computing in this example.  But it is potentially a very real challenge, 
especially for a man with Alzheimer’s.  At this point in the disease progression, albeit 
early as it is, Bob would be hard-pressed to learn how to use a hand-held device.  To 
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wit, as we were looking for a frozen stream to hike on Wednesday afternoon, Bob 
expressed his interest in learning the use the GPS device he has at home.  He’s highly 
motivated to learn the device because he simply loves to hike and is loathe to give-up 
his solo hikes and he knows that a GPS might help him not get lost.  But it’s “far too 
complicated” for him to learn, he said, and wishes that someone would spend about 4 
days with him to teach him each function, one at a time, as he needs to use it.  He’s 
hoping that someone will help him this spring or summer “…before I lose the ability 
to learn how to use it at all,” he said.    

Bob was looking for Marsha’s letter.  He finds it, re-reads it, comments, and then 
looks for her number as described above.  Now, of course, the system, were it to 
know who Marsha was, could provide the number.  In lieu of that, the system could, 
one supposes initiate a dialog with Bob: “What’s Marsha’s last name, Bob?” “What’s 
her address?” and proceed to find the number.    Not finding the number, Bob decides 
to write instead, which will be at a later time (fluid).   

Skipping to step 10, Bob annotates the envelope with a note and then he used a 
highlighter over that.  Bob’s compound annotation was written directly on the physi-
cal artifact and not, for example, on the master list.  For Bob, the task seems linked to 
the letter rather than to the master list, which is not annotated at all.  Moreover, Bob 
seems to know he needs to be visually stimulated and uses the highlighter to provide 
himself a contextual cue.  (McCarthy [12] suggests that perhaps visual contextual 
cues might be more relevant to Alzheimer’s patients than to others.  There may be 
some validity in this, which requires further work.) 

For Bob, the context of his decision is carried by a) his memory, b) the tangible ar-
tifact, c) his physical annotation, d) his additional visual stimulus, e) the letter’s posi-
tion with the other letters in the stack and f) the fact that “Call Marsha” is not 
scratched off the master list.  All of these elements are covered by Bellotti & Ed-
ward’s framework: status and availability of data, an abstraction of status (will write 
a letter, which he knows is a secondary decision), feedback (in-process and confirma-
tory, ironically, which he provides) to himself about his progress to date, capture of 
information relevant to the status of the letter and subsequent access of that informa-
tion (by being in the stack).  While Bob’s contextual information is theoretically ac-
counted for within Bellotti & Edward’s framework, the practical elements – the val-
ues – of Bob’s context remain subtle, fluid and idiosyncratic and for many intents and 
purposes remains practically unknowable a priori, mostly likely ad hoc and perhaps 
only possibly post hoc. 

Bob made his list on Tuesday evening.  Bob saw Marsha in the store Tuesday af-
ternoon and they talked of the card and his return call.  Wouldn’t it have been nice if 
“Call Marsha” would have never made the list that evening. 

5   Implications 

In theory, there is no difference between practice and theory; in practice, there is.  We 
find this to be an example of this famous quote.  While Bellotti & Edwards’ [1] theo-
retical approach – and others (cf., [4], [13], etc.) – seems adequate for encompassing 
the various categorical elements of context evident in Bob’s way of going through the 
mail, they fail to predict or explain the subtle, fluid and idiosyncratic nature of Bob’s 
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“context”.  Further analyses with other activities may be warranted to more fully ex-
amine the frameworks offered.   

Theoretically, the abstractions enumerated in the referenced papers account for go-
ing through the mail. Yet practically, none of them accounts for the precise details of 
what context is or how it is maintained. Designing a “proactive” system for cognitive 
assistance requires accounting for the specifics of context, not just the abstractions.  
But since the specifics are mostly unknowable, our ethnographic evidence suggests 
that one simply cannot design such proactive systems in this way.  All that this means, 
however, is that we must shift our research and design emphasis somewhat to ac-
commodate these conditions.   

For example, consider Bob’s feelings about his green steno notebook.  From the 
perspective of context aware design, one might consider that computational systems 
must blend with the extant “ways of doing things”.  That is, the components of the 
system must not dictate the process, but must, as Weiser [14] suggested “weave” with 
the long term “way of doing thing” and that it might, over time, work with the person 
to evolve the system cleverly, perhaps offering new elements of context at just the 
right moments such that they are useful but so that they don’t require new learning.  
The system remains “invisible”.  

It’s intriguing to postulate that proactive systems, to be effective, must do the 
learning and that the person with Alzheimer’s disease – or indeed anyone - perhaps 
does no new learning.  That is, the person needs to learn nothing.  That would be 
optimal, of course, for Alzheimer’s.  But what sorts of technologies would be rele-
vant?   

A steno notebook comprised of electronic paper might be a good starting point.  
There needs to be a means of system input that’s familiar to the patient and that re-
quires no more management than what they know.  A digital notebook that could also 
sense what’s on its list might be terrific.  For example, his list could inform Bob in a 
timely fashion of things to do, for example, remind him to take his gym bag with him 
when as he’s driving out of the garage – not because the system knows when he’s 
going to the gym, but because the bag was packed and the list knows that “go to the 
gym” is on the list.  Actuators strategically placed can coordinate information among 
the notebook, the gym bag, recent action within the gym bag (it was packed) and a tag 
in the car that notices the bag is not in the car, but the car is leaving the house and it 
informs Bob in some pleasant way.  

Similarly, in Bob’s case again, linking what’s on the list – in his writing, with his 
marks – with activities he’s doing would be terrific.  For example, his list says “Call 
Marsha”.  A digital notebook could “reveal” Marsha’s phone number on the list with-
out Bob having to do it. Of course, this takes an enormous amount of coordination.  
(For more on annotations, see [15]).  Another sort of technology would be pens that 
write with ink, but whose motion transmits what’s written to “the system”.  The sys-
tem should be able to make certain inferences about what’s been written and coordi-
nate with the list and all the other tags and actuators.   

In the example from this case study, embedding technology in everyday activities 
seems to be more about technology becoming, as Weiser said, “invisible”, superim-
posed, or perhaps, under-imposed, on daily activities.  Replacing the steno notebook 
with digital paper is one example.  Co-opting the motions of what’s otherwise your 
average pen is another.  Adding a few tags to common devices and coordinating their 
meaning.  Embedding technology in such as way as to exercise control, to predict 
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activities, to explicitly enhance and replace cognition in situations that require de-
tailed understanding of context seems rather impossible.  To work at the periphery, to 
coordinate among perhaps simpler, less contextually demanding activities and embed 
technology appropriately in the situation Gershman, McCarthy & Fano [16] would be 
of valuable assistance , not only to people with Alzheimer’s, but everyone.  This is 
one possible approach for creating supporting technologies.  A second approach fol-
lows.  

In Foucault’s [17] master’s thesis at Cornell University, she applied to adults an 
internet search strategy she designed for children.  In the children’s version, a child 
enters a word, e.g., tiger.  The system returns images of tiger in various contexts.  
Kids, unable in their elementary years to manipulate language appropriately for Boo-
lean searches can nonetheless identify (though cannot necessarily verbalize) attributes 
of images relevant to their searches.  They then select an image, which is a proxy for 
verbal attributes we might otherwise enter in a “traditional” search.  Perhaps, a similar 
search technique works for adults, albeit differently.  Adults see the images, which 
initiates a string of associations otherwise not considered.  The user can continuously 
modify the search based on the context of the images without being verbally specific 
about the context – indeed, without being specific at all.  The crucial factor is that not 
once does the computer know anything about “context” or “intention” as the interac-
tion is entirely under the user’s control, and yet can deliver a satisfying experience 

For people with early Alzheimer’s the difficulty is exactly that the person cannot 
completely control their interactions with a system.  An obvious, but we’ve argued 
flawed approach is for a system, as a cognitive prosthesis, to assume increasingly 
amounts of control over time.  Using Foucault as a guidepost, suppose that the system 
does not assume control of the interaction, but rather acts much more subtly, making 
unconscious and ambient suggestions to the person.  The system could act, less like a 
drill sergeant and more like a friend making gentle suggestions less precise, but suffi-
ciently accurate perhaps to stimulate memory.   

We offer one simplistic example as illustrative of our point, but by no means suffi-
cient.  A display occupies the top of the refrigerator.  The ”system” knows things it 
knows: time of day, presence of person(s) in the kitchen.  That’s it.  The display is 
perhaps a washed out image of the kitchen itself.  The system can flash images super-
imposed on the system – a grocery list, a sandwich, a cup of coffee, etc.  The point is 
not to tell the person what to do, but perhaps to jog a memory trace based on a fleet-
ing image, as a possible reminder in the periphery and encouraging the user to per-
haps interact with it in some, hopefully subtle way.  Smaller displays around the 
home, e.g., positioned as picture frames, might serve not only to show photos of fam-
ily and friends, but also as casual, suggestive mechanisms - that can be ignored - and 
that don’t necessarily seek to control the interaction.  That is, if we can’t know the 
precise context, can we support in the periphery by providing an enabling environ-
ment rather than one that must anticipate and act on the users’ behalf?   

6   Conclusions 

In this paper, we described the deceptively simple example of Bob responding to a 
mailed greeting card wishing him well.  It is, as Tolmie et al. [8] asserts, a rather “un-
remarkable” routine that “places powerful requirements on any technology that might 
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become embedded in such activities,” (p 406).  We suggest the further step, however, 
that proactive computing is less what computing can do for people, that is, on their 
behalf [11], but rather what computing can enable people to do.  We focused on what 
Bob wanted to do - his goals, desires, and needs. Focusing on people, rather than on 
what technology does, enables us to design appropriate ubiquitous systems that will 
actually work "unremarkably" in the world [8].   

The example was extracted from a larger ethnographic study of Bob, a man diag-
nosed with early onset Alzheimer’s disease.  We examined this example in terms of 
Bob’s context as relevant to ubiquitous computing systems.  In our examination, we 
find that the actual values of context, e.g., Bob’s notebook location, may or may not 
vary, but that the meaning of these values themselves can and do vary independently.  
Further, the values and their meanings can be very subtle to start, and based on some-
thing Bob does, their meanings can change almost as if in a flow, i.e., fluidly.  We 
also find that Bob’s “way of doing” is just that: Bob’s way.  The meanings he applies 
to objects and their attributes and the meanings he extracts, in addition to being subtle 
and fluid are also idiosyncratic.   Finally, we find that these characteristics of context 
are often expressed simultaneously as Bob goes about living his experiences each day. 

Context aware systems that attempt to know what’s happening and to guide a per-
son through certain activities in lieu of their own faculties may be overreaching ra-
tional boundaries into that of human lived-experience which is more often than not, 
not as rational as we might like.  It may be not only difficult, but also impossible to 
provide this level of rational support for any activity except for those in the most 
constrained and proscribed situations. We find advantages to approaching assistance 
from the periphery by designing systems with that enable human touch-points, rather 
than trying to reduce them.  The examples we’ve mentioned offer only the briefest of 
possibilities.  There are innumerable ways ubiquitous computing can not only assist 
people with Alzheimer’s disease, but also in which ubiquitous, appropriately context 
aware computing systems can facilitate the ever increasing complexity of our daily 
lives.  
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Abstract. This paper presents the development of a user-oriented framework to 
support the user reconfiguration of ubiquitous domestic environments. We pre-
sent a lightweight component model that allows a range of devices to be readily 
interconnected and an editor to support users in doing this. The editor discovers 
available ubiquitous components and presents these to users as jigsaw pieces 
that can be dynamically recombined. The developed editor allows users to as-
semble lightweight sensors, devices such as displays and larger applications in 
order to meet their particular needs.  

1   Introduction 

The emergence of increasingly interactive ubiquitous environments makes it impor-
tant that we consider how devices are placed within an environment, how combina-
tions of these devices are practically managed, and how these devices work as an 
ensemble. This is particularly true in domestic settings where inhabitants have con-
siderably more control over the environment than in office or work settings. An es-
sential element of domestic environments is their evolutionary nature. Domestic envi-
ronments are open to continual change and the need to support this change is essential 
to the successful uptake of ubiquitous devices in domestic spaces. Previous studies 
have highlighted how inhabitants continually reconfigure domestic spaces and the 
technologies within them to meet particular demands [7]. Similarly, architectural 
historians, such as Brand [2], have highlighted the importance of change to allow 
inhabitants to appropriate and adapt domestic spaces to meet their evolving needs. 
The dynamics of change highlighted by Brand are particularly significant when we 
consider the nature of ubiquitous computing in domestic environments [8]. As Ed-
wards and Grinter [4] point out, unlike the lab houses that largely provide the focus of 
current research in the area, the networked home of the future will not be custom 
designed from the start but will emerge in a piecemeal fashion. The evolutionary 
development and the piecemeal introduction of ubiquitous computing into the home 
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environment demand that we consider how real world processes of adoption and use 
might be supported to permit the ongoing configuration and reconfiguration of inter-
active devices. 

2   Configuring Devices within the Home 

In developing technology for domestic settings we need to make sure that it is open to 
continual change. Inhabitants must be able to quickly place devices in the home, 
understand this placement and rapidly reconfigure device arrangements.  If the cost of 
change is too high then devices are less likely to be added to the home and become 
part and parcel of the ‘everyday stuff’ that is routinely used and exploited by its in-
habitants [10]. A central issue in the development of innovative ubiquitous devices 
for the home is the relationship between devices and the infrastructure they exploit. In 
fact, as interactive devices become increasingly ubiquitous the underlying infrastruc-
ture supporting them needs to become increasingly prominent and available to users.  

While infrastructures such as Jini1, UpnP2, and the Cooltown3 reduce the cost of 
introducing new devices they are oriented towards the developer of new devices 
rather than the eventual users of these devices within a ubiquitous environment. The 
focus of these infrastructures has by necessity been on the development of 
appropriate protocols and techniques to allow devices to discover each other and 
make use of the various facilities they offer. Limited consideration has been given to 
how users may be involved within the dynamic configuration of these components. 
Two notable examples are the Speakeasy system [6], which has adopted a compo-
sition model based on typed data streams and services, and iStuff [2], which knits 
together a number of ubiquitous devices via a state based event-heap. Our composi-
tion model differs from that of Speakeasy and is closer to iStuff in that we seek to 
exploit a distributed shared state model. However, our challenge is to allow users to 
understand the arrangement of devices and manipulate to these in order to meet their 
changing household demands.  

2.1   A User Oriented Component Model 

Our user-oriented model exploits a component model based on JavaBeans4 and shares 
bean properties across a distributed dataspace. Component based models seek to 
balance between the benefits gained from assembling existing components and the 
loss of expression and generalization. The majority of component models have fo-
cused on software components with an emphasis on supporting the programmer.  In 
our case we wish to develop a component model that embraces a heterogeneous col-

                                                           
1 Jini - http://wwws.sun.com/software/jini/ 
2 Universal Plug and Play - http://www.upnp.org 
3 Cooltown - http://cooltown.hp.com/cooltownhome/ 
4 Java Beans - http://java.sun.com/products/javabeans/ 
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lection of devices and is readily understood by inhabitants of the home. Consequently 
we have tended to focus on making the composition as simple as possible despite the 
reduction of expression.  

The basis of our component model is a shared dataspace that allows real world de-
vices to make information about the nature of the physical environment digitally 
available. Devices can use this dataspace to become aware of their context and repre-
sent this contextual information to other devices and to make this manifest in the 
physical world. The aim of devices within the physical environment is either to make 
information from the physical available within the digital or to make digital informa-
tion have a corresponding physical manifestation. 

The fundamental aim of components is to ensure the convergence of the physical 
and the digital environment. Thus each component can be though of as a digi-
tal/physical transformer. There are three main classes of transformer component. 

- Physical to Digital Transformers take physical effects and transform them into 
digital effects. Each transformer measures a physical effect and transforms it into a 
corresponding digital property that is shared through the dataspace. 

- Digital to Physical Transformers represent the complementary set of transformers. 
Their job is to make digital information physically manifest by transforming the 
values of shared properties to drive some sort of physical device. 

- Digital Transformers act upon digital information and effect digital information. 
This class of components provides a way to present to users deeper semantic reac-
tions to changes in the environment. 

This model is analogous to the one proposed within iStuff which provides developers 
with a set of discrete devices that can be assembled through publication within the 
event-heap. In this paper we build upon this work by considering how components 
such as the devices in iStuff and the ways in which they are configured might be 
exposed to users. Consequently, our emphasis is on the development of user-oriented 
editors that allow the dynamic composition and assembly of arrangements of devices. 
Below we focus on the design and development of one users editor – the jigsaw edi-
tor -that we have developed in partnership with users through a series of focused 
cooperative development exercises.  

3   From Transformers to Jigsaw Pieces  

Our starting point for the development of a user-oriented approach to reconfiguration 
was the formulation of a simple editing metaphor based on the notion of assembling 
simple jigsaw like pieces. Our choice of the ‘jigsaw pieces’ metaphor is based on the 
familiarity evoked by the notion and the intuitive suggestion of assembly by connect-
ing pieces together. Essentially, we allow users to connect components and compose 
various arrangements through a series of left-to-right couplings of pieces. Constrain-
ing connections in a left to right fashion also provides users with the sense of a pipe-
line of information flow.  
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Our development of the jigsaw model exploited a paper-based ‘mock up’ approach 
[5] married to ‘situated evaluation’ [11].  In order to structure our investigation we 
presented users with a set of initial seed scenarios elaborating various transformers 
and their potential arrangement. These reflect different levels of abstraction and pro-
vide a starting point allowing users to reason about the editor, the complexity of 
configuration, and the nature of ubiquitous computing in the context of their everyday 
lives. The seed scenarios were drawn from earlier ethnographic studies [3], and some 
initial prototype development. An illustrative selection of scenarios and components 
are presented below.  

Seed Scenario #1. A Common  grocery item is missing from a kitchen cupboard  

 

Using the pieces shown below, GroceryAlarm is connected to 
AddToList, which is then connected to SMSSend. GroceryA-
larm reports the missing item after a certain time interval and 
the missing item is added to an electronic shopping list. This 
list is periodically sent via SMS to a mobile phone. 

 

GroceryAlarm: Generates names of missing groceries in the cupboard. It 
detects groceries moving in and out and if one is away more than 30 minutes it 
is said to be out. 

 

AddToList: Takes an element string and adds it to the list it publishes into the 
dataspace. 

 

SMSSend: Takes a message string and sends this as SMS to the given phone. 

Seed Scenario #2. Reminders can be directed to a number of outputs 

 

A reminder application lets the user enter textual or 
auditory reminders using a touch display and micro-
phone. This can be connected to a display, sent to a 
mobile, etc. The Reminder piece can be connected to 
the either the KitchenTableDisplay or SMSSend to 
allow users to receive reminders where they are most 
appropriate. 

 

Reminder: Corresponds to a reminder application that provides an input GUI, 
manages the reminder alarms, and publishes reminders as URLs when remind-
ers are due. 

 

KitchenTable Display: Takes a URL and displays the associated web page.  
 

 

SMSSend: Takes a message string and sends this as SMS to the given phone.  
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Our mock up sessions suggest that users felt a need to understand how the devices 
within their home where interconnected but few of them expressed any desire to 
“program their home”.  Rather users expressed the need for a simple access point that 
allowed them to both view the assembly of devices and to reconfigure this assembly 
as they used these devices for different purposes. Responding to this request we con-
structed the Jigsaw Editor Tablet described briefly in the following section. 

4   The Jigsaw Editor 

The editor presents the transformers within the domestic environment as Jigsaw 
pieces on a tablet based display. The editor discovers a local dataspace where trans-
formers are registered. In order to make itself available for use a transformer exports 
itself to the distributed dataspace. The transformer is introspected and the properties 
associated with it are made available as input and output points, each transformer also 
has a jigsaw piece property which exports how it should appear in the editor. Each 
room has a dataspace associated with it and components that can be accessed from 
that room are registered with the dataspace. 

It is worth stressing that within this approach we are constraining the potential for 
expression. Our emphasis is on reconfiguration rather then programming and we do 
not seek the richness of programming expression allowed by iCap [9] or existing 
visual programming languages which emphasize the development of new applications 
and the understandably of procedural programming constructs. Rather we wish to 
allow users to understand their environment and how the devices within it are inter-
connected and to allow them to change these interconnections through an editor.  

The Jigsaw editor is made available to users using a tablet PC that uses 802.11 to 
talk to the dataspace (see Fig. 1). The editor discovers the dataspace and is notified of 
the components available within the dataspace. The editor is composed of two distinct 
panels, a list of available components (shown as jigsaw pieces) and an editing canvas. 
Jigsaw pieces can be dragged and dropped into the editing canvas or workspace. 
When a jigsaw piece is dragged onto the workspace it clones itself and becomes a 
symbolic link to the underlying component it represents. The editing canvas serves as 
the work area for connecting pieces together and visualizing their activities. 

Connecting jigsaw pieces together works by dragging a particular piece in the vi-
cinity of a fitting target piece. When a jigsaw piece is first dragged, non-compatible 
pieces in the workspace are disabled and shadowed, indicating which pieces are plau-
sible target connections. When a user places two components close to each other they 
snap together if the property types for the underlying components input and outputs 
match. Audible feedback is provided when they snap together. When a connection is 
made a link is registered with the dataspace and the property of the source component 
is connected to the compatible property of the target (or sink) component. This link is 
persistent and the assembly is displayed whenever the editor reconnects. Components 
have the option of containing several properties making multiple connections possi-
ble. For one-to-one matching the connection is done automatically. For multiple 
choices a dialog window is presented to the user asking for the preferred matching for 
each property.  



“Playing with the Bits” User-Configuration of Ubiquitous Domestic Environments      261 

 

Available 
Components

Workspace 
for assembling 

components

 

Fig. 1. The tablet editor and the editor screen 

The editor not only provides audio feedback on interaction, but also traffic feed-
back. When properties related to jigsaw pieces in the dataspace are updated, the cor-
responding jigsaw piece changes colour and a short audio clip is played. Users can 
monitor the connections between components in the home using these indications of 
activity. The editor allows simple sensors such as switches, more complex devices 
such as displays and on-line applications to be interconnected. In the rest of this sec-
tion we illustrate some of the assemblies developed by users during our evaluation 
sessions..  

4.1   Exploiting a Simple Sensor: The Doorbell 

Responding to requests by users for a doorbell sensor we extended the set of compo-
nents to provide a simple touch sensitive component. This component utilizes the 
Smart-Its toolkit5, a general-purpose hardware toolkit for ubiquitous devices. A 
Smart-Its device has a board equipped with sensors and attenuators and a communi-
cation board supporting wireless connection to a base-station. A multi-device event 
engine has been developed that maps readings from the sensors into Java events 
which can then be used to changes properties in a JavaBean that acts as a proxy for 
the sensor device. This arrangement is show in Figure 2, which also shows the Smart-
It device and the corresponding jigsaw piece made available to the editor.  

 

SmartIt doorbell
device

Event
Engine

Sensor
Proxy

Javabean Distributed
Equip

Dataspace

Tablet 

Editor

property

JavaBeanproperty

Screen Puzzle
Piece

 

Fig. 2. Making simple lightweight sensors available to the dataspace 

                                                           
5  Smart-Its - http://smart-its.teco.edu. 
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Once made available to the dataspace the Smart-Its device appears on the jigsaw 
editor and users can connect the sensor device to other components. For example, the 
sensor can be used to drive larger scale devices connected to the dataspace. Two such 
devices are the web camera and a portable display that is build using an iPAQ (a 
similar component exists for MMS messages to mobile phones). 

4.2   Integrating Larger Devices: The Webcam and Display 

Larger devices are made available to the system in a similar way as lightweight sen-
sors and actuators. Essentially the driver used to connect to the device is ‘wrapped’ as 
a JavaBean. This JavaBean is then exported to the dataspace with the result that the 
corresponding property values can be shared across the dataspace. This means that 
the device is available to the jigsaw editor and can be combined with the inputs pro-
vided by the lightweight sensors. For example, the arrangement shown in Fig. 4 
shows the pushbutton being used to signal a webcam to take a picture. The picture 
taken by the webcam is available as an output. Linking the webcam piece to a port-
able display means that this picture is then directed to that display. The arrangement 
as it appears on the editor screen is shown below. 

 

 

Fig. 3. Combining the doorbell the webcam and the portable display 

4.3   Exploiting Applications  

Users also sought to link sensors and devices to more abstract and complex entities. 
We address this issue by exploiting the ability of JavaBeans to make applications into 
components. By exporting the properties from the JavaBean used to represent an 
applications we can it available to users and combine the application with lightweight 
sensors and devices. 

For example, to support remote monitoring users can connect a lightweight Smart-
It motion sensor to a more complex webcam device and make the output from the 
device available to a weblog application. This configuration means that whenever 
motion is detected within a space this is used to take a picture that is then automati-
cally added to the weblog. Users away from home can access the weblog to view the 
image via any web browsers..  

5   Conclusions 

In this paper we have presented the development of an editor that supports user-
configuration of ubiquitous computing environments in the home. The editor exploits 
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a jigsaw metaphor to make user-configuration of complex functions readily intelligi-
ble. It is worth reflecting on the heterogeneity of the components users wished to 
connect together. It was not unusual to see users develop assemblies that combined 
lightweight sensors with more traditional computer devices and larger applications 
and services. In order to allow user to construct these heterogeneous assemblies of 
devices we developed an editor that discovers components that have made properties 
available to a distributed dataspace. This arrangement allows quite distinct types of 
component to offer a very simple lightweight state based interface, which the editor 
can then, present to users to allow them to construct assemblies to meet there particu-
lar needs.    

Obviously, the process of user-based development is ongoing, with each iteration 
leading to the further refinement of the technical infrastructure and toolkit of devices, 
software and applications that embed ubiquitous computing in the domestic environ-
ment to meet real user needs. We are currently in the process of placing the toolkit in 
a number of users’ domestic environments for continued assessment. We envisage 
these trials raising significant issues of access control and management. 

The current version of the toolkit including the Jigsaw editor is publicly available 
and may be downloaded from http://www.sics.se/accord/toolkit.html.  This allows 
developers to wrap their particular sensor, devices or applications as JavaBeans, to 
provide an iconic representation of the device and to publish them to our dataspace. 
Once within the dataspace they become available for use through the Jigsaw editor. 
Our aim is to allow users more control over the assembly of the ubiquitous devices 
that share their environment in order that users within the home can readily situate 
ubiquitous technologies in the space they live in. 
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Abstract. This paper contains details on a project aimed to provide location-
aware value-added services to the participants of an academic conference.  The 
major characteristic of this project is the fusion of RFID technology, database 
management, data mining, real-time information visualization, and interactive 
web application technologies into an operational integrated system deployed at 
a major public conference.  The developed system tracks conference attendees, 
analyzes the tracking data in real-time and provides various services to the at-
tendees, such as a real-time snapshot of the conference events attendance, the 
ability to locate friends in the convention center, and the ability to search for 
events of interest.  The results of this experiment were revealing in terms of 
both the potential of the developed technology and the conference dynamics. 

1   Introduction 

Every year thousands of conferences and professional trade shows take place world-
wide, attracting millions of attendees.  These conferences represent important venues 
for social interaction and knowledge exchange, providing a place to find others who 
share common or complementary interests.  However, the difficulties of event man-
agement and missed opportunities for communication at conferences continue to be 
vexing challenges for organizers.  How do attendees find others who share their inter-
ests?  How do they identify and communicate with others whose expertise they seek?  
How can organizers understand the dynamic profile of participants at the sessions and 
be more responsive to their emerging interests?  In the absence of good answers to 
these questions, many attendees do not benefit from the events as much as they could. 

The IntelliBadge™ project is an academic experiment that uses smart technology 
to track participants at public events and provide them with value-added, personal-
ized, location-aware services with the goals to facilitate social interactions and foster 
social networks among the conference attendees.  IntelliBadge™ was first publicly 
showcased at IEEE Supercomputing 2002 (SC2002), the world's premier supercom-
puting conference, in the Baltimore Convention Center, November 16-21, 2002.  The 
SC2002 organizing committee in part funded this project to push the technological 
envelope at the conference, to provide a fun and value-added experience for technical 
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program attendees, and to collect data that could provide important, useful informa-
tion to the organizers. 

While the SC2002 committee had basic requirements for the project as stated 
above, we identified 3 major system design concepts that, along with the budget con-
straints, served as the main driving force during the project implementation phase.  
First, we wanted to reliably track volunteer participants in real-time during the con-
ference.  Ease of use for the participants and the transparency of the underlying tech-
nology were concomitant goals.  The convenience and security of the IntelliBadge™ 
registration drove the design of the process and software.  We preferred to get a richer 
database, but decided it was more important to make the process user friendly. 

Second, we wanted to enable attendees to conveniently access services within a se-
cure environment.  We decided to build a web application to provide convenient ac-
cess to services via the web.  The most important services included finding people and 
events; the goal to provide participants with useful information drove these decisions.  
We also decided to deploy web kiosks for an on-site access to the web application. 

Third, we wanted to provide real-time visualization displays showing conference 
data.  We determined that no personal information would be shown on these public 
displays; rather we would visualize general aggregate data.  We decided to provide 
multiple large-scale visualization displays for attendees to view.  The overall visual 
design goals were to create a project identity and visual unity across a diverse set of 
applications; to provide variety of interactive visualizations to engage and interest 
attendees; to communicate the project to as many people as possible using available 
imaging technologies. 

2   Related Work 

In recent years, attempts have been made to provide conference attendees with vari-
ous value-added services based on the ability to either track individual attendees as 
they go from one location to another or detect when they interact with each other.  
Thus, Meme Tags project [1], used electronic name tags capable of exchanging short 
messages (memes) via infrared (IR).  The tags also stored information about the inter-
action between tag wearers and shared it with the centralized database.  The cumula-
tive data was shown on large displays (Community Mirrors).  The overall goal of the 
project was to develop a technology that would allow to study community formation 
process, social networks, and how ideas propagate in the community. 

Digital Assistant developed at ATR Media Information Science Lab [2] aimed to 
enhance communication among conference participants by tracking them as they 
attend various locations and providing access to a content-rich personalized environ-
ment either via web kiosks or interactive displays.  Users were required to wear IR 
badges that could be detected at some locations within the conference space.  The 
resulting data was used to create the user's touring diary and to provide personalized 
real-time services. 

Georgia Tech’s Social Net system [3] required attendees to carry a portable radio 
frequency (RF) device, called Cybiko, to help mutual friends connect strangers (who 
were co-located for a considerable amount of time).  In order for these mutual friends 
to identify who among their friends are not connected (but should be, because they 
tend to be co-located), the system requires each user to provide a list of all their 
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friends – a task that turned out to be challenging for some in a field test of 10 users at 
a 3-day conference. 

nTag by nTAG Interactive, LLC (www.ntag.com) uses semi-passive Radio Fre-
quency IDentification (RFID) tag operating in the UHF band which enables a confer-
ence organizer to use it for security, to record how many people attended certain ses-
sions, or to track how many people visited certain areas of an exhibition floor.  When 
people meet, their tags exchange information about their interests and preferences.  
Tags also store and provide convenient access to the conference program. 

CharmBadge by Charmed Technology, Inc. (www.charmed.com) uses IR-based 
tags programmed with attendees' individual business card information.  This informa-
tion is exchanged between attendees as they interact with each other and the interac-
tion is logged and subsequently uploaded to a private website accessible by each user.  
The system does not provide data to the users in real-time and does not track user 
location in real-time. 

SpotMe system by Shockfish SA (www.spotme.ch) requires participants to carry a 
cell phone-size device via which they can find out who is standing within a 30 meter 
radius from them.  Participants can be notified if a person with shared interests comes 
within 10 meters, and they can send messages to each other or exchange electronic 
business cards.  SpotMe does not provide services based on the knowledge of who 
attended what events since there are no people tracking capabilities built into the 
system. 

IntelliBadge™ differs from the above-described systems both in terms of the core 
technology used to track people and in terms of the end-user applications.  It imple-
ments location tracking by proximity to RF location markers installed at the points of 
interest.  All the user services are built around tracked location information and a 
priori knowledge about the attendees and the conference events.  IntelliBadge™ is an 
integration of RFID, database, web technology, and data visualization into a produc-
tion-quality system. 

3   Project Overview 

IEEE Supercomputing conference is an annual event organized by a group of volun-
teers with the sponsorship of IEEE Computer Society and ACM.  It consist of a num-
ber of simultaneous events, such as Tutorials, Technical Program, Educational Pro-
gram, Exhibits, etc.  It is typically attended by over 5000 attendees; usually about 
2000 of them register for the full conference.  Since the full conference registrants 
typically tend to stay throughout the entire conference and participate in a variety of 
events, we decided to tag and track only this group of people because in our opinion 
they would most likely benefit from the type of services that we were providing. 

SC2002 conference attracted 7,240 participants with 2,188 paid technical program 
registrants eligible to participate in the IntelliBadge™ project.  IntelliBadge™ par-
ticipants were required to carry a small active RFID tag in a small plastic envelope 
next to their regular conference tag.  During the registration, they were given the tag 
and were directed to a registration kiosk (Fig. 1).  At the kiosk, they were required to 
scan the tag by the barcode reader (RFID tags had barcode labels with the same 
unique ID as RFID) and to create user name and password for later access to the ki-
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osks or the web server.  Once the login is set up, users were asked to fill in a short 
personal profile either by scanning 2D barcode from their regular conference tag, or 
by typing it manually.  Users also had an option to create their own group or join one 
of the groups created by their friends.  In addition, they were also asked to indicate 
their interest level in 10 conference-related subjects.  In total, 890 conference techni-
cal program attendees registered to participate in the IntelliBadge™ project.  At the 
end of the conference, participants were required to return the tags.  In total, 752 tags 
were returned. 
 

 

Fig. 1. IntelliBadge™ registration booth and one of the IntelliBadge™ displays. 

Once registered, participants could access kiosk services either via one of 8 on-site 
kiosks (used either as registration kiosks or as service kiosks depending on the tag 
scanned by the kiosk’s barcode scanner) or via their own laptops on-site or off-site.  
They could modify their registration profiles, use various IntelliBadge™ services, or 
read about the project.  They could also stop by one of 3 on-site large displays (Fig. 1) 
and either passively observe the conference activities as tracked by RFID tags, or 
interact with the display applications.  We encouraged registered participants to use 
the provided services as much as possible by giving away some prizes.  Thus, at the 
end of the first day of the conference, we awarded 10 of those participants who spent 
most the time standing in front of the large displays.  At the end of the second day, we 
awarded prizes to 10 most frequent users of the kiosks.  At the end of the third day we 
awarded prizes for those participants who walked the most distance (as tracked by 
RFID tags) during the 3 days of the conference.  Finally, at the end of the conference 
we awarded a grand prize to a randomly selected participant. 

Privacy and safety concerns were of a great importance to us, therefore we opted to 
accommodate voluntary rather than mandatory participation.  Although providing any 
registration information was not required, we encouraged participants to provide as 
much as they would feel comfortable since the quality of the value-added services 
heavily depended on the availability of the data about the participants.  Any portion of 
the information that users provided us could be marked as private or public, thus al-
lowing a finer level of user control about what to share with others on-site.  This, 
however, had no impact on the applications where aggregate data was presented.  We 
also disclosed to the users our intention regarding the post-conference usage of the 
data. 
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4   Hardware Architecture 

Basic hardware architecture of the IntelliBadge™ system is shown in Fig. 2.  The 
Savi Technology equipment (described below) forms the front end of the data collec-
tion system.  The remaining blocks whose names are prefixed by "ib" are separate 
networked computers that provide downstream data gathering, processing, display, 
and user entry. 
 

Savi
Signpost

Savi
RFID Tag
(mobile)

Savi
Reader

Savi
Site Manager

ibdbase

ibdisplay (3)

ethernet (10/100baseT)
radio frequency transmission

ibkiosk (8) ibwebsrv

132kHz

433MHz

ibrfid

 

Fig. 2. Basic IntelliBadge™ hardware architecture. 

The ibrfid server is responsible for receiving event messages from the site man-
ager and adding each message to a local message queue.  Various daemons read the 
message queue, check the messages against some defined criterion and act accord-
ingly, e.g., send an event over the network to the three display servers (ibdisplay) via 
a defined UDP port, or store data in the database, ibdbase.  The three display servers, 
ibdisplay, run custom interactive visualization applications that show current and 
historical information collected by the IntelliBadge™ system.  There is also an inter-
active component to the display servers in that they would display a person's organi-
zation name on a map of the world.  The database server, ibdbase, was used for data 
repository. The web server, ibwebsrv, provided the user web browser client screens at 
the kiosks and also forwarded the user data input at the kiosks to the database. 

The IntelliBadge™ kiosk machines (ibkiosk) run Microsoft Internet Explorer 
browser in kiosk mode.  They also have a barcode scanner attached that scans 1D 
barcodes from RFID badges and 2D barcodes from conference cards and sends URL 
requests to the browser running at the kiosk with the scanned data.  Each RFID badge 
has a 7-digit identifier which the application uses to identify the badge.  The confer-
ence cards have user information such as name, address, company, etc. 

The Savi Technology device that is actually tracked is the RFID tag, a small and 
lightweight device typically carried in a front shirt pocket or in a conference badge 
holder.  The tag has two concurrent operating modes: beacon, which may be disabled, 
and signpost detection, which is always enabled.  In the beacon mode, the tag sends 
its unique tag id and a beacon event to the Savi Reader once each programmed bea-
coning interval.  In the signpost detection mode, when a tag enters a Savi Signpost's 
range (programmable from roughly one to eight feet), the tag receives a unique sign-
post id number and transmits this id, a detect event, and its own tag id to the Savi 
Reader.  When the tag leaves a signpost's detection range, the tag transmits the sign-
post id, an undetect event, and its tag id to the Savi Reader. 

The Savi Technology Signpost can be thought of as simply an active location 
marker.  It transmits its unique signpost id on a 132 kilohertz carrier at some pro-
grammable time interval.  The signpost may also be used to program tags that come 
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within range, e.g., turn beaconing on or off.  The communication between the tag is 
unidirectional from signpost to tag. 

The Savi Technology Reader is a 10baseT network-connected device that listens 
for tag communication with a 433.92 megahertz receiver.  As with the signpost and 
tag, the communication between the tag and reader is unidirectional, from the tag to 
the reader.  The effective reception range of a reader is roughly 300 feet.  The reader 
takes the information received from the tag, adds a timestamp, and communicates this 
information to a Savi Site Manager via the proprietary Savi Universal Data Appliance 
Protocol (UDAP). 

The Savi Site Manager is an embedded-NT computer that understands UDAP and 
provides a central collection point for some arbitrary number of readers on the net-
work. The usual Savi Technology system data flow continues on into more of their 
asset tracking system, but the IntelliBadge™ adaptation of the Savi equipment breaks 
with the Savi data flow at this point.  Instead, the IntelliBadge™ ibrfid server listens 
for network connections from the site manager on a defined TCP port.  These network 
connections contain event messages that include all of the information sent to the site 
manager by the reader(s), with the addition of the IP address of the reader that sent the 
event message. 

Tracking coverage in the Baltimore Convention Center was provided for 4 rooms 
on 3rd floor used for the Conference Technical Program events, Ballroom on 4th floor, 
and Exhibit Hall on 1st floor of the building.  The Ballroom was tracked with a single 
Savi reader located above one of the entry doors.  The attendees’ tags would beacon 
every minute and would be picked up by the Ballroom reader.  Entry doors to 4 rooms 
in the Technical program area were equipped with 4 signposts each: 2 inside the room 
and 2 outside the room.  This allowed to reliably detect attendees as they enter or exit 
each room.  In addition, 2 Savi readers were installed above the entry doors to two of 
the rooms.  This was necessary to detect tag events from the tags located in the Con-
ference Technical Program area.  This setup allowed to track attendees as they go in 
and out of the rooms and also to track if they are present near the rooms.  The data 
collected on 300 level was sufficient to identify who/how long was present in each 
conference room and on the floor in general.  The Exhibit Hall was tracked with four 
Savi readers.  The attendees’ tags would beacon every minute and would be picked up 
by one of these readers. 

All 3 IntelliBadge™ displays were equipped with Savi signposts to provide tag de-
tection for real-time interactive applications.  The display at the entrance to the ex-
hibit hall was also equipped with RFID reader since readers in the exhibit hall were 
located too far away to provide adequate coverage for the location of the display. 

5   Software Architecture 

The architecture of the software developed to support IntelliBadge™ SC2002 demon-
stration is shown in Fig. 3.  All of the software on the Savi Technology equipment is 
proprietary, and so all of the front-end data gathering devices are treated like a black 
box for the purposes of this paper.  The tagd daemon running on ibrfid provides the 
interface to the Savi Technology black box.  It receives event messages from the Savi 
Site Manager, extracts information from the message, and writes data to a local event 
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message FIFO queue.  The User History Daemon, uhd, uses event messages from the 
queue and previously processed event messages retrieved from ibdbase to keep user 
historical data (current user location, location history, and mileage) current in 
ibdbase.  The daemon app_disp keeps a static table of display servers that need to be 
notified if a given event message criterion are met.  It gets the most recent unread 
message from the event queue, checks the message against the defined criterion, and 
passes the event on to the defined display server(s).  In this way, a display server is 
notified if a badge was detected near that display server’s signpost. 

The server ibdbase provides the user IntelliBadge™ database services using 
mySQL-MAX database software.  These include data related to user location history 
as well as data input or modified by the user at the ibkiosk terminals.  The server 
ibwebserv provides the user interface to an IntelliBadge™ user's Internet browser.  
IntelliBadge™ website was implemented in JSP. 

The main visualization application, vmain, is an OpenGL-based framework that al-
lows switching between several visualization schemas.  Each such schema is imple-
mented as a display callback that is called by the main application.  As a result, the 
main application maintains the OpenGL context, handles events, and runs the main 
execution loop.  The switching between various schemas (vs1, vs2, and vs3) is done 
based on the time of day.  Multiple instances of the application can therefore be syn-
chronized by synchronizing the system clock on each machine via ntpd.  

The daemon geoeventd running on ibdisplay(s) provides real-time notification for 
the vmain display program when a tag approaches one of the displays.  When a detect 
event message is received, geoeventd translates the detect event message into a Maya 
Extension Language (MEL) script command and feeds this to vmain application 
which uses VMaya™ library routines to interpret the script.  Vmain centers the tag 
bearer's institution location on the map of the Earth by modifying the parameters of a 
rigid-body dynamics simulation that drives the current camera position, and then 
displays that institution's name and a flag to mark the spot.  Similarly, when a tag 
bearer leaves the area of the signpost near the display, an undetect event message is 
received by geoeventd, and vmain removes the institution's name and marker flag 
from the global map. 
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Fig. 3. IntelliBadge™ software architecture. 
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The daemon datad utilizes the database on ibdbase to replay the last three hours of 
data visualization on the display application.  The daemon framegend utilizes the 
database on ibdbase to generate new frames for “how does your conference grow” 
visualization schema (see next section for details) using Maya 3D animation software. 

VMaya™ is a C++ library for real-time rendering of scenes created with Alias/ 
Wavefront's Maya 3D animation software.  The library traverses a Maya scene using 
Maya's C++ API, and constructs a representation of the objects.  It observes changes 
to their shape and position, and renders the results using OpenGL.  VMaya™ pro-
vides a way to connect real-time data with the type of imagery produced by Maya to 
create dramatic, narrative visualizations. 

Media Analysis Learning and Transport Infrastructure (Malti™) was deployed to 
enable streaming video between different displays  Malti™ is a multi-layered com-
munications infrastructure with real-time multi-channel media processing and trans-
port capabilities.  The transport layer abstracts RTP, UDP and TCP transport mecha-
nisms to simplify application integration.  The application layer allows multi-channel 
media processing applications to be built by linking together modules into graph 
structures.  Both VMaya™ and Malti™ were developed in-house. 

6   Services and Applications 

We provided IntelliBadge™ participants with 2 types of applications: web kiosk and 
display.  Access to the web kiosk application was provided via kiosks (Fig. 1) located 
in the Technical Program area and in the Exhibit Hall and via the web.  Large rear-
projected displays were installed in the Technical Program area, at the entrance to the 
Exhibit Hall (Fig. 1), and in the Exhibit Hall. 

The web application was designed as a live conference web site with an emphasis 
on presenting results of RFID badge tracking and conference events.  When accessed 
from the kiosk machines, it also acts as a user registration interface that allows to 
create logins and associate user information with the RFID badge using the scanner as 
a data input mechanism.  Hence, the web application has to vary the presentation, 
depending on whether it is being run at the kiosk or not, and whether the user has 
logged in or not.  After login in, users were directed to the index page with links to 
various IntelliBadge™ services.  The main services were Conference Attendees 
Search and Conference Events Search.  Attendees Search service allowed to locate 
individuals or groups of people based on such criteria as person's name, institution, 
interests, address, etc.  These search criteria were evaluated against user's privacy 
preferences and if the user allowed one or another type of his profile data to be used 
by others to locate him, his last location along with his name, company name, title, 
and city/ state were displayed to the searcher (Fog. 4a).  The Attendees Search Results 
page would tell when and where each person that matched the search criteria was seen 
last time.  Conference Events Search service allowed to search for the events by their 
subject.  Only conference events that were taking place at the time of the search query 
execution, or were scheduled to take place in the future, were returned (Fig. 4b).  In 
addition to the event's description, location, and time, current events had an extra field 
containing the number of attendees of the event as tracked by IntelliBadge™ tags.  
Other services included mileage calculator showing individual mileage walked in the 
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convention center along with the average, min, and max mileage walked by the rest of 
the attendees, and local restaurants search allowing to locate Baltimore Downtown 
restaurants by the type of food they serve, distance to the convention center, price, 
etc.  Most of the functionality provided by the web kiosk application required users to 
login into the system and only some components (e.g., Restaurants Search) were 
made available to the general public. 

 

 

Fig. 4. Examples of IntelliBadge™ web kiosk applications: (a) Conference Attendees Search 
Results page, (b) Conference Events Search Results page. 

The IntelliBadge™ display application was build around 3 different visualization 
schemas.  The purpose of the first visualization schema was to display information 
about current conference events (Fig. 5).  The main components of this schema are: 

a 

b 
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1) Timetable showing current time, today’s events and their type and location, and 
number of attendees at each event over time.  The timetable scrolls showing only a 
subset of the day’s schedule at a time. 

2) Information Display area is used to display information about the conference.  In 
the current implementation, it is showing the upcoming program and a map with the 
locations of the events. 

3) Interest Profile Bars above the information display show the relative number of 
people from each interest category at each current activity/location. 

4) Scrolling Message Bar is used for providing announcements. 
5) State Table was designed as a "geek puzzle".  Each badge’s serial number is 

mapped into a unique square located in the State Table and the character inside the 
square corresponds to one of the tracked locations.  Therefore, this table shows the 
location of all the badges.  In addition, when a badge wearer approaches the display, 
the square that corresponds to his badge serial number is highlighted, thus providing 
him with a visual clue about the square that corresponds to his badge. 

Since data about participants and conference program does not change rapidly, a 
continuous playback of last 3 hours was added to provide some dynamics to the dis-
play. 
 

 

Fig. 5. “Conference-at-a-glance” visualization schema. 

The purpose of the second visualization schema was to show the distribution of at-
tendees’ interest profiles in conference rooms (Fig. 6) in a poetic and artistic way.  We 
implemented this using a garden metaphor where different tracked locations were 
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represented as flowers in a garden.  The size of the flowers corresponds to the number 
of people present at each tracked location at any given time.  Flowers have 10 differ-
ently colored petals that correspond to 10 interest profile categories using the same 
coloring schema as the Interest Profile Bars in the “conference-at-a-glance” visualiza-
tion.  The size of each petal is proportional to the cumulative interest level for a given 
category based on the user profiles of the attendees present at each location.  The rate 
at which attendees go in and out of rooms is visualized by the ants going in and out of 
their nest.  This visualization schema was incorporated in the “conference-at-a-
glance” visualization by replacing Information Display, Interest Profile Bars, and 
Scrolling Message Bar with the current garden image.  As with the “conference-at-a-
glance” visualization, a continuous playback of the past 3 hours was added to show 
the dynamics of the conference. 
 

 

Fig. 6. "How does your conference grow" visualization schema. 

The purpose of the third visualization schema was to promote social interaction 
among the conference attendees by revealing a non-critical personal information as 
they approach the display, such as their country of origin and the name of the institu-
tion (Fig. 7).  A responsive international map appears and the geographical location of 
the participants is marked with small flags as well as the name of their institutions is 
shown next to it.  The flag is colored-coded to indicate which visualization display the 
participant was standing at since all 3 displays shared the same map.  In addition, the 
last visualization schema incorporated 3 streaming video feeds coming from the cam-
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eras installed next to the IntelliBadge™ displays.  This way, participants standing at 
different displays could see each other.  Geographical locations of all IntelliBadge™ 
participants were marked on the map by a small pyramid.  The size of the pyramids is 
proportional to the number of participants coming from each unique location. 

 

Fig. 7. Interactive visualization schema. 

7   Some System Usage Statistics 

In total, 890 technical program attendees registered to participate in the experiment.  
Eighteen participants never brought their tags to the Convention Center during the 
Tuesday-Thursday conference events.  Thus, only 872 (40% of paid technical pro-
gram registrants) were tracked at the conference.  On Tuesday Nov. 19th only 857 tags 
were present in the Convention Center, on Wednesday Nov. 20th only 752 tags were 
present, and on Thursday Nov. 21st only 677 tags were present.  This is because some 
participants returned their tags before the end of the conference, as early as Tuesday 
morning, and also some participants could have forgotten to carry their tags.  In total, 
752 tags were returned by the end of the conference: 69 tags were returned by the end 
of Tuesday, 69 tags were returned on Wednesday, 470 tags were returned on Thurs-
day, and the remaining 144 tags were returned on Friday.  Early tag returns are due to 
some attendees leaving the conference early and some attendees finding no benefits in 
using the provided services. 

Eight hundred seventy participants provided their name during the IntelliBadge™ 
registration, 850 of them also allowed (revealed) others to have access to it.  Table 1 
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summarizes what other types of information were provided and revealed.  434 partici-
pants selected Professional Title other than Other category and 517 participants se-
lected Organization Type other than Other category.  However, since in both cases 
Other category was the default value, it is not clear if they selected it because there 
was no appropriate category available or because they decided not to provide this 
information. 

Table 1. Information provided during the registration.  (1) percentage from all IntelliBadge 
participants, (2) percentage from IntelliBadge participants who provided this type of informa-
tion. 

Provided Revealed 
Information type 

Provided Out of %1 Revealed Out of %2 %1 
Name 870 890 97.8 850 870 97.7 95.5 
Company 555 890 62.4 539 555 97.1 60.6 
Address 816 890 91.7 769 816 94.2 86.4 
Phone 797 890 89.6 65 797 8.2 7.3 
Fax 437 890 49.1 25 437 5.7 2.8 
Email 816 890 91.7 119 816 14.6 13.4 
Professional title 434  48.8 842   94.6 
Organization type 517  58.1 863   97.0 
Interests 832 890 93.5 782 832 94.0 91.5 
Group 449 890 50.5 443 449 98.7 49.8 

 
From the time registration began (10:00am on Saturday, Nov. 16th) to the time web 

server was shut down (11:00am on Friday, Nov. 22nd) registered users logged into 
IntelliBadge™ kiosks 1771 times on-site and 1370 times remotely.  Registered users 
logged in IntelliBadge™ kiosks on-site on average 2.2 times: 529 users used kiosks at 
least once, 34 users used it at least 10 times, and 8 users used kiosks at least 20 times, 
361 users (41% of all registered users) newer used kiosks after the registration Fig. 8).  
Table 2 summarizes the usage of various kiosk services.  People search, mileage, and 
current events search were 3 most frequently used services. 
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Fig. 8. Kiosks usage distribution (data is combined for the on-site and remote access). 
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Display in the Exhibit Booth
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Fig. 9. Distribution of time spent at the IntelliBadge™ display in the Exhibit Hall. 

On average, a user spent 3 minutes 38 seconds filling in the registration profile, an 
average on-site kiosk session lasted 1 minute 53 seconds, and the total time spent by 
all users using the kiosks (excluding the registration time) was 83 hours 7 minutes. 

We consider a display to be used if a person spent at least 1 minute in front of it.  
Based on this, the display located on 3rd floor was used 209 times, the display at the 
exhibit hall entrance was used 37 times, and the display in the exhibit floor booth was 
used 206 times.  All together 3 displays were used 452 times.  Fig. 9 shows distribu-
tion of time spent by the participants at the display on the Exhibit floor.  An average 
display usage session continued for 3 minutes 35 seconds combined for all 3 displays.  
An average display usage session for the display in the Technical Program area was 3 
minutes 7 seconds, for the display at the Exhibit Hall entrance was 2 minutes 22 sec-
onds, and for the display in the Exhibit Hall booth was 4 minutes 17 seconds. 

On average, attendees spent 7 hours 55 minutes on the exhibit floor, 3 hours 58 
minutes in the technical program area, and 2 hours 27 minutes attending technical 
program events.  Out of 890 IntelliBadge™ participants, only 592 attended Technical 
Program sessions.  On average, each conference participant attended 3.6 sessions.  It 
should be noted that since we did not track every Technical Program registrant and 
did not pay any attention to the selection of the subset of the IntelliBadge™ partici-
pants, the resulting data cannot be deemed reliable to judge about the conference 
itself.  Rather it is used here to demonstrate what kind of results can be obtained about 
the attendees and the conference. 

Table 2. IntelliBadge™ kiosk pages usage. 
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8   Lessons Learned: System Usage 

Most of the SC2002 committee members and IntelliBadge™ staff could only guess 
how many people would participate, and they anticipated that only a couple hundred 
would volunteer.  During the registration and with all printed material, IntelliBadge™ 
staff impressed upon attendees that this was an academic experiment sponsored by 
IEEE and that the collected registration data would be protected from distribution.  
We ended registration after dispensing 890 RFID tags. 

The technical program ran from November 19-21 and we had planned to track 
people during this time.  Participants did not understand this right away and wanted to 
find people immediately. 

Participants displayed interesting behavior during the registration.  They loved to 
create groups and get people to join those groups.  Thus, an unexpected by-product of 
being able to create a group was the fact that people would solicit their friends to join 
IntelliBadge™. 

The killer application turned out to be mileage calculation: people were very com-
petitive and wanted to know how many miles they walked during the conference as 
compared to others.  Some participants were quite unhappy if the mileage did not 
reflect their perceptions.  Many participants returned to registration kiosks repeatedly 
to find out how many miles they had walked. 

The Technical Program area and IntelliBadge™ Exhibit Booth received the most 
attendee traffic.  The interactive visualization schema provided a kind of cocktail 
party atmosphere where people gathered, and people locating one another on the map 
encouraged casual conversation.  Several participants met one another when their 
country of origin was displayed and they discovered others of like origin. 

At the end of the conference attendees filled in a short conference survey that, 
among other questions, included the following: “If you participated in the Intelli-
Badge experiment, were the offered services useful and easy to use? Would you be 
interested in participating next year?  If so, what would you add or change?”  Major-
ity of the surveyed participants provided a positive feedback and were interested in 
participating next year.  The main suggestion by a large group of participants was to 
deploy more location markers so that a more precise location can be found (e.g., “It 
would be better if more people participated and if the sensors were more fine-grained 
for more detailed location”).  Few complained about difficulties using the services, 
few complained that tags were not available or the registration queue was too long 
and therefore they could not register.  Most of the negative feedback came with little 
or no explanation, e.g., “I found it totally useless” or “I didn’t see the point”.  Some of 
the non-participants provided an insight into why they did not want to participate: 
“The point of that experiment eludes me. Who needs to be tracked?”, or “No, privacy 
reasons. Never.” 

9   Lessons Learned: Technology Deployment 

We conducted a study to identify the most appropriate technology that would allow us 
to track participants in real-time as they attend various conference events.  We 
quickly realized that short of designing our own system, the most promising direction 
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was to use RFID technology.  Although this technology generally is not used to track 
people and has numerous limitations, we found that some of the commercial imple-
mentations could be tailored for our application.  We conducted a formal evaluation 
of several such systems and decided that Savi Series 600 RFID System developed by 
Savi Technologies, Inc. (www.savi.com) was appropriate and economical for this 
project. 

Initially, we intended to attach the Savi reader to the middle of the ceiling of the 
Ballroom.  However it required power and network connection that were not immedi-
ately available.  Therefore, it was decided to install the reader above one of the entry 
doors.  It turned out however that this location was not optimal.  Tags would be de-
tected as attendees enter the room.  However they would generally not be detected 
once the attendees disperse in the room.  Therefore, the data collected from the ball-
room reader was sufficient only to identify who/how many attendees attended events 
in the Ballroom, but not to study how much time they spent participating in the 
events. 

The initial plan for the Exhibit Hall installation included having 3 Savi readers at-
tached to the ceiling of the Exhibit Hall and spread evenly.  On site we realized that 
this configuration is hard to implement since this would require routing power and 
network cables from remote locations.  Instead, it was decided to install 4 readers 
above the SCinet NOC points where both the electrical power and network connec-
tivity were relatively easily available.  This also provided a better overall coverage for 
the exhibit hall.  However, this made it difficult to identify in which part of the exhibit 
hall the tags were located since now tags could be picked up by more that one reader.  
This reader over-coverage of the conference led to an unexpectedly high number of 
near-duplicate entries in the database.  The problem was further complicated by the 
cross-floor reader coverage: it is difficult to tell upon which floor a tag was located 
without line-by-line human interpretation of the near-duplicate database records.  
After a very thorough manual analysis we derived a set of rules to eliminate such 
semi-duplicate records.  This prompted us not to use tag beaconing as a tracking 
mechanism, instead in our current implementation we only use tag (un)detect events. 

The Savi Site Manager was the only machine to crash during the conference, and it 
took 10 minutes to get its replacement configured and running.  During those 10 min-
utes, the seven Savi readers continued to receive and store beacon and signpost events 
from all tags at the conference.  The performance characteristics of the site manager 
are such that the readers in the most densely packed areas of the conference (i.e., the 
middle of the exhibit floor) fell roughly 2.5 hours behind with events that occurred 
after the site manager crashed.  This led to an unexpected system behavior: if a tag 
with a display signpost (un)detect event happened to gets its information to a reader 
far away in a relatively unpopulated area of the conference, then the display re-
sponded within 3-5 seconds to that tag’s presence.  However, if a tag happened to get 
its (un)detect event information to a backlogged reader first, then a user’s presence at 
a display might not appear until long after the person carrying the tag has left.  On-
site, we discussed the solution of causing the backlogged readers to clear their buffers, 
but since this would cause difficulties for subsequent data mining activities, we chose 
to let the readers catch up without losing tracking data. 

We thoroughly tested various aspects of the IntelliBadge™ system using the same 
equipment and a similar system architecture before deploying the system.  Knowing 
that we needed to support network sub-netting at the conference, we set up the system 
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to span two Class B subnets.  It turned out that our assumption that if Class B sub-
netting worked, then classless IP addressing would also work was incorrect.  The four 
Savi readers installed in the exhibit hall, which were on a different subnet than the site 
manager, had a bug that prevented them from correctly utilizing their non-octet 
aligned netmask and routing to the site manager.  Members of SCinet, the all-
volunteer Scientific Computing Network group responsible for networking at 
SC2002, fixed this problem for us by effectively putting all seven readers and the site 
manager on the same subnet through a virtual LAN. 

Since we did not know exactly what sort of processing power we need for the 
Linux servers, we assumed that a Dual Pentium III 550MHz machine with fast SCSI 
drives and 1GByte of RAM would be more than adequate for each server.  In practice, 
while the machines did hold up quite well, the average system loads (as given by 
uptime) were consistently in the range of 4-5 with occasional spikes up to a load of 7.  
Our experience is that consistently high system loads in this range can often lead to 
runaway system load conditions in which no useful work can be performed.  Even 
though this meltdown did not happen, the observed average system load levels sug-
gests that for more than 900 IntelliBadge™ users and 7 readers, we either require 
more servers for load balancing or higher performance servers. 
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Abstract. Despite the mobility enabled by the plethora of technological tools 
such as laptops, PDA and cell phones, horizontal flat surfaces are still exten-
sively used and much preferred for on-the-move face-to-face collaboration. Un-
fortunately, when digital documents need to be shared during collaboration, 
people are still mostly constrained to display surfaces that have been designed 
for single users, such as laptops and PDAs.  Technologically there is a lack of 
computational support for shared digital document access, browsing, visualiza-
tion and manipulation on horizontal surfaces. We believe support for such ser-
endipitous meetings will play a critical role in future ubiquitous computing 
spaces.  Our UbiTable project examines the design space of tabletops used as 
scrap displays. Scrap displays support kiosk-style walk-up interaction for im-
promptu face-to-face collaboration. Our design offers the affordances of a 
physical table. It provides the flexibility by allowing users to layout shared 
documents with desired orientation and position; at the same time it augments 
traditional paper-based interactions by providing a flexible gradient or shades 
of sharing semantics. UbiTable addresses visual accessibility vs. electronic ac-
cessibility of documents, an issue which is critical to ubiquitous environments. 

1   Introduction 

In this day and age of high technology, there is still an important role for face-to-face 
collaboration.  Many meetings are on the road, and may be spontaneous events with 
no a priori planning.  Flat, horizontal surfaces are natural for people to meet around 
and collaborate on.  Figure 1 (a), reproduced from [4], shows two people sitting face 
to face at a table in the airport collaborating through their two laptops. However, the 
laptop screens are oriented toward their owners, and are difficult for the collaborator 
to view. Wouldn’t it be more natural if their collaborative materials were simply laid 
out on the tabletop! Ad hoc, spontaneous collaborations are often seen around work 
places, in waiting areas at airports and train stations, as well as in cafes and lounges. 
People use flat, horizontal surfaces as the basis of their collaboration, with the ancil-
lary support of tools such as laptops, PDAs, and paper documents. 
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(a) 

 

 
(b) 

Fig. 1. (a) Collaboration at an airport (reproduced from [4])  (b) Collaboration around an Ubi-
Table 

The goal of the UbiTable project is to provide efficient walk-up setup and fluid UI 
interaction support on horizontal surfaces. We wish to enable spontaneous, un-
planned, collaboration where the participants share contents from their mobile de-
vices such as laptops and PDAs. We draw technological underpinnings from peer-to-
peer systems [4], ad hoc network protocols (such as 802.11 ad hoc mode, or Blue-
tooth), and existing authentication and encryption methods. Our focus is on design 
solutions for the key issues of (1) a model of association and interaction between the 
mobile device, e.g., the laptop and the tabletop, and (2) the provision of three specific 
shades of sharing semantics termed Private, Personal and Public. This is a departure 
from most multi-user systems where privacy is equated with invisibility. Figure 1 (b) 
shows the current UbiTable setup. Note that UbiTable also provides a variety of digi-
tal document manipulation functions, including document duplication, markup, edit-
ing, digital ink for drawing and annotation. The elaboration of these functionalities is 
out of the scope of this paper. 

1.1   Observational Studies in Serendipitous Collaboration around the Table 

Recent field observations and user studies of research prototypes have provided in-
valuable insights into some of the fundamental design issues and key requirements 
for collaboration on shared surfaces such as tabletops. 

Brodie and Perry [1] carried out fieldwork observations of current mobile collabo-
ration practices on horizontal surfaces in public spaces, including at airports, on a 
train and in hotels. Their key findings include: (1) The extensive use of flat surfaces 
and tables in mobile face-to-face collaboration, and (2) current forms of mobile face-
to-face collaboration can be undemocratic and hence less effective and less produc-
tive because of the technology involved.   

On the issue of orientation of contents on a table during collaborative work, 
Kruger and Carpendale [6] conducted an observational study on horizontal displays. 
One of the key findings indicates that orientation can be used to designate space ac-
cording to social protocol. In groups, the group decides on the orientation. Private 
documents are oriented toward their owner. Orientation changes can represent a 
change in the privacy level for the document. For example turning a document to-
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wards someone else means that you wish for them to access or interact with it. In 
face-to-face meetings, participants use body language, document orientation, and 
gesture to transition their documents from private to public. 

Greenberg et. al. [5] used their prototype called SharedNotes as a starting point for 
observing how people move from individual to group work, how personal artifacts 
and public artifacts are handled and moved back and forth. Important observations 
include: (1) user preference for the ability to move things back to private state after 
they have made them public, and (2) people would like to be able to shift their per-
sonal artifacts from private to public with intermediate shades between private and 
shared. 

2 The Design, Usage, and Implementation of UbiTable 

In this section we discuss the design for UbiTable, provide a typical usage scenario, 
and give implementation details. The guiding principles, supported by the observa-
tional data, in the design of UbiTable are: 

1. Shared scrap display: (a) Simple walk-up utility for collaboration setup. (b) Easy 
and visible association between users, documents, and laptops. (c) Fluid content 
movement between laptops and the tabletop.  

2. Separation of privacy from visibility: (a) A well defined gradient of three shar-
ing semantics, Private, Personal and Public. (b) Shared interaction, with equal in-
put capability to public documents, but owner controlled document distribution 
and replication. 

Our goal is to provide an easily accessible scrap table that supports sharing of 
documents and ad hoc collaboration while maintaining user control over documents 
and gradations of privacy and visibility. 

2.1 Shared Scrap Display Supporting Walk-Up Serendipity 

UbiTable is designed for easy walk-up usage. At the same time, people collaborating 
around the table will temporarily own the table during their usage session. That is, the 
table can serve as a true scrap display device. Thus, we must provide means for peo-
ple to feel secure while putting their content onto the table.  

When a user walks up to the table and starts the UbiTable application, the laptop 
carries out the initial exchange of handshaking protocol with the tabletop to prevent 
eavesdropping from passersby. This can be done in the same fashion as the security 
layer in Speakeasy [4]. A short message between the table and the laptop across a 
trusted channel (e.g., IR) can be exchanged, and then subsequently be used to authen-
ticate all further communication across the wireless connection among the table and 
the laptops. Once this exchange is completed, the laptop is connected to the table. 

Figure 3 shows the UbiTable application screen on the laptop and Figure 4 is the 
UbiTable display on the tabletop. All interactions with the tabletop are done naturally 
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by touching the table. When a laptop is connected to the table, an icon appears on the 
tabletop that represents this particular laptop. To associate the laptop with the side of 
the table adjacent to her, the user drags her laptop’s icon into the side area of the 
tabletop. This side is then designated as her Personal space. The UbiTable mecha-
nism used to translate physical contact with the tabletop into digital events allows us 
to associate the laptop and its Personal space with the user [3]. Thus we can uniquely 
identify users and give them appropriate control over documents.  

2.2 Separation of Privacy and Visibility: Public, Private and Personal Areas 

Most current desktop multi-user systems provide a binary notion of public and private 
data. Things in the shared space are equally visible and accessible by others, while 
private data is neither visible nor accessible to others. In most cases, private data is 
kept on one’s own desktop or laptop, or viewed with special private viewing device 
[8].  Observations of people collaborating around a table with physical artifacts (such 
as paper documents) show well understood social protocols defining semi-private 
personal documents. These documents may be shared later in the meeting, used for 
reference purposes, or they may be personal copies of meeting records. They are 
located on the side of the table adjacent to their owner, and while visible to all, are 
oriented toward the owner to show they are personal and not meant to be accessed by 
others. Truly private documents are not visible at all (e.g., kept in one’s briefcase), 
while publicly shared documents are usually placed in the center area or oriented in 
such a way that other participants feel comfortable accessing them. 

UbiTable provides a similar gradient of Private, Personal and Public sharing mod-
els: Private data is not visible or accessible to others, Personal ‘on-my-side-of-the-
table’ data is semi-private (it is visible but not electronically accessible by others), 
and Public data allows shared visibility and access. Moreover, a user maintains ex-
plicit control over the distribution and replication of his document even after the 
document has been placed in the public shared area. In essence, UbiTable separates 
the notion of privacy from visibility.  

As shown in Figure 2, the display on the laptop is divided into two regions, Private 
and Interaction Record. The tabletop display consists of a shared public circular re-
gion in the middle, and two to N Personal regions at the edges. Figure 3 shows a 
tabletop with two Personal regions, one at each side. We use color or pattern as a 
visible means to indicate identity and ownership. The color or pattern of a user’s 
laptop Interaction Record space matches that of the side of the table designated as his 
Personal space. For example, as shown in Figures 2 and 3, the laptop with striped 
display Interaction Record background is associated with the striped Personal side of 
the tabletop. Documents display an ownership bar of their owner’s pattern across 
their top. When a user touches a document on the tabletop display, a shadow of his 
color or pattern appears around the document. 

Only documents in the Private space (i.e., on the laptop) are saved on permanent 
storage. All documents on the tabletop remain transient, and documents in the Inter-
action Record space (the top pane on a laptop) are also transient. 
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Our design provides a gradation of private to public spaces. Documents can be 
‘published’ to the Personal semi-private space on the table, shared in the Public 
space, or granted to other users. Users can take their documents back to their Private 
space from the Public space at any time. Documents retain knowledge of their owner, 
and transferring to a more public space (increasing the visibility and accessibility of 
the document) requires an explicit action on the part of the owner. In addition, by 
definition of Public space, all documents that are brought into the Public space from 
public origins, e.g., web pages from the Internet, can be accessed, copied and ma-
nipulated freely by all UbiTable collaborators. 

 

 

Fig. 2. Screenshot of Laptop A 

 

   

Fig. 3. Screenshot of UbiTable tabletop 
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The above description sounds more complicated than the actual interaction that a 
user will experience when using UbiTable. Both the direct manipulation style on the 
table and the explicit mapping of laptop color to the user color on the tabletop require 
very light cognitive load on the user part during interaction with the system. We be-
lieve the interaction design and visual environment allow for an intuitive process for 
sharing documents between the spaces, similar to natural practices of sharing physical 
documents. 

2.3   A Usage Scenario 

JoLan and Nadine meet in an airport and wish to discuss Nadine’s notes for her up-
coming paper. They both connect their laptops to an adjacent UbiTable. Nadine is 
designated pink, JoLan is designated green. Nadine opens her notes in her Private 
space, the lower pane of her laptop (colored pink). She quickly checks them for con-
fidential data before JoLan can see them. Then she drags (using the mouse) the notes 
into the Interaction Record space, which is the top pane of her laptop screen (with a 
picture of the table as a visual cue). A time-stamped record of the notes document 
stays in her Interaction Record space, and the document is copied and published to 
her semi-private Personal space, the pink side on tabletop. Nadine also opens her 
personal calendar and publishes it to the tabletop for reference. She adjusts her per-
sonal calendar and reads off the deadline of the paper while JoLan opens a web 
browser within the shared space on the tabletop and locates the conference webpage. 
So that JoLan can interact with the notes, Nadine shares them by sliding them into the 
central Public space of the table. Sliding on the table involves pressing lightly on the 
electronic document and sliding one’s finger to the new location. The notes document 
allows both users to interact with it but it maintains knowledge of its owner: it dis-
plays a pink ownership bar across the top of its frame. Nadine and JoLan take turns 
editing the document. Figure 4 shows the shared UbiComp webpage, JoLan editing 
Nadine’s notes, and Nadine editing a diagram that JoLan provided. Note the pink bar 
at the top of Nadine’s notes, indicating her ownership, and the green shadow around 
the notes, indicating that JoLan is currently interacting with them.  

JoLan tries to take a copy by moving the notes to his green Personal space. The 
document jumps back to the Public space. Nadine gives him the document by push-
ing it into his personal corner. At the end of the collaboration, Nadine moves the 
document to her Personal side, causing a time-stamped copy to appear in her laptop’s 
Interaction Record space. When they leave, the table clears all copies of their docu-
ments to preserve privacy.  

2.4   Implementation 

The UbiTable software is entirely written in Java. The interactive tabletop user inter-
face is built using DiamondSpin, a freely available UI toolkit [2]. The toolkit provides 
facilities for continuous, arbitrary orientation of documents, managing rotation sensi-
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tive and rotation insensitive UI components, document resizing, digital ink for free-
form strokes, context sensitive popup menus, as well as creating multiple virtual ta-
bletops on the same physical table. 

The underlying communication is implemented with TCP/IP over wireless LAN. 
The physical table (shown in Figure 2) is a DiamondTouch [3] multi-user touch 
sensitive surface which provides the capability to identify individual users. The Dia-
mondTouch tabletop is connected via USB to a PC running Windows 2000. The 
laptops and the table communicate via ad hoc 802.11 with authentication and encryp-
tion.  

3   Related Work and Summary  

There have been many research projects on supporting people working together on 
shared displays and surfaces. The PARC CoLab project [10] enabled brainstorming 
meetings using prototype liveboards as shared workspaces connected with worksta-
tions. People on individual workstations can simultaneously put up their ideas on the 
shared workspace. The i-Land roomware project [12, 13] provides interactions on a 
large wall display called DynaWall, and interactive tables called ConnecTables that 
can be reconfigured for rapid sub-grouping in an office environment. Rekimoto in [7] 
explored shared continuous work space among walls, tabletop and laptops and exam-
ined the interaction techniques of hyperdragging. The system is enabled by LCD 
projectors and cameras which track objects tagged with visual markers, including 
laptops. Objects in their system can migrate freely among different computers using 
Java RMI and Java’s object serialization mechanism. However, data that is displayed 
in the shared space cannot be directly manipulated and they do not deal with the own-
ership and visibility issues that UbiTable emphasizes. The BlueBoard project [8] is a 
vertical electronic touch-sensitive display[11] used as a communal large information 
appliance that supports both individual usage and small group sharing of personalized 
content. It has similar objectives as our UbiTable in terms of rapid walk-up access 
and simple interaction style. However, the personal content needs to be set up before-
hand and stored as web-content, and accessed via a URL. Their work with transient 
data has inspired our treatment of data moved onto the scrap display tabletop.  

The goal of our UbiTable project is to provide support for impromptu chance en-
counters where people need to collaborate on-the-go without prior preparation. As-
suming the availability of personal laptops and PDAs, this requires approaches that 
can afford easy and efficient set up of shared workspaces such that users can conven-
iently move contents among private, personal and public spaces. The nuances be-
tween personal and public data movement resemble how people interact with paper 
when collaborating around-the-table. Shared social protocols offer clues to user’s 
intention. None of the earlier research projects described above address these issues.  

Our research on interactive surfaces is in some sense complementary to the peer-
to-peer network, data transport, and security services that Speakeasy [4] offers. Ubi-
Table addresses the issues of shared workspaces on horizontal surfaces, and the se-
mantics of private, personal and public data access and exchange. Speakeasy can be 
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used as our underlying ad hoc peer-to-peer discovery protocol and network service 
infrastructure. 

In summary, we have presented our design and implementation of UbiTable, an in-
teractive horizontal surface where people can walk up, share their content, and ex-
change data. This ubiquitous computing environment supports impromptu face-to-
face collaborations for small groups of people, and provides the best of both physical 
and digital worlds.  By designing our system to exploit many of the social protocols 
already commonly used in tabletop environments, UbiTable provides a comfortable 
and familiar interface.  
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Abstract. A ubiquitous wearable computing infrastructure is now firmly en-
trenched within organizations across the globe, yet much of its potential re-
mains untapped. This paper describes how the handheld computers and mobile 
phones in today’s organizations can be used to quantify face-to-face interac-
tions and to infer aspects about a user's situation, enabling more creative and 
transparent functioning of human organizations.  

1   Introduction 

Ubiquitous wearable computing has arrived in today’s knowledge organizations. 
Handheld computers and mobile phones have been adapted as standard corporate 
attire across the globe. And the potential functionality of this new business uniform is 
dramatically increasing. Personal Digital Assistants (PDAs)1, once computationally 
limited to storing calendar and contact information, now have wireless network con-
nectivity and run at the speeds comparable to the desktop computers just a couple 
years ago. There are thousands of organizations comprised of millions of individuals 
who currently carry wireless transceivers, microphones, and three times the computa-
tional horsepower of an Intel Pentium I processor in their pocket. 

Parallel to this wearable computing infrastructure lies what this paper refers to as 
an organization’s social infrastructure. Although the traditional ‘org chart’ is meant to 
reflect the scaffolding of a social infrastructure, hierarchical job titles do very little to 
characterize an organization’s underlying complex human network. More indicative 
of social infrastructure is the wisdom accumulated throughout an employee’s ex-
tended career within an organization, for example: learning which people really influ-
ence results, who are the true experts on a subject, which people work well together, 
or who should connect with whom.  

The ubiquitous computing infrastructure within the workplace has the potential to 
augment organizational functioning by making social infrastructure more transparent. 
Using custom analytic software and a mobile computing infrastructure consisting of 
thirty wireless, linux-based handheld computers and an 802.11b network, we have 
created a testbed that we are using to learn how to make organizations that are more 
creative, efficient, and open. 

                                                           
1 Throughout this paper, PDA is used interchangeably with the term ‘handheld computer’. 
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2   Quantifying Face-to-Face Interactions within the Workplace 

The social network research community has used survey data almost exclusively to 
establish the relationships between individuals within organizations. Despite the in-
troduction of web-based surveys or experience sampling methods using surveys on 
handheld computers [7], the fundamental flaws inherent in self-report survey data 
remain: data bias and sparsity.   

With the advent of corporate email and instant messaging, behavior measurement 
techniques are augmenting the surveys, enabling new social network datasets that 
require less direct participation from the participants. Similarly, telephone logs can be 
analyzed to gain insight into the relationships between coworkers.   

Quantifying the face-to-face interactions within an office environment is of par-
ticular interest, especially because complex information is rarely transmitted in an 
office environment by any other means [1].  If an individual requires a complex piece 
of knowledge from a colleague, he would use the telephone or email to set up a meet-
ing, but then receive the information through a face-to-face interaction. Even outside 
the context of meetings, informal face-to-face conversations in the hall or by the 
water cooler are incredibly important for organizations [5]. Effectively harnessing 
this face-to-face communication channel has the potential to revolutionize the field of 
knowledge management.  

Previous work at quantifying face-to-face interactions has been mainly with 
‘badges’ that use infrared and RF to track individuals and their meetings.  Choudhury 
and Pentland, for instance, built a shoulder-mounted ‘sociometer’ that incorporated 
IR, sound level and accelerometers in order to track interactions within an organiza-
tion [4].   

To move from social network mapping to social network function, we must also 
capture information about discussion content and context. Our system accomplishes 
this by capturing and analyzing each participant’s audio, annotating the audio with 
subjective user feedback, extracting keyword-based topic and context information, 
and using audio and 802.11b data to establish location and other participants in local 
proximity. As shown in Table 1, an analysis of synchronized audio streams from 
coworkers can provide insight into individual social behavior as well as the efficiency 
of the collective. 

3   The Reality Mining System 

Mirroring the ubiquitous wearable computing infrastructure in the modern workplace, 
the Reality Mining system is a combination of commercial hardware running special-
ized software. Thirty 802.11b-enabled PDAs containing standard personal informa-
tion management applications were augmented with the ability to continuously 
stream and store audio and establish the proximity of others. The largest benefits of 
the system are realized as it scales. Detailed information regarding the dynamics of 
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the face-to-face communication within the workplace can be quantified and corre-
lated with the roles individuals play in an organization’s social infrastructure [2].  

The heart of the Reality Mining system is the Sharp Zaurus. These linux-based, 
206 MHz handheld computers were equipped with 802.11b CF cards and 256 MB of 
storage. Audio was captured from a variety of wired and wireless mobile phone head-
sets and lapel microphones that connect to the Zaurus through its audio jack. For all 
day use, interchangeable 1850 mAh battery packs were plugged into the AC adapter 
jack. 

Applications for the Zaurus were created to record audio continuously, storing it 
locally until it could be transmitted to a server over an available 802.11b network. 
Besides streaming audio, packets in this wireless network could be ‘sniffed’ by the 
PDAs interested in determining who else is in the local proximity. Information re-
garding access point signal strength information was correlated with location using a 
static table look-up procedure. More interactive applications were written for meeting 
analysis that accumulated and displayed aggregate interest statistics in real-time. On 
the server-side, conversation detection, analysis, and inference software were written 
to process multiple large audio files in parallel2.  
 
Conversation Detection. Our speech detection algorithm incorporated a variation of 
a multi-band center clipper. Each audio stream is chunked and run through a bank of 
filters in the frequency domain. The output energy is thresholded to generate tentative 
speech segment labels (talking / not talking) over each second. An error-checking 
script correlates waveform segments over a short window to verify that the labeled 
speech regions were not due to another participant speaking loudly. 

  

Fig. 1. These three waveforms sections are strongly correlated (c>.25), indicating that s2 and 
s3 are within earshot of the speaker (s1). An analysis of the relative energy between the wave-
forms can yield insight into the physical proximity of the speakers.  

Establishing accurate vocalization labels is only the first part of conversation de-
tection. The next step is to determine the proximity of the participants. This can be 
initially accomplished by comparing the access points to which the participants are 
streaming audio. The audio segments of participants who are near similar access 
points are then correlated to determine whether they are within earshot of each other. 

                                                           
2 Streamed at 22KHz 16-bit, each person has a daily audio file of approximately 1 GB. 

 s1 (secs)  s2 (secs)          s3 (secs) 



292      Nathan Eagle and Alex Pentland 

Essentially the concept uses the principle that a speaker’s voice will not only be re-
corded in his own microphone, but also at a lower energy level in the microphones of 
the people around him. However, if there is a high correlation between two audio 
segments, this is not yet substantial evidence of a conversation. A correlation would 
occur even when two adjacent users are having separate conversations on mobile 
phones, or separate dialogues with individuals not using the Reality Mining system. 
As shown in Figure 2 and described in [3], the voicing segment of one participant is 
the noisy compliment of the other participants’ voicing segments. Measuring the 
mutual information between these binary streams has been shown to be indicative of 
an actual conversation3. 

 

Fig. 2. The three speaking segments have high mutual information (MI>.3), indicative of a 
conversation between the speakers. It can be see that each voicing segment is the noisy com-
plements of the remaining two. 

Conversation Analysis. Once detected, the audio streams of a conversation are ex-
tracted and analyzed. Table 1 shows a selection of features that can be gleaned from 
this audio data. Profiles of a participant’s typical social behavior are built over time 
using conversation features such as speaking rate, energy, duration, participants, 
interruptions, transition probabilities, time spent holding the floor [3], and annotated 
by interest metrics. By comparing relative volume levels of a speaker's voice in mul-
tiple microphones, it even becomes possible to infer proximity of the participants to 
an approximate degree. 

Throughout the meeting, the PDAs were serving a dual purpose. While streaming 
audio and wireless network information to a central server, the handheld computers 
were also enabling a user to input his or her interest level through an interface de-
signed to minimize distraction.  

This type of analysis allows objective assessment of an individual's influence and 
contributions to the meeting, as well insight into the effectiveness of the group. Feed-
back to the most vocal speakers can be used to encourage them to share the floor with 
others. The more soft-spoken participants whose comments are appreciated by the 
group now have a means of receiving recognition of their contribution. Patterns in the 
behavior of dyadic pairs over time can be even more telling. Information about the 

                                                           
3  Mutual information was also initially used to calculate approximate alignment between the 

audio streams. 

    s1 

    s2 

    s3 
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people who interrupt, sit next to, or yield the floor to others, provides data that can be 
directly correlated with relationship.  Using the topic-spotting methods described 
below, an individual’s influence can also be correlated with how the group incorpo-
rates the topics popular with the individual. 

 

 

Fig. 3. The voicing segments and interest level of a one-hour meeting. 

Table 1. Meeting Analysis. A one-hour meeting in which the participants were wearing the 
Reality Mining system, streaming audio to a central server and simultaneously recording their 
interest level. 

Participant Speaking 
time (%) 

Avg (sec) 
Comment 

Nearest 
Neighbor 

Transition 
(Name, %) 

Avg 
Interest 

Group 
Interest 

s1 1.5 4.1 Nathan Nathan-27 .21 .44 
s2 2.2 2.2 Sandy Sandy-47 .13 .36 
s3 9.9 3.5 Sandy Jordan-22 .20  .22 
s4 11.4 9.6 Mike S Mike O-23 .05 .30 
s5 12.8 8.8 Mike S Sandy-37 .18 .33 
s6 16.9 6.6 Jordan Mike S-28 .09 .21 
s7 10.1 6.6 Jordan Sandy-30 .19 .24 
s8 10.8 10.9 Ivan Sandy-26 .40 .32 
s9 24.4 6.9 Mike S Mike O-22 .17 .25 

 
 

Content and Context. The final component of the audio analysis is establishing the 
conversational situation: the topic and the surrounding context of a conversation. 
ViaVoice, a commercial speech recognition engine, is used to transcribe the audio 
streams, however its transcription accuracy often falls well below 40% for spontane-
ous speech recognition. For situation understanding, our system combines a network 
of commonsense knowledge with keywords and contextual information automatically 
obtained from the Zaurus. We make use of Push Singh's OpenMind network, contain-
ing over 250,000 commonsensical semantic relationships contributed from over 
10,000 people across the web [8]. Despite this vast amount of data, the knowledge 
database can be compressed into fewer than 50 MB and easy stored locally on the 
PDAs. While the words the speech recognition engine gets correct tend to be grouped 
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around neighboring semantically-related nodes, errors in the transcriptions turn out to 
be distributed randomly over this network. The nodes surrounding the largest clusters 
of keywords are assumed to be potential aspects of the speakers’ situation. However, 
the robustness of the classifier comes from its ability to bias the prior probability of 
each node based on other contextual information from the PDAs, such as the user’s 
location, conversation participants, or simply the people in his local proximity. 
Online learning algorithms incorporate subsequent observations into the classifier 
yielding a specialized model that better reflects an individual’s behavior. 

With only one correct word for every three, even a human would have a difficult 
time inferring the gist of a transcribed conversation. But just as additional contextual 
and common sense information can help a human infer the topic of a conversation, 
this type of information can be equally beneficial to a probabilistic model. Given a 
commonsense knowledgebase, along with contextual information from these mobile 
devices, creating a classifier to determine gist of noisy transcriptions becomes tracta-
ble [6]. 

Table 2. Conversational Inference. Two participants were standing in line, talking about what 
to order in the food court cafeteria. The situation classification with only the noisy transcript is 
shown in Table 2.1. Table 2.2 incorporates additional contextual information: the fact that the 
audio was streamed to the food court access point.  

             Table 2.1     Table 2.2 

 

4   Applications 

Once pocket-sized devices become more aware of the infrastructure in which they are 
part, a variety of exciting applications become possible.  Three applications that are 
now being evaluated in classes at MIT include:  

Meeting Miner:  Participants continuously provide subjective feedback on comments 
and discussion using a 2D touch pad.  The feedback interface converts the task of 
providing continuous feedback into a low-attention, secondary task.   By correlating 
peaks in interest/approval with the individual audio inputs, the system can automati-
cally provide a summary audio track consisting of comments that had high approval 

Confidence Classification with  
location context 

 

27 eat in fast food restaurant  

21 eat in restaurant  

18 wait on table  

16 you would go to restaurant 
because you 

 

16 wait table  

16 go to restaurant  

15 know how much you owe 
restaurant 

 

Confidence Classification with  
no context 

5 Eat in restaurant  
5 buy beer 
5 talk with someone far away  
5 eat in fast food restaurant 
5 buy hamburger 
4 go to hairdresser 
4 wait in line 
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or interest ratings, and to employ speech analysis to identify topics that had high (or 
low) ratings. 

OpinionMetrics: Subjective feedback is pooled and shared with the participants via a 
public display.  Comments that give rise to wide variations in opinion cause the dis-
cussion to focus on the reason for disparate opinions, and controversial topics can be 
retrieved for further analysis and debate.  Opinions and comments can also clustered 
using ‘collaborative filtering’, to display groupings of opinion, allowing within-group 
and between-group debate 

GroupMapper: Dynamic maps of social infrastructure can be generated and publicly 
displayed to reflect the roles and dyadic relationships that individuals have within a 
work group. It is hoped that such analysis will help with such tasks as determining 
who to ask for help, identifying isolated cliques, and a gaining a deeper insight into 
the underlying dynamics of the organization. Architects have expressed interest in 
using this system to monitor how small changes to the interiors of buildings have an 
effect on the office communications. 

Privacy: Although our system uses encryption and permissions to address some 
problems of privacy, significant concerns remain. To deploy the system at the enter-
prise level, additional work needs to be spent to assuage the concerns of the more 
privacy conscious. Quick modifications will include a ten-minute delete and tempo-
rary mute button. Another potential modification to the system would be to stream the 
audio to the participants’ personal computers. At the end of each week, the conversa-
tion inference algorithms could be used to summarize a user’s interactions, creating a 
list of the week’s conversations including location, topic, people in proximity, and 
duration. Along with each interaction, would be a checkbox to mark if the conversa-
tion is private, public or should be permanently deleted. The ability to have weekly 
interactions quantified and displayed can provide insight into an individual's personal 
time management and may create enough value to justify the system on its own. This 
could be especially important for organizations of individuals who need to keep care-
ful track of how they spend their time for billing purposes. 

5   Future Research and Conclusion 

This project demonstrates our ability to capture extremely rich data on everyday hu-
man behavior, including interactions with others, movement, location, and activities, 
using hardware already worn daily by millions. We are now instrumenting group 
activities such as negotiation, brainstorming, and weekly group meetings to derive 
relationship information, and using this information in controlled experiments to 
measure the extent to which it can be leveraged to create more effective teams and 
collaborations. 

Such a data-driven model of social network functioning offers the potential to tran-
scend the traditional org-chart, perhaps by drawing parallels to ad-hoc network opti-
mization. Forming groups based on heretofore unrecognized inherent communication 
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patterns rather than an orthodox hierarchy may yield significant insights to the organ-
izational structure community. We believe that modern organizations will inevitably 
try to leverage their existing ubiquitous wearable computing infrastructures. Our 
system provides a testbed and baseline to build and demonstrate future social network 
applications.  
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Abstract. Traditional techniques for balancing privacy and awareness in video 
media spaces, like blur filtration, have been proven to be ineffective for com-
promising home situations involving a media space.  As such, this paper pre-
sents the rationale and prototype design of a context-aware home media space 
(HMS)—defined as an always-on video media space used within a home set-
ting—that focuses on identifying plausible solutions for balancing privacy and 
awareness in compromising home situations.  In the HMS design, users are 
provided with implicit and explicit control over their privacy, along with visual 
and audio feedback of the amount of privacy currently being maintained. 

1   Introduction 

A home media space (HMS) is an always-on video-based media space used within a 
home setting.  It is designed specifically for the telecommuter who chooses to work at 
home, but who still wishes to maintain a close-working relationship with particular 
colleagues in remote office environments.  Like all media spaces, the video provides 
the telecommuter with awareness information about their collaborator’s availability 
for conversation, and a way to easily move into casual communication over the same 
channel.  Unlike office-based media spaces, a home media space has to pay consid-
erably more attention to how the system appropriately balances privacy and aware-
ness, because privacy concerns are far more problematic for home users. 

In this paper, we describe the rationale and prototype design of our own context-
aware home media space.  Specifically, we detail how and why: 
 

1. existing privacy mechanisms are leveraged for use in home-based video confer-
encing systems; 

2. implicit actions using context-aware technology can regulate privacy; 
3. no implicit action will ever decrease the amount of privacy without first warning 

the user and providing the opportunity to stop the operation; 
4. explicit actions using dedicated physical controls and gesture recognition can 

regulate privacy; and, 
5. visual and audio feedback makes the state of the system easily discernable at any 

time. 
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We begin by briefly describing our motivation: casual interaction and informal 
awareness.  Next, we outline the privacy concerns that can arise from telecommuting, 
and how previous work suggests that context-aware computing offers solutions for 
balancing privacy and awareness in a HMS.  Finally, we discuss the rationale and 
design of our context-aware HMS and the privacy-protecting strategies it offers. 

2   Casual Interaction vs. Privacy in Home Telecommuting 

To set the scene, this section briefly summarizes the importance of casual interaction 
and awareness. We describe how video-based media spaces can provide rich aware-
ness for distance-separated telecommuters, but at the expense of privacy violations. 

2.1   Casual Interaction, Awareness, and Media Spaces 

Throughout a typical day, co-workers naturally interact amongst each other in what is 
known as casual interaction: the frequent and informal encounters that either occur 
serendipitously or are initiated by one person [11, 16].  These interactions have been 
shown to foster knowledge and help individuals accomplish both individual and 
group work [11, 18].  Casual interaction is held together by informal awareness: an 
understanding of who is around and available for interaction.  It is this awareness that 
helps people decide if and when to smoothly move into and out of conversation and 
collaboration [18].  Informal awareness is easily gained when people are in close 
physical proximity, but deteriorates over distance [13, 18].  As a result, casual inter-
action suffers when co-workers are distributed. 

One possible solution for providing awareness between distance-separated collabo-
rators is the media space: an always-on video link that connects remote locations [5, 
10, 11, 13, 14, 19, 20, 23]. Its advantage is that the always-on video channel can 
provide rich awareness in a manner that is easily understood by individuals.  In prac-
tice, video media spaces have found some limited success in office situations, albeit 
primarily at research laboratories (e.g., 11, 17, 20). The problem is that these media 
spaces also broadcast information that individuals may consider to be privacy sensi-
tive [4, 5, 6, 14, 16].  

In an effort to help mitigate privacy concerns over video links, researchers have 
studied many techniques, with one of the most popular being distortion filters: algo-
rithmic reduction of image fidelity that hides sensitive details in a video image while 
still providing awareness [6, 14, 21, 25].  Other researchers have tried similar tech-
niques where alternate images are presented in place of actual video frames [8, 16]. 
Distortion filters have proven successful at balancing privacy and awareness for 
mundane and benign office situations, e.g., people working or reading, people chat-
ting, people eating lunch [6]. 

In spite of this (and other) research, most media space installations simply ignore 
privacy issues.  There may be several reasons for this: risks are fairly low in office 
settings; installations are between close colleagues or early adopters; and simple pri-
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vacy safeguards often suffice, e.g., people can explicitly switch off the video channel, 
or turn the camera around to face the wall. 

2.2   Privacy in Home-Based Media Spaces 

With the declining cost of PC cameras and several companies offering free video 
conferencing software (e.g., Webcam for MSN Messenger, Yahoo! Messenger), 
video is increasingly being used in the home.  Its prevalence is indicated by the grow-
ing number of live webcam sites on the Internet. 

Privacy concerns become complicated when people choose to work from home as 
telecommuters, while still desiring close contact with colleagues at work.  The big 
problem is that privacy risks increase drastically for the telecommuter (compared to 
the office worker), as well as for others in the home.  Privacy threats increase for 
several reasons: 

 

• The home is inherently private in nature.  Normally people are more relaxed at 
home and able to deviate from social customs [1].  This makes it easier for people 
to do unconscious acts such as picking one’s nose, scratching one’s rear, or other 
potentially embarrassing actions that can be inadvertently captured by the camera. 

 

• The telecommuter lives a dual role as worker and home occupant.  Appearances 
and behaviours that are appropriate for the home may not be appropriate when 
viewed at the office.  For example, it is appropriate for a telecommuter to work at 
home shirtless or in pajamas, yet the same level of dress may not be appropriate 
when seen at the office and may violate the telecommuter’s privacy. 

 

• The dual purposes typical of most home offices.  The home office may also be a 
corner of a living room, or a spare bedroom.  Unknowingly, home occupants may 
be caught on camera in precarious situations as a result.  For example, a house 
guest may be using the home office/spare bedroom in the evening when the cam-
era accidentally captures her changing clothes (because the “owner” may have 
forgotten to either warn the guest or turn off the camera). 

 

• Threat/benefit disparity.  Individuals in the home who may gain little or no benefit 
from the HMS still incur its privacy threat.  For example, a spouse who does not 
want to be captured on camera may be recorded just by simply entering the home 
office.  This situation could be quite privacy-sensitive if (say) the spouse came in 
to the home office to kiss his or her mate! 
 

These increased privacy risks suggest that home media space systems must incor-
porate techniques that somehow mitigate privacy concerns.  Of course, one possibility 
is to simply adapt techniques already proposed for office media spaces.  Unfortu-
nately, most have not been tested for “high risk” situations such as those arising in the 
home.  Consequently, as motivating work for our current research, we evaluated blur 
filtration—a distortion technique that produces a blurred video image—for its effec-
tiveness in balancing privacy and awareness for compromising home situations [21]. 
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In our study, people were shown video scenes ranging from little risk to extreme 
risk.  Each scene was first shown extremely blurred, with subsequent showings less 
blurred until eventually the scene was shown in full fidelity.  We looked for the 
thresholds at which people could just extract awareness information from the scene, 
and also the thresholds at which people would judge as violating privacy.  The results 
clearly showed that blur filtration is not able to balance privacy and awareness for 
risky home situations, i.e., the level of blur that let people garner just enough infor-
mation to judge someone’s availability was above what people felt was ‘safe’ to show 
others.  Our study also showed that as privacy risk increases, people begin to abandon 
filtration as a strategy for preserving privacy and choose to simply turn off the cam-
era.  People simply do not trust techniques where the camera remains facing them 
during risky situations, as is the case with many of the strategies that have been stud-
ied to preserve privacy for office-based media spaces.  Rather, people prefer direct 
control of their privacy, e.g., being able to position the camera, control the blur level, 
turn the camera on/off, and so on. 

3   The Design Philosophy of Our Context-Aware HMS 

This section outlines the five principles behind the design of our context-aware HMS.  
First, we provide background knowledge of social psychological theories of privacy 
mechanisms.  Second, we use this knowledge to explain each of our design principles 
and why they are included in our design philosophy.  Third, to set the scene of our 
design, we describe the design elements that arose from our five principles. 

3.1   Design Principles for a Context-Aware HMS  

The results of our study on blur filtration [21] highlighted the importance of provid-
ing user control over information conveyed through a video media space.  To provide 
natural mechanisms for users to control this information, we began investigating how 
humans regulate privacy in everyday life through various behaviours and actions 
called privacy mechanisms [2]. We will use the terms “privacy mechanisms” and 
“privacy-protecting strategies” interchangeably for the remainder of this paper.  Each 
and every culture has used privacy mechanisms to regulate interaction with others [2].  
When individuals require more privacy, they use these mechanisms to let others 
know they desire less interaction.  Just the same, when individuals require more inter-
action, they use these mechanisms to let others know they desire less privacy. These 
privacy mechanisms are very natural and often form an unconscious act [1].  The 
privacy mechanisms used by humans can be classified into four categories [1]: 
 

1. Verbal behaviours: the use of the content and structure of what is being said; 
2. Non-verbal behaviours: the use of body language, e.g., gestures and posture; 
3. Environmental mechanisms: the use of physical artifacts and features of an envi-

ronment, e.g., walls, doors, spatial proximity, timing; and, 
4. Cultural mechanisms: the use of cultural practices and social customs. 
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Research has shown that different cultures employ mechanisms from different cate-
gories [2].  Western culture typically relies on environmental mechanisms (e.g., the 
physical architecture of our homes), whereas other communal cultures rely more on 
cultural mechanisms (e.g., when and where people gather in a house). 

Based on this research, we believe the design of a HMS should use the following 
design principles:  

 

1. existing privacy mechanisms should be leveraged for home-based video confer-
encing systems; 

2. implicit actions using context-aware technology can regulate privacy; 
3. no implicit action should ever decrease the amount of privacy without first warn-

ing the user and providing the opportunity to stop the operation; 
4. explicit actions using dedicated physical controls and gesture recognition can 

regulate privacy; and, 
5. visual and audio feedback makes the state of the system easily discernable at any 

time. 
 

The first principle helps to create privacy mechanisms for a HMS that are both 
easy to understand and natural to use because they are based on techniques already 
familiar to humans.  Our design supports this principle by providing users with pri-
vacy-protecting strategies from the same four categories used by humans in everyday 
life (discussed in more detail later).  

Privacy regulation in real life is lightweight and often transparent.  Such implica-
tions should also be available to HMS users.  Thus, as the second principle states, 
privacy-protecting strategies in a HMS should also be lightweight and transparent.  
Our design supports this principle by using context-aware computing as a tool for 
balancing privacy and awareness through implicit means.  Unlike previous work in 
context-aware computing [22, 24], we enable one specific location—a home of-
fice/spare bedroom—with technology that senses who is around and then infers pri-
vacy expectations through a simple set of rules.  

There is still a considerable gap between human expectations and the abilities of 
context-aware systems [9].  Context-aware systems can make mistakes and it is im-
portant that these mistakes do not increase privacy threat; the third design principle 
addresses this problem. Our design supports this principle by first warning users that 
an implicit action has initiated a privacy decreasing operation; and second, by provid-
ing an opportunity for users to override this operation. 

The fourth principle also addresses the previously mentioned problem by recogniz-
ing that we need to keep the user in the “control loop.”  Our design supports this 
principle by providing users with dedicated physical and graphical controls, where 
explicit actions such as adjusting a physical slider or gesturing towards the camera 
will alter the privacy level.  We recognize that explicit control must absolutely be 
lightweight and executed with almost trivial effort. 

The fifth principle is important because users must be able to fine tune the pri-
vacy/awareness balance as desired.  To do this fine tuning, they must know how 
much privacy is currently being maintained.  Our design supports this principle by 
providing feedback of the achieved privacy level through audio and visual cues, ren-
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dered on both physical displays (such as LEDs) and on the screen.  This feedback is 
both understandable and continually available. 

3.2   Elements of a Context-Aware HMS 

To foreshadow the details of our design, this section outlines the elements of our 
HMS that arise from the five design principles.  The subsequent section describes 
their importance by outlining how they work together to regulate privacy.   

Figure 1 shows the HMS’s graphical user interface (GUI) as seen by the telecom-
muter: the top window shows a mirrored image of the telecommuter as it is captured, 
and the bottom window shows the telecommuter’s colleague.  A third window con-
tains additional options (Figure 2) and is displayed by clicking the configuration 
button in the telecommuter’s toolbar (Figure 1, top, fourth button from the left).  The 
other graphical controls are described below.  Figures 3 and 4 show the layout of the 
HMS in the home office/spare bedroom of a telecommuter.  The design is specific to 
this room layout, but the ideas presented can be applied to a variety of home settings. 

We support the five HMS design principles, discussed previously, by including 
specific elements within our design: 

 

 

 

Fig. 1. The HMS GUI: the tele-
commuter (top) and colleague 
(bottom). 

 

 

Fig. 2. A configuration window to adjust various 
HMS attributes. 
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Camera State.  The camera can be in one of three states: Play (Figure 1), Pause (Fig-
ures 5, 6), and Stop (Figure 7).  In the play state, the camera is capturing and broad-
casting video to other HMS participants (Figure 1).  In the pause state, the camera no 
longer captures and broadcasts video to other HMS participants; however, other 
availability information is sent including the last video frame captured of the user and 
a count of the number of people in the room (Figures 5, 6).  In the stop state, like the 
pause state, the camera no longer captures video and the last image broadcast is of the 
wall (Figure 7).  The major difference between the pause and stop states is that it is 
more difficult to move out of the stop state (described in more detail later).  Users can 
explicitly move between 
states by clicking the play, 
pause, and stop buttons 
(three leftmost buttons, 
respectively in Figures 1, 5, 
6, and 7). 

Capturing Angle. The cam-
era, mounted on a rotating 
motor [6], is placed near the 
door and, given the desired 
camera angle, can capture 
any region of the room, 
except the doorway (Fig-
ures 3, 4: Camera).  This is 

 

Fig. 3. The layout of the HMS within the home office/spare bedroom. 

 

Fig. 4. An overview of the HMS layout. 
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important as the living room is not visible (Figure 3).  We provide the user with dedi-
cated physical sliders (Figures 3, 4: Physical Sliders, Figure 8-top) and graphical 
sliders (Figure 2) to explicitly alter the capturing angle. 

Video Fidelity.  Users can adjust the captured video’s fidelity by explicitly adjusting 
the level of blur filtration used (Figures 1, 2, 8-middle), the camera’s frame rate (Fig-
ures 2, 8-bottom), or the camera’s frame size (Figure 2).  We provide the user with 
dedicated physical (Figure 3, 4: Physical Sliders) and graphical controls to explicitly 
adjust these three components of video fidelity.  Fidelity adjustment could also be 
done with context-sensitive devices. 
 

Gesture-Activated Blocking.  Users can easily turn off the camera by explicitly 
blocking it with their hand.  We detect this gesture with a proximity sensor mounted 
on top of the camera (Figures 3, 4: Camera, Figure 9).  This can also be done using 
computer vision techniques [6]. 

Gesture-Activated Voice.  Users can easily open an audio channel by explicitly mov-
ing their hand over a microphone (Figures 3, 4: Microphone, Figure 10).  Moving 

 

Fig. 8. A user adjusts the blur level with 
a dedicated physical slider. 

 

Fig. 9. A user blocks the camera with his hand to 
turn it off. 

 

Fig. 5. The HMS paused with 
the telecommuter leaving his 
chair. 

 

Fig. 6. The HMS paused 
with multiple people in the 
room. 

 

Fig. 7. The HMS stopped and 
camera facing the wall. 
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one’s hand away from the microphone closes the audio channel.  We detect this ges-
ture with a light sensor mounted on top of the microphone.  This can also be done 
(perhaps more accurately) using other sensors, such as proximity sensors. 

Easy-Off Button.  Users can easily turn off the camera by touching an off button 
(Figures 3, 4: Off Button, Figure 11).  We detect this explicit action with a capacitive 
sensor acting as the button, but this could also be done (and appear more realistic) 
with a control resembling an actual, real-world push button [17]. 

Telecommuter Detection.  We know if the telecommuter is present at the computer 
by detecting (with a light sensor, Figures 3, 4: Presence Sensors) the implicit act of 
someone sitting down in or standing up from the desk chair.  We use a radio fre-
quency identity (RFID) tag in the pocket of the telecommuter and a RFID reader 
(Figures 3, 4: Presence Sensors) in the chair to identify if the individual sitting is the 
telecommuter.  If the telecommuter is not present, we can tell how long she has been 
away from the computer.  Our telecommuter detection is not a realistic solution be-
cause of limits imposed by our RFID reader, yet it works for our prototype.  Other 
approaches could include embedding RFID tags within “work” shirts worn by the 
telecommuter.  This helps because it can ensure the telecommuter is appropriately 
dressed before the HMS can be used; however, now people must wear this special 
garment. 

Family/Friend Detection.  We know if family/friends are present in the room by 
using an infrared motion detector (Figures 3, 4: Motion Sensor) to detect the implicit 
act of walking into and out of the room.  This could be done more accurately with 
computer vision techniques; however, our solution does not require a camera to al-
ways be capturing the room’s activities.  Using our technique, family and friends 
would be more difficult to detect in rooms where a doorway is not present. 

Visual Feedback.  We use several visual cues to let the user know how much privacy 
is currently being maintained, e.g., a sign (Figure 11), LEDs (Figure 11-top), the 

 

Fig. 10. A user moves his hand over the 
microphone to open an audio link. 

 

Fig. 11. A sign containing LEDs at the top and an 
off button. 
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Table 1. Control and feedback mechanisms found in the HMS. 

 1 2 3 4 5 
 Attribute 

Controlled 
Explicit  
Control 

Implicit  
Control 

Audio 
 Feedback 

Visual  
Feedback 

1 Stop to Play 
 

Click play button None Camera  
clicking; 
Camera rotating 

LEDs on; 
Camera rotates 
to face you; 
Mirrored video 

2 Pause to Play Click play button Telecommuter 
sits in chair; 
Family/friend 
leaves room 

Same as above;  
Camera 
Twitches 

Same as above; 
Camera 
Twitches 

3 Play to Stop 
 

Click stop button; 
Block camera 
with hand; 
Touch off button 

None Camera rotating LEDs off;  
Camera rotates 
to face the wall; 
Mirrored video 

4 Play to Pause 
 

Click pause 
button 

Telecommuter 
stands up out 
of chair; 
Family/friend 
enters room 

Same as above Same as above 

5 Pause to Stop Click stop button; 
Block camera 
with hand; 
Touch off button 

Telecommuter 
leaves the room 
for an extended 
period of time 

None Mirrored video 

6 Capturing 
angle 

Adjust physical or 
graphical slider 

Change in  
camera state 

Camera rotating Slider position; 
Camera position;  
Mirrored video 

7 Video fidelity Adjust physical or 
graphical control  

None None Control position; 
Mirrored video 

8 Audio link  Moves hand over 
microphone base 

None Own voice None 

 

camera’s direction, mirrored video (Figure 1, top), and the position of physical and 
graphical controls. 

Audio Feedback.  We also use audio cues to let the user know how much privacy is 
currently being maintained, e.g., the sound of a camera clicking and the sound of the 
camera rotating [12]. 

There are many ways to create each of these elements and more accurate sensors 
exist than the ones we have chosen to use for our prototype.  We have chosen meth-
ods and sensors that allowed us to rapidly and inexpensively prototype each element. 

In the next section, we describe how these elements work together, along with a set 
of rules, to reduce privacy threats.  We demonstrate this with a series of scenarios 
based on real telecommuting situations. 
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4   Rules for Balancing Privacy and Awareness in a HMS 

Our HMS design uses each element within the HMS, along with a set of rules, to 
balance privacy and awareness for the telecommuter and others in the home.  Table 1 
summarizes how the design elements are either: controlled, used for explicit or im-
plicit control, or used as feedback.  Each row in the table describes how one media 
space attribute (column 1) is controlled either explicitly (column 2) or implicitly (col-
umn 3).  The fourth and fifth columns describe the audio and visual feedback that 
indicate to the users that the attribute in column 1 has changed and what its current 
value is.  The first five rows of the table describe the transitions between the three 
camera states.  The remaining three rows describe other HMS attributes that can be 
controlled.  The HMS elements, previously discussed, are italicized within the table. 

We now present a series of scenarios that detail the privacy risks involved with us-
ing a HMS, the set of privacy rules we have created to address them, and how the 
HMS implements each rule to balance privacy and awareness. 

4.1   Providing Awareness while Masking Embarrassing Acts 

The first scenario illustrates one typical use of the HMS by a telecommuter, named 
Larry, who is working at home and using the media space to provide awareness to a 
close-working colleague at the office.  Larry enters his home office/spare bedroom, 
dressed in casual pants and a golf shirt.  While Larry is working at his computer, he 
suddenly sneezes.  Naturally, he proceeds to blow his nose.  Forgetting that the cam-
era is capturing him, Larry begins to pick his nose at great length. 

Privacy Risks:  Larry is dressed appropriately to be seen at an office, yet he does not 
want his colleague to view him doing embarrassing, unconscious acts like picking his 
nose. 

Rule 1: If just the telecommuter is present at the computer, the HMS assumes more 
awareness and less privacy is desired. 

Design: This is Larry’s first use of the HMS today and the camera state is Stop when 
Larry sits down at the computer.  To turn the camera state to play (Table 1: Row 1), 
Larry must explicitly click the play button (Figure 1, leftmost button).  Once the tele-
commuter detection has identified that it is indeed Larry at the computer, the HMS 
provides more awareness by moving the capturing angle away from the wall to re-
cord Larry.  Visual and audio feedback lets Larry know the camera is now capturing 
(Table 1: Row 1).  Larry can fine tune the awareness information and mask embar-
rassing acts with video fidelity (Table 1: Row 7). 

4.2   Providing Privacy When Others Use the Computer 

The second scenario illustrates what happens when the telecommuter leaves his desk 
and others use the computer.  Larry is working at his computer when he leaves to get 
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a coffee from the kitchen.  Larry’s wife, Linda, who is still in her pajamas, comes in 
to the home office to quickly check her email.  Linda leaves the room just as Larry 
returns.  Larry sits down and continues working. 

Privacy Risks: Larry is appropriate to be viewed on camera and faces no privacy 
risks.  Linda is not appropriate to be viewed, nor does she want to be viewed: Linda 
faces a threat/benefit disparity. 

Rule 2: If someone other than the telecommuter is present in the room, the HMS 
assumes more privacy and less awareness is desired. 

Design: The telecommuter detection knows that Larry has left his desk chair and 
changes the camera state to paused (Table 1: Row 4).  Visual and audio feedback lets 
Larry know the camera is no longer capturing (Table 1: Row 4).  The colleague main-
tains awareness by seeing Larry leave his chair in the last image broadcast (Figure 4). 

When Linda enters the room, the family/friend detection flashes the LEDs and 
plays the sound of the camera clicking to warn Linda to make sure the camera is off.  
Visual feedback shows her that the camera state indeed remains paused (Table 1: 
Row 4).  Linda checks her email and is not captured on camera. 

When Larry returns to his desk chair, the telecommuter detection unpauses the 
camera, but first warns Larry this is about to happen by twitching the camera left and 
right (Table 1: Row 2); just as people signal their intentions, so does the camera.  
This complies with our third design principle.  Visual and audio feedback shows 
Larry that the camera state is again Play (Table 1: Row 2).  

4.3   Using Gestures to Regulate Privacy 

The third scenario illustrates how the telecommuter can use gestures to control HMS 
attributes, which in turn affect his privacy.  Larry is working at his computer compos-
ing an email and drinking his coffee.  Just then, Larry knocks his mug and coffee 
spills all over his shirt!  Larry removes his shirt and then notices the camera facing 
him.  Larry blocks the camera with his hand then tells his colleague (through the 
HMS) that he has to go get a new shirt. 

Privacy Risks: Larry does not want to be seen shirtless, yet he still wishes to maintain 
a level of awareness with his colleague. 

Rule 3: The HMS must provide simple lightweight means to immediately disable the 
capturing device, yet still maintain awareness through alternate channels. 

Design: Larry can choose one of two explicit methods to instantly stop the camera: 
gesture-activated blocking or easy-off button (Table 1: Row 3).  Visual and audio 
feedback lets Larry know the camera state has changed (Table 1: Row 3).  Larry 
wants to maintain awareness and tell his colleague of his predicament without using 
the video channel so he uses gesture-activated voice to open the optional audio link. 
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4.4   Providing Privacy When Others Enter the Room 

The fourth scenario illustrates what happens when multiple people enter the home 
office/spare bedroom.  Larry is working at his computer in the home office/spare 
bedroom when Linda, who has just finished taking a shower in the bathroom next 
door, walks into the room to retrieve her bathrobe from the closet.  Linda puts on her 
bathrobe and leaves the room. 

Privacy Risks: Linda does not want to be captured on video, especially while she is 
naked!  Linda again faces a threat/benefit disparity, while Larry still wants to provide 
awareness information to his colleague. 

Rule 4: If more than just the telecommuter is present in the room, the HMS assumes 
more privacy and less awareness is desired. 

Design: The family/friend detection knows that Linda has entered the room and 
moves the camera state to paused (Table 1: Row 4).  Visual and audio feedback indi-
cates that the camera state has changed (Table 1: Row 4).  Larry’s colleague main-
tains a level of awareness with the presentation of alternate awareness information 
when the camera is paused: the number of people in the room, and the image of Larry 
sitting at his desk (Figure 5).  Using these two pieces of information, it is possible for 
Larry’s colleague to infer that Larry is still working at his desk. 

Once the family/friends detection knows that Linda has left the room (Table 1: 
Row 2) and the telecommuter detection indicates that Larry is still at the computer, 
the camera state will return to Play once it first warns Larry with visual and audio 
feedback (Table 1: Row 2). 

4.5   Finishing Work and Leaving the Space 

The fifth scenario illustrates what happens when the telecommuter finishes working 
and leaves the HMS.  Larry has finished working for the day and leaves the home 
office. 

Privacy Risks: The HMS is still active when the telecommuter is finished working; 
future use of this room may threaten privacy. 

Rule 5: If the telecommuter is away from the computer for an extended period of 
time, the HMS will move to a permanent, non-recording state. 

Design: The telecommuter detection notices Larry leaving and the camera state 
pauses.  After being away from his desk for five minutes, the camera state moves to 
Stop and now the last image shown to Larry’s colleague is of the wall (Figure 7).  
This timeout interval can be customized in Figure 2.  The non-recording state is per-
manent in the sense that to start working again, Larry must explicitly click the play 
button (Figure 1).  Until this time, the camera will not turn on and no video will be 
captured; thus, no privacy violations will occur while Larry is not working. 
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5   Supporting Privacy Mechanisms 

We now describe how we have leveraged the four categories of privacy mechanisms 
by designing privacy-protecting strategies for a HMS that fall into the same catego-
ries of mechanisms used by humans for privacy regulation in everyday life. 

5.1   Verbal Behavior: Sound and Voice 

Verbal behavior consists of the use of content and structure of what is said to control 
privacy [1].  For example, if a family member approaches the home office while the 
telecommuter is currently working she may say, “I’d like to be left alone,” if she 
would like to have more privacy or alternatively, “please come in,” if she desires 
interaction.  We use verbal behaviors in two ways within our design: verbal instruc-
tions between media space users; and, verbal instructions or sounds cues from de-
vices in the media space to media space users. 

The first approach is trivially supported in the HMS’s design for co-located HMS 
users (e.g., the telecommuter and others in the home): they can simply speak to others 
in the same location.  Distance-separated users of the HMS must rely on a voice 
channel for this approach.  The tradeoff is that we want an audio link, yet not the 
additional privacy threats found with a continuous audio link [16].   For this reason, 
our design provides an optional audio link where gesture-activated audio allows 
users to easily engage and disengage the audio link. 

The second approach offers a crucial component of privacy feedback.  Feedback of 
the level of privacy being attained is most easily presented through visuals or with 
audio.  In the case that visuals go unnoticed, audio feedback becomes vital. 

5.2   Non-verbal Behaviors: Presenting and Using Gestures 

Non-verbal behavior consists of the use of body language, such as gestures and pos-
ture, to control privacy and can either be implicit or explicit [1].  When people are 
located close together, non-verbal behaviours increase [1].  For example, in an exam 
situation, people may try to block or cover their test paper, indicating their desire for 
privacy.  We use non-verbal behaviours in two ways within our design: gesture-based 
input for devices within the media space; and, non-verbal instructions between media 
space users. 

The first approach, gesture-based input, offers a lightweight means to control de-
vices; users can give the media space explicit instructions using recognized hand or 
body motions.  Our HMS uses gesture-activated blocking and gesture-activated 
voice. 

The second approach is simply a replication of that which is done in face-to-face 
situations where people implicitly or explicitly use body language to control privacy.  
Co-located users (e.g., the telecommuter and others at home) should have little trou-
ble with this, yet users separated by distance must rely on the video channel for pre-
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senting their non-verbal behaviors.  Video fidelity must be high enough for other 
participants to easily interpret gestures and postures. 

5.3   Environmental Mechanisms: Virtual Fences, Blinds, and Doors 

Environmental mechanisms consist of the use of physical artifacts and features of an 
environment to control privacy [1].  For example, to limit neighbors from viewing 
one’s backyard, a fence may be built or a large row of trees could be planted.  Just as 
individuals can control their own environment in the physical world, they should be 
able to control their environment in a HMS.  The environmental mechanisms for a 
HMS that we support can be grouped into three categories: lightweight mechanisms 
for altering the media space’s physical environment; self-appropriation for controlling 
physical appearance and behavior; and, adjustable personal space. 

The first approach allows for easy and simple privacy regulation.  Our design al-
lows explicit control over camera state, capturing angle, and video fidelity; and im-
plicit control over camera state and capturing angle. 

The second environmental approach lays in the hands of media space users.  Self-
appropriation involves creating an appearance and behavior suitable for the current 
situation [3].  Given enough visual and audio feedback of the level of privacy cur-
rently being attained, users have the power to control their own privacy by simply 
appropriating themselves correctly [3].  This can be difficult in a HMS however.  
Participants at the home location may be forced to appropriate themselves for the 
office, which itself can be an infringement on their autonomy.  To help alleviate this 
problem, users can rely on lightweight controls to help users appropriate themselves 
correctly for both home and the office, e.g., video fidelity. 

The third environmental approach allows HMS users to utilize personal space for 
controlling privacy, just like in face-to-face situations.  First, the media space can be 
setup in any location within the home.  Our HMS is setup within a home office/spare 
bedroom because this type of room offers users a large amount of control over their 
privacy because it is not commonly used by many people within the home.  Second, 
within the media space, the camera can be positioned in any number of locations; 
camera placement determines what background information is captured.  This typi-
cally becomes unremarkable over time [21], but care can be taken so that background 
information presents little privacy threat. 

5.4   Cultural Mechanisms: Social Solutions 

Cultural mechanisms consist of the use of cultural practices and social customs to 
control privacy [1].  Although it may often go unnoticed, each culture contains a set 
of learned social practices and customs that have evolved and developed over time 
[1].  We feel that in a HMS, given an established set of social protocols, users can 
rely on cultural mechanisms to regulate privacy when technology does not suffice.  In 
the case that social norms are not followed, social ramifications may be in order. 
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6   Software and Hardware 

The HMS is designed as an ActiveX® Control, which can be easily used with lan-
guages supporting Microsoft COM technologies, e.g., Visual C++, C#, Visual Basic.  
Two toolkits, developed in our research lab, were used to develop the HMS proto-
type.  The first, Collabrary, makes it easy to create software with video and audio 
links and alter attributes such as video fidelity [7].  The second toolkit, Phidgets™, 
which contains pre-packaged physical devices and a corresponding software Applica-
tion Programming Interface (API), makes it easy to rapidly prototype physical inter-
faces and sensing environments [15]. 

The importance of these two toolkits is that they allowed us to move our research 
focus away from the underlying implementation of the HMS.  As such, we were able 
to focus our time and effort on deciding and exploring how context-aware computing 
could be used, what its effects would be, and if our techniques were appropriate given 
our research goal of balancing privacy and awareness. 

7   Discussion 

This was our “first cut” of a context-aware home media space and as a result we 
wanted to see what big problems emerged by trying it out ourselves (an evaluation 
methodology called “eat your own dog food”).  In particular, the first author, a fre-
quent telecommuter, routinely used the home media space over several months within 
his own home office/spare bedroom.  We noticed several design faults.   First, the 
control and feedback mechanisms need to be more natural if they are to fit well 
within a person's everyday world.  For example, adjusting a physical slider to regulate 
privacy is a somewhat abstract notion.  Second, a consequence of unobtrusive periph-
eral feedback of system state is that the person may overlook the information.  For 
example, one may overlook feedback that the camera is recording at high quality 
(e.g., the LEDs).  Third, explicit control mechanisms only work if one can anticipate 
and react quickly enough to the risk inherent in the current situation, if one is in a 
location where the system can recognize their control action (e.g., one must be near 
the camera to block it with a gesture); and if one feels that the effort is worth it.  Ide-
ally, the system should automatically sense privacy-violations and control the infor-
mation it transmits accordingly, but this can be quite difficult to do in practice.  De-
spite these caveats, our experience was positive overall.  We were able to control the 
space for many situations, and indeed just knowing that we could control the media 
space was comforting.  In future work, we will try to correct these problems, and we 
will formally evaluate the redesigned home media space as well as the general strate-
gies we have presented. 

8   Conclusion 

This paper presents the rationale and prototype design of a home media space (HMS).  
The HMS is designed specifically for the telecommuter who chooses to work at 
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home, but who still wishes to maintain a close-working relationship with particular 
colleagues at remote office environments.  Our contribution is a set of five design 
principles for a HMS and a prototype HMS which illustrates these principles.  Using 
these five design principles, we have created a set of privacy rules that regulate how 
privacy and awareness are balanced in a HMS.   

Our actual use of context-aware software and dedicated physical controls has yet 
to be evaluated for its effectiveness in balancing privacy and awareness.  However, 
we provide a general approach for integrating the privacy mechanisms used by people 
in their physical environments into a HMS.  By using two toolkits, including a set of 
pre-packaged physical devices and sensors, we were able to focus our research on 
understanding how context-aware computing can be used in real-world applications.  
This provides a valuable contribution to context-aware computing in general. 

While we have concentrated on one specific use of video in homes, our paper con-
tributes ideas that have a broader significance for home-based videoconferencing in 
general.  Regardless of the specific use of video in a home, people need and desire 
methods to regulate their privacy; many video conferencing systems (e.g., Webcam 
for MSN Messenger, Yahoo! Messenger) ignore these user requirements. 
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Abstract. We propose audio networking : using ubiquitously available
sound hardware (i.e. speakers, sound-cards and microphones) for low-
bandwidth, wireless networking. A variety of location- and context-aware
applications that use audio networking are presented including a location
system, a pick-and-drop interface and a framework for embedding digital
attachments in voice notes or telephone conversations.
Audio networking has a number of interesting characteristics that dif-
ferentiate it from existing wireless networking technologies: (i) it offers
fine-grained control over the range of transmission (since audio APIs al-
low fine-grained volume adjustment); (ii) walls of buildings are typically
designed specifically to attenuate sound waves so one can easily contain
transmission to a single room; (iii) it allows existing devices that record
or play audio to be “brought into the user interface”; and (iv) it offers the
potential to unify device-to-device and device-to-human communication.

1 Introduction

Researchers have spent a great deal of time studying how electronic devices
can be augmented with sensors that allow them to perceive their environment.
This body of work, often referred to as context-aware or sentient computing [6],
stems from the idea that in order to build large-scale ubiquitous systems, indi-
vidual devices must be aware of their environment (e.g. where they are, what
entities are nearby, what these entities are doing, where and when something is
happening). Based on such information, applications and devices can make de-
cisions proactively , only engaging in interactions with humans when absolutely
necessary [22].

Over the last two decades, a wide variety of sentient computing systems have
been designed, built and deployed. Such systems range from complex centralised
location systems that provide a high degree of accuracy [11] through to much
simpler distributed tagging techniques that enable devices to detect their prox-
imity to each other [13]. Whilst these sensor frameworks have been implemented
and tested on a research-lab scale, a factor that has prevented their wide-spread
global deployment is that they all rely on custom hardware. Such hardware is not
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usually available on the mass market and, furthermore, is sometimes expensive
and difficult to install, configure and maintain.

In this paper we propose that audio networking can be used as the basis
for developing context-aware applications. Audio networking allows standard de-
vices fitted with speakers and microphones (e.g. PDAs, laptops, desktop PCs and
mobile phones) to exchange data and infer information about their environment.
One of the key advantages of audio networking is that it enables context-aware
applications to be immediately deployed on a large scale without requiring users
to purchase and install additional hardware.

We believe that the most important property of audio networking is locality
since, in this respect, it has two main advantages over conventional wireless
networking:

1. In the audio domain we have fine-grained control over the amplitude (vol-
ume) of the transmission and hence fine-grained control over the range of
the transmission. For example, by instructing a PDA to transmit sufficiently
quietly whilst holding it near a laptop one can ensure that only the laptop
responds to the transmission (see Sect. 3). Conversely, one could broadcast
a URL to an entire room simply by increasing the volume.

2. Walls of buildings are often sound-proofed; i.e. designed specifically to at-
tenuate sound-waves in the audible spectrum. Thus, by transmitting data
in the audible spectrum it is easy to infer room-grained location. Note that
the same is not true for microwave radiation so, for example, it is not easy
to infer location information using IEEE P802.11 [20].

We propose that the major use of audio networking is as a low-bandwidth,
localised control channel. While the low-bandwidth constraint means that it is
not suitable for transferring large objects, the technique is ideal for transmit-
ting object identifiers (i.e. URLs, IP addresses etc.). Imagine a typical office
environment where there are already machines connected using conventional
wireless and wired networking technologies. We see audio networking providing
distributed context-aware services on top of this existing infrastructure.

Putting our work into context, we observe that there is a long history of
using audible signals to transmit information between electronic devices. For
example, modems have been used for decades in digital communications and
the telephone network uses a variety of audible signals to transfer data between
handsets and exchanges [24]. More recently, researchers have revisited ideas orig-
inally exploited three decades ago in acoustically-coupled modems and devised
coding-schemes that allow data to be transmitted and received through air using
speakers and microphones [9]. The contributions of our research are (i) to ex-
tend these techniques by exploring new modulation schemes; (ii) to apply audio
networking to location- and context-aware computing; and (iii) to implement
applications and user interfaces that rely on audio networking.

The remainder of the paper is structured as follows: Sect. 2 describes the
implementation and performance of various coding and modulation schemes that
form the physical-layer of our audio networking implementation; Sect. 3, the
main body of the paper, gives examples of a variety of applications that can be
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Fig. 1. A diagrammatic view of our audio networking research.

implemented using audio networking; Sect. 4 discusses related work and Sect. 5
concludes and gives directions for future work. Figure 1 presents a diagrammatic
view of this paper’s structure in the wider context of our audio networking
research.

2 Audio Data Coding

At an abstract level the audio networking concept is very simple: transmitters
modulate their data in a suitable fashion and play the resulting audio data
using the host machine’s speakers. Receivers listen (via their microphone) and
demodulate incoming signals to recover the transmitted information.

However, although the concept itself is simple, there are a plethora of audio
data modulation schemes to choose from. Each of these has different character-
istics in terms of bit rate, range of transmission and, equally importantly, what
the data sounds like to humans. The latter characteristic is particularly thought
provoking as it is not one that designers of traditional wireless networking tech-
nologies have to face.

In previous work researchers have explored various coding and modulation
techniques that allow data to be transmitted as audio samples [9,14]. As part of
our research we have implemented four audio data transmission schemes:

1. Dual-Tone Multi-Frequency (DTMF) [24] (as used in touch-tone phones).
2. On-Off Keying (OOK) [9] modulated over a variety of audible carrier fre-

quencies.
3. Inaudible data transmission (see Sect. 2.1).
4. Melodic data transmission (see Sect. 2.2).

Our transmission schemes divide data into fixed-size packets, each prefixed
with a short preamble. A CRC field is used to detect transmission errors; invalid
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packets are dropped. Our audio physical layers do not guarantee delivery: as in
many networking stacks, we view this as the job of higher level protocols.

Using standard sound hardware (internal laptop speakers/microphones and
a pair of $10 Harman Kardon HK 206 desktop speakers) we achieved a bit rate of
20 bits/s using DTMF across a 3 meter distance with a 0.006% symbol error rate
(i.e. 0.006% of DTMF tones were decoded incorrectly). We found that our OOK
coding scheme was better suited to short range transmission (less than 1 meter)
since at low amplitudes one does not have to worry about pulse reflections. Using
OOK modulated over a 10 kHz carrier we achieved a bit rate of 251 bit/s across
a 30cm distance with a bit error rate of 4.4 × 10−5. Although these bit rates
are sufficient for the applications of Sect. 3 we are confident that with further
implementation effort and cleverer DSP the throughput reported here could be
improved significantly.

Since DTMF and OOK are standard techniques we do not consider them fur-
ther in this paper. The remainder of this section describes the technical details of
our inaudible data transmission scheme (Sect. 2.1) and our melodic transmission
scheme (Sect. 2.2).

The interested reader may like to hear our audio coding schemes for them-
selves. For this purpose, we have placed a variety of sound samples on the web [1].

2.1 Inaudible Data Transmission

Whilst audible data transmission is acceptable in many situations and some-
times even beneficial (see Sects. 3.3 and 3.5), it transpires that we can also use
standard sound hardware to transmit data that is inaudible to humans.

Our current implementation of the inaudible data transmission scheme sim-
ply uses a variant of our OOK implementation, modulated over a 21.2 kHz
carrier. The 21.2 kHz carrier frequency is conveniently chosen to be greater than
the maximum frequency of human hearing and less than the Nyquist limit of
standard sound-cards (which operate at 44.1 kHz). To ensure that users cannot
hear audible clicks as the carrier switches on and off, we apply an amplitude
envelope to each transmitted pulse. By increasing the attack and decay times
of pulses we effectively band-limit the transmitted signal, confining it to the
high-frequency (inaudible) region of the spectrum.

By analysing spectrograms of ambient noise in office environments we discov-
ered that most noises in the 20 kHz–22 kHz region of the audio spectrum tend to
occur in short bursts (e.g. doors closing, keys jangling etc.). In this environment,
although our inaudible data transmission scheme is narrow-band, we can make it
more robust against bursty high-frequency noise (at the cost of reducing the bit
rate) by increasing transmitted pulse lengths. Our initial experiments involved
broadcasting using a bit rate of 8 bits/s across a distance of 3.4 meters in an of-
fice with two occupants. The experimental setup consisted of a Dell desktop with
on-board sound (Intel AC97 Audio Codec) transmitting data through Harman
Kardon HK 206 speakers. The receiver was a Sony Vaio PCG-Z600LEK laptop.
The occupants of the office generated ambient noise by continuing with their
normal tasks (which included typing, bursts of conversation, walking around the
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room, moving objects and papers, answering the telephone and drinking coffee).
Under these conditions, out of the 172 16-bit identifiers transmitted, 95% of
them were received correctly.

Whilst 8 bits/s is undoubtedly a low transmission rate, it is still adequate
for broadcasting small identifiers. For example, a throughput of 8 bits/s and a
packet receipt rate of 95% is sufficient for the room-grained location beaconing
example described in Sect. 3.3.

We do not have enough information to state categorically that the high-
frequency inaudible transmission scheme described here will work on all sound
hardware. However, we have repeated the above experiment using a variety of
different microphones, speakers and sound-cards. In each case we have been able
to transmit data over the 21.2 kHz carrier.
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Fig. 2. A graph showing how standard sound-cards perceive frequencies above their
Nyquist limit. The minima at a generated frequency of 24 kHz in the Vaio’s 44.1 kHz
sample-rate curve suggests, as expected, that the underlying codec is still sampling at
48 kHz.

As an interesting aside, we discovered that many sound-cards have poor
or non-existent anti-aliasing filters. Experiments were performed which demon-
strate that a number of sound-cards can receive sounds at significantly higher-
frequencies than the Nyquist limit imposed by their sampling rate (see Fig. 2).
Although frequencies greater than the Nyquist limit occur as aliases in the re-
ceived frequency spectrum, they can nevertheless be detected and analysed. This
opens the possibility of having higher frequency transmitters (e.g. computers fit-
ted with 96 kHz sound-cards) broadcasting data in the 20-30 kHz region, which
can still be received and decoded by devices with standard (44.1/48 kHz) codecs.
Although our 21.2 kHz carrier was inaudible to the adults we tested it on at
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the amplitudes we used for transmission, increasing the separation between the
threshold of human hearing and data transmission is still a desirable property.
For example, young children have better high-frequency hearing than adults.
By emitting data in the 24–27 kHz region and relying on the aliasing effects of
standard hardware we could potentially increase transmission amplitude whilst
ensuring that the signal remains inaudible to children. Investigating these ideas
further is a topic of future work.

We observe that although signals modulated onto a 21.2 kHz carrier are in-
audible to adult humans they are well within the hearing range of a dog. (A dog’s
threshold of hearing is an octave higher than that of a human: approx. 40 kHz).
Further experiments are required to ascertain the effects that our inaudible data
transmission scheme has on guide-dogs located in office environments.

2.2 Melodic Data Transmission

In this section we describe a framework that allows information to be trans-
mitted as musical melodies. Although the generated melodies are unlikely to
receive critical acclaim they are nevertheless “amusing little ditties” that sound
surprisingly pleasant. We believe that the major application of this technique is
to encode information in a form that can be played back using mobile phones
(see Sect. 3.4).

Our melodic data transmission scheme assumes the existence of a set of 4
carrier frequencies. A two-bit value is signalled by playing a tone at one of these
carrier frequencies for a pre-specified duration. Note that instead of activating
two of these frequencies simultaneously as DTMF does, we only activate a single
carrier frequency at a time. This enables us to encode data as monophonic ring-
tones: the base level supported by the majority of modern mobile phones.

4
4

C F Dm G Em Am

Fig. 3. Notes corresponding to carrier frequencies for first six bars of the “baroque”
theme.

At any given time, we choose 4 notes from the C major (ionian) scale as our
carrier frequencies. A melody is constructed by varying the carrier frequencies
over time, according to a predefined sequence known both to the transmitter and
the receiver. A musician is employed to choose carrier frequencies in such a way
that, irrespective of the data being transmitted, the resulting melodies sound
pleasing to the ear. We call a particular sequence of carrier frequencies a theme.
Figure 3 shows an example of a theme that follows a chord sequence commonly
found in baroque music. Each bar contains a group of four carrier frequencies.
The nth carrier frequency (i.e. the nth crotchet) of each bar encodes the two-bit
number n.
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Fig. 4. An encoding of a 96-bit packet “36FB 224D 3935 C55F 4BE4 981E” using the
baroque theme. (The top stave represents the data.).

Our current implementation changes carrier frequencies every 8 notes (i.e.
every 16 bits). Under this scheme, the top stave of Fig. 4 shows the melody
corresponding to a 96-bit packet modulated according to the “baroque-themed”
frequency hopping. Two notes of the melody encode a single hex digit.

Although we use monophonic melodies to encode our information, that does
not stop devices capable of generating polyphonic music from incorporating other
voices in their musical output. For example, the data-transmission example of
Fig. 4 is augmented with a bass-line. Although the receiver will ignore the bass-
line1 it will be heard by the human listener, making the data transmission sound
more interesting.

Of course there are many themes other than the “baroque” one described
above. As part of our melodic data transmission implementation, we have com-
posed themes that represent an eclectic selection of musical styles ranging from
“blues” through to “eighties pop”! We envisage a scenario where both trans-
mitter and receiver have access to a pre-composed library of themes. The user
configures their device to modulate data using their favourite theme (cf. person-
alisation of mobile phone ring-tones). The choice of theme is encoded as a brief
preamble to the transmitted data broadcast using carrier frequencies known to
both transmitter and receiver. In our current implementation we use two carrier
frequencies (middle C and the C an octave above) to encode the preamble.

We have prototyped our melodic data transmission scheme using mobile
phone ring-tones. Our mobile phones played the ring-tones at 7 notes per sec-
ond leading to a transmission rate of 14 bits/s. We observed that although both
receiver and phones are capable of faster transmission2, increasing the tempo of
the ring-tones beyond 8 or 9 notes per second makes them sound less pleasant
to human listeners: the ear does not have enough time to pick out the melody.

1 It will be filtered out since it occurs outside the frequency range in which data is
expected (and is thus treated as unwanted noise).

2 We achieved 83 bits/s (the fastest that the mobile phone could play ring-tones)
with an upper limit of 0.001% bit error rate; the phone was held 2cm from the
microphone.
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Since the melodic nature of the data encoding is a feature we wish to emphasise,
we see 14 bits/s as the upper limit of this encoding technique. This is more than
adequate for transmitting short (e.g. 96-bit) IDs (see Sect. 3.4).

3 Audio Networking: Example Applications

In Sect. 1 we motivated audio networking as a “low-bandwidth localised con-
trol channel”. Here we expand this idea further, giving concrete examples of
applications based on audio networking technology.

The case studies presented here are designed to illustrate different properties
of audio networking. Sections 3.1 and 3.2 use audio for local transmission of
object identifiers (e.g. URLs); Sect. 3.3 demonstrates the room-grained locality
property of audio networking; and Sects. 3.4 and 3.5 show how existing devices
that can record or play sounds can be “brought into the interface”.

3.1 Local Transmission of URLs

To demonstrate the locality properties of audio networking we implemented a
“shared collaborative environment” that allows devices in close proximity to each
other to transmit and receive URLs in the spirit of HP’s CoolTown project [12].
In our current implementation, received URLs are automatically added to a
pre-specified bookmarks folder, allowing users to peruse them at their leisure.

Although transmitting short URLs is fine, we soon found that it can take
an unacceptably long time to transmit long URLs over low bit-rate audio chan-
nels (e.g. consider a complex dynamic web application with a large number of
HTTP-GET parameters). To alleviate this problem we introduce another layer
of indirection via an object server , a networked machine that associates short
object IDs (i.e. primary keys) with URLs. Recall that, in Sect. 1, we motivated
audio networking as a control-channel for existing high bandwidth networks. By
using an object server we can design protocols that transfer as much as possible
using the existing wired/wireless networking infrastructure whilst still exploiting
the locality properties of sound.

In this framework, our local shared collaborative environment works as fol-
lows: the transmitter (i) creates a new record on the object server that contains
the URL to be transmitted (using the high-bandwidth network); and (ii) broad-
casts the corresponding unique identifier over audio. Receivers decode the iden-
tifier and fetch the corresponding URL from the object server. Essentially object
IDs are just relative URLs which, although not globally unique, are unique to
a particular object server. Of course, we can make object IDs globally unique
by prefixing them with the IP address of the object server on which they are
stored. However, since our aim is to make object IDs as small as possible, we as-
sume for now that both transmitter and receiver are configured to use the same
object server. This setup is ideal for transmitting objects around an office-scale
environment.

The object server implementation is straightforward, comprising a web-
server, a SQL database and scripts that deal with insertion and retrieval of
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URLs (over standard HTTP). A number of housekeeping tasks are performed
automatically according to a configurable system-wide policy. For example, en-
tries that time-out are automatically removed. This allows us to keep the pool
of active objects small, reducing the lengths of object identifiers. In contrast
to URLs, which are often designed to be persistent, object IDs frequently only
exist for a few seconds: the time it takes devices to receive them over audio and
dereference them over a high-bandwidth network.

3.2 A Pick-and-Drop User Interface

A Pick-and-Drop user interface [18] enables users to move virtual objects around
in physical space by associating them with physical devices. We have imple-
mented an interface that allows users to pick up virtual objects (e.g. files, docu-
ments) onto their PDAs, carry them around a building (using the physical PDA
to represent the virtual object) and put them down on other devices. As a moti-
vating example for this kind of user interface, consider a person who picks up a
document from their desktop machine, walks across a building and puts it down
on a printer (at which point the document is automatically printed)3.

User interfaces such as this have been studied at great length. What makes
our interface interesting is that it is implemented using audio networking. When
an object is picked up, the transmitting device copies it to a local web-server,
inserts the object’s URL into the object server and transmits the correspond-
ing object ID to the PDA over audio. Similarly, when an object is put down,
the PDA broadcasts the object ID to the receiving machine over audio, which
fetches the corresponding document and acts accordingly. We believe that there
are two main advantages to this approach: (i) it is built out of existing, com-
monly deployed hardware; and (ii) giving the user fine-grained control over the
transmission range (i.e. volume) gives the user an extra degree of flexibility. For
example, transmitting the object ID over at an amplitude corresponding to a
4-meter range may copy the corresponding object to all computers in a room;
conversely transmitting over a 1 cm range would only transmit the object ID to
the single device held next to the PDA.

We have implemented a simple GUI for transmitting files using object IDs
(see Fig. 5). On the transmitter side, the user drags files into the transmit window
(at which point the document is copied to the object server, an ID is assigned
and broadcast over audio to a local PDA). On the receiver side the interface
consists of a menu of recently received objects. By selecting an object, one can
open it on the PDA (if the device supports the file-type) or retransmit the object
ID as audio. A configuration dialog allows the interface to be customised to suit
the user: e.g. whether objects should automatically be removed from the menu
once they have been transmitted, or over what range the object IDs should be
broadcast (see Sect. 3).
3 Since printers don’t have microphones we would probably have to place a device

near the printer that receives object IDs and issues print commands. However, since
in many cases there are print servers located next to printers, these devices could
often be used for this purpose.
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Fig. 5. Left: The GUI interface for receiving/transmitting object IDs; Right: Trans-
mitting a document ID for printing using audio networking.

Although machines that access the objects themselves must be connected to
high-bandwidth networks, one can still move object IDs around using devices
without networking capability. However, there is one subtlety which arises if the
PDA shown in Fig. 5 is not networked: in order for users to browse the object
IDs currently held on the PDA it is essential that human-readable names (e.g.
filenames) are associated with object IDs. When a device receiving an object
ID has access to conventional higher bandwidth networking then they can use
this medium to query the object server, obtaining the object name from the ID.
In this case only the object ID itself has to be broadcast over audio. However,
when a device receiving an object ID does not have access to higher bandwidth
networking then the object name must be transmitted over audio along with the
corresponding ID.

Short range transmission. Although room-scale multicast is a useful prop-
erty of audio networking, there are a number of scenarios where very short range
transmission (i.e. 0–2 cm) is appropriate (see above). Short range audio trans-
mission has a number of useful properties. In particular:

1. Transmission amplitude can be reduced so as not to cause distraction to
others in the same environment. We have demonstrated that by holding the
device within approximately 2 cm of a receiver’s microphone we can transmit
data at comparable volume to playing quiet music through headphones or
listening to a voice message through a telephone handset.

2. In a room that contains several devices, short range transmission provides
a simple and intuitive mechanism for a user to select a single device to
communicate with. Devices only communicate if they are less than a few
centimeters apart.
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3.3 Room Grained Location

In Sect. 1 we observed that, since buildings are specifically designed with sound-
proofing in mind, sound tends to be attenuated by walls. As a result, audio
signals provide a convenient mechanism to infer room-grained location. Figure 6
shows experimental evidence that justifies this claim. We measured the received
amplitude of a 21.2 kHz pulse (transmitted from a pair of desktop speakers)
on both sides of an office wall, using the built-in microphone and sound-card
on a Sony Vaio laptop. (Recall that 21.2 kHz is the carrier frequency used for
our inaudible transmission scheme.) Although inside the room the tone is loud,
outside the room it is not detectable.
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Fig. 6. A graph showing the received amplitude of a 2 second 21.2 kHz pulse on the
both sides of an office wall 3 meters away from the speaker. Outside the room the tone
is barely detectable: attenuation of > 20 dB.

The simplest audio location technique involves placing a beacon in each room
that repeatedly broadcasts a unique room identifier . Devices placed in the same
room as the beacon decode the room identifier and use this information to infer
their location. We do not advocate the use of extra hardware for room beacons.
Instead, we note that in many office environments there is at least one device
in each room that seldom moves (e.g. a desktop computer). A simple beacon-
ing service (which repeatedly plays a sound sample containing the room id) is
installed on this machine.

The major concern with this method is that the constant beaconing may
annoy users. To alleviate this problem we employ our inaudible transmission
scheme (see Sect. 2.1) in the beaconing service. Our prototype implementation
transmits a room identifier every 15 seconds; room identifiers take 3.5 seconds
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to be transmitted. To demonstrate the utility of room-grained location we have
implemented an application that automatically configures a laptop to use its
nearest printer as it is moved around a building.

Whilst the beaconing technique allows devices to infer their own location, it
does not provide a mechanism to query the location of other devices. To address
this limitation we implemented another system in which fixed desktop machines
run listener services that detect short (0.3 s) 800 Hz tones and report back to a
centralised location server . We assume that the devices whose location we want
to query already have conventional (wired or wireless) networking capability. In
this framework a location query can be performed as follows: (i) the device to
be located is signalled over the network; (ii) the device modulates a short code
over a 800 Hz tone; and (iii) any listener services that hear the tone report back
to the location server which aggregates the information in order to infer which
room the device is in.

Instead of the location server continually polling devices, the system is in-
tended to query the location of a device only in response to a user’s request. In
this context, we deliberately choose an audible signal (800 Hz) for the device’s
“I’m here” message, since it performs the useful function of notifying nearby
humans that the location of a device has been queried. It is interesting to note
that in ORL’s Active Badge System [25] a speaker on the badge was specifically
employed to notify the wearer when their location had been queried. Stajano ar-
gues that this principle of reciprocity makes the location-system more palatable
to users worried about loss of privacy [21]. A nice feature of our implementa-
tion is that we are able to unify the signalling of the listening service and the
notification of the human observer in a single audible broadcast.

There are a number of other audio location architectures which one can en-
visage. For example, whereas the location system proposed above signals the
device to be located over an existing (wired or wireless) network, one can imag-
ine a system that signals the queried device using an audio broadcast played
simultaneously in all rooms. This avoids the requirement that locatable devices
must be connected to an existing network. Another variant of this idea is to
modify the listening service to detect mobile phone ring-tones. In this context,
mobile phones (and therefore, with high probability, their owners) can be lo-
cated. In our experiments with this technique we configured our mobile phones
to play a single-note ring-tone when called from a known phone used to initiate
location queries. In this way one can easily disambiguate location queries from
genuine phone calls. (The caller groups feature, which allows specific ring-tones
to be associated with specific callers, is a common feature on modern mobile
handsets.)

3.4 Authentication Using Mobile Phones

Section 2.2 shows how data can be encoded as melodies. Using this encoding
scheme, unique identifiers can be sent to users’ mobile phones as ring-tones. An
interesting application of this technology is to use ring-tones as capabilities: by
playing back a received ring-tone users can authenticate themselves to a device.
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As a real-world application of this technique, consider an automatic ticket-
collection machine (of the type commonly found in cinemas) that prints tickets
that have been pre-booked over the Internet or telephone. Systems of this type
typically use credit card numbers to authenticate users: when a credit card is
inserted into the collection machine, the appropriate tickets are generated. How-
ever, since children tend not to own credit cards (and may not be trusted to
borrow their parents’ cards) they are precluded from using the ticket-collection
device.

Consider the scenario where a parent purchases cinema tickets for a group
of 14 year-old children4. As part of the booking system the parent enters the
mobile phone number of one of the children. An authentication ring-tone is sent
to this phone via SMS, allowing the children to collect the tickets without having
to borrow the adult’s credit card.

Using ring-tones to transmit data has different properties to transmitting
data using Bluetooth [2], which is increasingly becoming integrated into mobile
phones. In particular, whereas Bluetooth offers significantly higher bandwidth,
audio supports stricter locality properties. These properties complement each
other well: consider a scenario where a mobile phone uses an audible exchange
to authenticate itself against a local Bluetooth device. Once audio has been used
to introduce the devices, higher-bandwidth communication can be initiated au-
tomatically over Bluetooth. This removes the current requirement for the user to
enter an authentication PIN into the Bluetooth device they wish to communicate
with.

We believe that the mobile-phone audio authentication technique described
here will become more flexible as the Multimedia Message Service (MMS) con-
tinues to gain acceptance over SMS [7]. Using MMS one can transmit large audio
samples to mobile phones.

3.5 Audio Notes and Attachments

Audio networking allows devices that do not currently inter-operate with com-
puters, to be “brought into the interface”. In Sect. 3.2 we have seen how object
IDs can be recorded on PDAs to create a user interface where users can physi-
cally move objects around a building. However, we do not have to rely on PDAs
to record object IDs: any device that can record audio is sufficient. In this section
we present two applications that use existing recording devices and transmit ob-
ject IDs. In both cases, the transmitter uses our drag-and-drop interface to copy
object URLs to the object-server and transmit unique audio IDs (see Sect. 3.1).

By recording object IDs using standard voice recorders (i.e. cellphones, analog
dictaphones, voice mail systems etc.) we can attach digital documents to voice
notes. For example consider the memo: “Dave sent me revision 2 of this document
today 〈insert object ID1〉; must forward it to Anil 〈insert object ID2〉” where ID1

4 We conveniently choose an age at which children are (i) old enough to go to the
cinema by themselves; (ii) not old enough to own credit cards; and (iii) likely to
own a mobile phone!
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corresponds to a Word Document and ID2 corresponds to Anil’s email address
(i.e. a mailto: URL). When the object IDs are played back near a networked
computer it can receive the IDs, fetch the associated URLs and act accordingly
(e.g. open the Word Document and open a blank email window with the To:
field containing Anil’s email address).

Another similar example involves embedding objects IDs in telephone con-
versations. As part of a conversation the transmitter tells the receiver that they
would like to transmit an object. At this point, the transmitter holds the hand-
set to their computer’s speaker and drags the document to the transmit window
(resulting in an audible object ID); the receiver holds the handset to their com-
puter’s microphone to receive the object ID5. As long as both computers are
configured to use the same object server, the file simply appears on the re-
ceiver’s computer. Both users then pick up their handsets again and continue
their conversation. Whilst the idea of using acoustic-coupled software-modems
as an out-of-band channel to control higher bandwidth networking infrastruc-
ture is technically straightforward, we have found the resulting applications to
be useful and intuitive. Just as documents can already be attached to emails,
audio networking allows files to be attached to telephone conversations and voice
notes.

DTMF is a suitable transmission mechanism for these applications since it
uses the voice frequency-band and therefore performs well over devices such
as telephones and dictaphones. Our current implementation of these applica-
tions uses fairly low-speed DTMF (4 tones or 16 bits/s) to transmit object IDs.
The main reason for slow transmission in these examples is that object IDs are
recorded and replayed a number of times in the analog domain. We have to
make sure that transmitted data is robust against the signal degradation that
occurs as a result. Of course, 16 bits/s is perfectly adequate for transmitting
short object IDs.

4 Related Work

Many devices exist that offer wireless data transmission capabilities. Amongst
the most popular, IEEE 802.11b [8] and Bluetooth [2] use relatively low power
radio transmissions in the 2.4 GHz band to provide local area networking. On
a smaller scale, Motes are low-power sensor devices that have been successfully
deployed in an environmental monitoring project [15]. Motes use a short range
radio link to communicate sensor readings with each other and with a base
station. The PEN [5] project (previously named “piconet”) focused on using very
infrequent, low power radio transmissions to create a low-bandwidth localised
control channel.

There are a number of factors that differentiate our work from these technolo-
gies. Firstly, our “audio network interface cards” are ubiquitous – after all, most
5 Of course one can envisage a more developed framework where computers are given

a direct audio interface to the user’s telephone. However, since this kind of interface
is not considered standard hardware it is not the focus of this paper.
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computers and PDAs, as well as other common devices such as mobile phones
and dictaphones, come equipped with the ability to record and play back sound.
Secondly, many existing microphones are designed to be unidirectional whilst,
in contrast, radio antennae are typically omni-directional. As a result audio de-
vices must be roughly pointing at each other in order for communication to take
place. We see this as an advantage: it makes it more difficult for devices to com-
municate by accident. (However, note that audio is not as directional as IrDA).
Thirdly, we directly benefit from the low-level nature of the sound interface.
Whereas a network card typically offers a fixed set of APIs, the sound interface
is just a DAC. Since all signal processing must be done in software we are able
to directly manipulate the representation of packets at the sample level, gaining
the same kind of flexibility as software radios [23]. One major advantage is that
we can easily implement and test new application-specific features. For example
we added a send packet quietly API to transmit a packet over a shorter range by
reducing the amplitude of the generated samples. A further benefit is that we
can infer more information from each transmission than just a packet’s payload.
For example, the received amplitude of the signal is an indication of distance
between sender and receiver.

There are a wide variety of location systems described in the literature. No-
table examples include active bats [26], active badges [25] and crickets [17].
Unlike our audio-based system, these projects all require custom hardware. The
RaDaR [3] project, which attempts to infer location from the signal strength
of an IEEE P802.11 WaveLAN interface, is closer to our approach. However, it
suffers from two critical problems: (i) it is limited to using only the APIs that
come with the WaveLAN card (i.e. the software does not have access to the raw
RF signal); and (ii) WaveLAN is designed to permeate buildings in order to
provide network coverage. Since, in contrast, buildings are explicitly designed to
block audio transmissions we argue that audio is a more appropriate medium for
inferring room-level location.

Although a lot of work has gone into the design of human-to-computer audio
interfaces [19] (and conversely computer-to-human audio interfaces [16]), the idea
of using audio for computers to communicate with each other seems to have been
largely overlooked in mainstream computing. We believe that this may be, at
least partly, due to a concern that audio transmission is too intrusive to humans.
We hope that the applications presented here (in particular, see Sects. 3.3 and 3)
demonstrate that this is not the case.

Garasimov and Bender [9] have investigated a number of techniques for trans-
mitting information in the audible spectrum. They concentrated mostly on in-
creasing bandwidth e.g. fast On-Off Keying (OOK) and Code Division Multiple
Access (CDMA). The bandwidths they report are high (3.4 Kbits/s for CDMA)
although no error rates are presented. Their paper states that it is difficult to
do inaudible data transmission using standard hardware, claiming that stan-
dard 44.1 kHz DACs do not work well enough to transmit data over frequencies
greater than 18.4 kHz (a frequency that is audible to most people). In contrast,
we found that the DACs on cheap sound-cards worked well at much higher fre-
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quencies (even above the Nyquist limit due to lack of anti-aliasing filters, see
Sect. 2.1). The bit-rates we achieved whilst modulating data over a a 21.2 kHz
carrier, although low, are sufficient for a variety of context- and location-aware
applications (see Sect. 3.3).

Lopes and Aguiar have also studied mechanisms for encoding data melodi-
cally [14]. The main contribution of our work in this area is the application of
melodic data encoding to mobile phone ring-tones. Also, our scheme is the first
to allow data to be themed in the musical style preferred by a user. The existence
of a multi-million-dollar industry in themed ring-tones suggests that this is an
important consideration!

The use of audio communication has interesting security properties. Balfanz
et al [4] considers the use of audio as a “privileged side channel” to bootstrap
trust between strangers. His proposed system relies on the property that al-
though the side channel can probably be snooped (e.g. case using a very sensi-
tive microphone) it is not possible for attackers to subvert the protocol without
drawing attention to themselves (e.g. by making a loud noise). The implementa-
tion and deployment of such a system using audio networking technology is an
interesting area of future work.

5 Conclusions and Further Work

In this paper we have motivated audio networking as a low-bandwidth localised
control channel and described the implementation and performance of a variety
of audio data transmission schemes. A number of applications based on audio
networking have been described demonstrating that location- and context-aware
applications can be based on existing deployed hardware using audio networking
techniques.

In future work there are a number of other audio transmission mechanisms
that we are keen to explore. For example, by mixing our high-frequency narrow-
band transmission scheme (see Sect. 2.1) with band-limited samples in the au-
dible spectrum we are able to combine inaudible data transmission with audible
noises. A possible use for this technique is to accompany inaudible transmitted
data with an audible sound, the sole purpose of which is to provide information
to human listeners. For example, an object ID (see Sect. 3.1) broadcast in the
21 kHz band could be augmented with a sample that speaks the name of the
object (e.g. via voice synthesis) in the 0–10 kHz band.

Digital watermarking research has explored a number of ways in which in-
audible data can be hidden in audible sounds. A technique that we find particu-
larly interesting is hiding data in music [10]. We are keen to ascertain whether we
could use this technique to hide data in background music played in department
stores, restaurants etc. Note also that hiding data in other audio-streams would
allow us to use audio networking techniques in environments where people are
already using their PC’s speakers for other purposes. This would be extremely
useful in office environments, for example, where people often use their desktop
speakers to play music.



Context-Aware Computing with Sound 331

One of the advantages of audio networking is that the flexible APIs allow one
to infer more information from a received packet than just its payload data (see
Sect. 4). In future work we intend to explore this idea further. For example, how
accurately can one measure distances between devices using an audible “ping”?

Audio networking has a variety of interesting properties that differentiate it
from conventional wireless networking technologies:

1. the software has fine-grained control over the audio physical layer;
2. building sound-proofing constrains transmission to a single room; and
3. device-to-device and device-to-human communication can be unified.

Furthermore, since any device that can play or record sound can take part in au-
dio networking, the technique relies entirely on ubiquitously available hardware.
We hope that the research reported in this paper paves the way for location- and
context-sensitive applications that can be deployed immediately using existing
infrastructure.
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Abstract. Steerable Interfaces are emerging as a new paradigm used in realiz-
ing the vision of embodied interaction in ubiquitous computing environments. 
Such interfaces steer relevant input and output capabilities around space, to 
serve the user when and where they are needed. We present an architecture and 
a programming framework that enable the development of Steerable Interface 
applications. The distributed multi-layer architecture provides applications with 
abstractions to services of several novel components – for instance, steerable 
projection, steerable visual interaction detection, and geometric reasoning. The 
programming framework facilitates integration of the various services while 
hiding the complexity of sequencing and synchronizing the underlying compo-
nents. 

1   Introduction 

Weiser [1] characterizes “good” technology as being invisible and highlights the 
trend in ubiquitous computing towards “invisible” computers. The quote, “Invisible 
technology stays out of the way of the task - like a good pencil stays out of the way of 
writing”, stresses the importance of technology allowing the user to focus on the task 
at hand, and allowing them to take advantage of tacit and contextual knowledge, 
while unencumbered by the technology itself. As a principle for building invisible 
interfaces, he remarked, “the unit of design should be social people in their environ-
ment, plus your device”. As the focus of interaction moves away from the desktop 
focusing on the individual, his relationship to the physical world and the objects that 
inhabit it, new technologies will be needed to afford effective interaction. 

Dourish [2] has elaborated the notion of embodiment1, and argues that Tangible [3] 
and Social Computing [2] are aspects of the same perspective he calls Embodied 
Interaction, which we believe forms a compelling basis for studying and building 
interactions in ubiquitous environments. In his view “Embodied interaction provides 
conceptual tools for understanding how the interface might move into the background 

                                                           
1  “embodiment …denotes a form of participative status, …and is about the fact that things are 

embedded in the world and the ways in which their reality depends on being embedded.”   
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without disappearing altogether.” [2]. Rehman et al. [4] argue that the trend towards 
invisible computers have left the user without meaningful cognitive models of system 
function and behavior. They propose a solution can be found in the use of the “Many, 
many [input/output] displays” Mark Weiser [1] predicted would be available in ubiq-
uitous environments of the future. Rehman addressed this problem using head 
mounted displays and cameras to present information to users in a contextually ap-
propriate manner. We share the common view expressed by Dourish and Rehman 
that it is important to afford natural interaction to the user when and where they need 
it in the environment without disappearing altogether. However, we feel that wiring 
the environment with many displays is difficult and that wearing head mounted gear 
or carrying around devices is encumbering. Our work focuses on a new paradigm we 
are developing called Steerable Interfaces (SI) [5]. The main principle here is to use 
devices that can steer relevant input and output capabilities to the user in the envi-
ronment, when and where they are needed. This obviates the need to carry or wear 
devices or to outfit the environment with many displays or other devices.  

Steerable Interface technology enables the computer interface to dynamically reach 
into the environment and interact with the user based on where he is and what he 
needs. For example, an interactive display may be projected onto a nearby table that 
allows the user to manipulate a projected control (e.g. slider) to change some feature 
of the environment. Physical objects may be dynamically annotated with projected 
information regarding their use and endowed with behavior through steerable input 
provided by visual gesture recognition devices. This would allow the user to manipu-
late them in a tangible manner to achieve a desired goal. Instead of having many 
interactive displays of varying sizes, projected displays may be resized to suit the 
needs of the interaction, perhaps small for private notification or large for interacting 
with colleagues. A projection could also concurrently simulate many interactive dis-
plays on a given surface by partitioning its overall space into smaller displays that 
have the appearance of being separate.  

The computer no longer needs to be thought of as a device that is viewed through a 
fixed screen found in a static location, but as a device that can “reach” into our “real” 
world to interact with us. One may view this as embodying the computer such that it 
has a dynamic presence in our world and can interact with us in a goal directed man-
ner. Nothing, however, prevents us from creating “bad” interfaces using this technol-
ogy other than grounding our work in principles developed through the study of Em-
bodied Interaction. 

Pinhanez [6] describes the Everywhere Displays (ED) Projector, a projector with 
an associated rotating mirror that enables images to be projected onto virtually any 
surface while correcting for oblique projection distortion. Kjeldsen et al. [7,11] dis-
cuss adding Steerable Interaction capabilities to the ED, through a steerable vision 
system that can recognize hand gestures. Pinhanez et al. [8] and Sukaviriya et al. 
[9,10] describe several applications that highlight the use and advantages of SI’s. 
Pingali et al.[5] have defined the concept of SI and described its characteristics and 
articulated the enabling technologies. This extends the use to the acoustic domain 
through the use of steerable microphone arrays [12] for input and steerable audio 
output [13].  Lai et al., [14] have developed a prototype of an adaptive, personalizable 
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workspace, called BlueSpace, using this technology. This workspace application has 
received significant publicity in the media to date.  

This paper focuses on an architecture and programming framework that supports 
the development of Steerable Interfaces. This paper is organized as follows. Section 2 
describes the requirements that drove the architectural design as well as the resulting 
architecture. Section 3 discusses the requirements and design of the software devel-
opment framework. Section 4 illustrates the use of the Java Application Development 
Environment and highlights productivity gains. Section 5 demonstrates system use 
through an example application. Section 6 concludes with a discussion on what we 
have learned and directions for future work. 

2   System Architecture 

Our primary goal here is the development of an architecture that facilitates the devel-
opment of effective tools and techniques for building and delivering Steerable Inter-
faces, as well as the exploration of new modes of interaction for ubiquitous comput-
ing environments. This ranges from the design and development of specific 
technologies, for example in projection and visual interaction, as well as the combina-
tion of technologies to form new interaction capabilities.   

Analysis of our primary goal resulted in the following set of requirements for an 
architecture that enables Steerable Interfaces: 

 
• Support communication among the multiple hardware and software components 

used in Steerable Interface systems. 
• Insure that components support the definition of an interaction that is independent 

of the location where the interaction is delivered. Allow the same interaction to be 
delivered to any available location in the environment. 

• Provide a clear abstraction between function and implementation of components to 
facilitate experimenting with new ways to deliver underlying function without af-
fecting applications that use the component. 

• Insure components operate independently as well as work together. 
• Facilitate the easy addition of new components to extend functionality. 
• Afford both asynchronous and synchronous operation of components from layers 

above. 
• Enable development using different languages and development approaches. 
• Support a distributed architecture. 
• Insure adequate performance. 

Figure 1 shows our architecture for Steerable Interfaces. It is a three-tier architecture 
composed of a Services Layer, an Integration Layer and an Application Logic Layer, 
as explained below. 
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Fig. 1. An architecture for steerable interfaces. 

2.1   The Services Layer 

The Services layer consists of a set of modules that represent independent compo-
nents of a Steerable Interface system. Each of these modules exposes a set of core 
capabilities through an HTTP/XML Application Programming Interface (API). Mod-
ules in the Services Layer have no “direct” knowledge or dependence on other mod-
ules in that layer. The modules share a common XML language called the Every-
where Displays Markup Language (EDML) along with a specialized dialect for 
communication with each module in this layer. Applications written in any language 
can directly communicate with each module in this layer using EDML, as indicated 
by the first arrow on the left in Fig. 1, labeled EDML. EDML allows us to explore 
developing applications using a variety of different approaches by providing language 
independence. Multiple modules of each type can be instantiated and operated at the 
same time.  

The core EDML definition includes commands for establishing communication 
with a module, starting and stopping their respective services, and commanding or 
querying modules. Basic EDML action commands fall into 3 logical pairs: 
Use/Release are used for definition/allocation and de-allocation of objects (e.g. But-
tons, Images, etc.). Set/Get are used for setting or retrieving values of objects and 
Activate/Deactivate for activation and deactivation of “Used” (allocated) objects.   
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All modules in the services layer respond to XML commands asynchronously, i.e., 
once an XML command is received through an HTTP “POST” message, the HTTP 
communication is first completed before the request is processed. The sender tags 
each message and upon completion of the command the component returns an XML 
message along with the identifying tag, indicating either that it has successfully com-
pleted or that an error was encountered. We chose this approach as opposed to using a 
Remote Procedure Call (RPC) approach such as RMI, CORBA or SOAP to facilitate 
asynchronous communication where the caller does not wait for the completion of the 
command. Brumitt et al. [15] and Arnstein et al. [16] have elaborated on problems 
related to RPC style communication in ubiquitous computing environments and have 
chosen a similar asynchronous approach. Also, using the HTTP protocol allows us to 
more easily implement a distributed system and configure the machines on which a 
service runs.   

The Services Layer has six types of components that have been implemented to 
provide an initial basis for applications that use Steerable Interfaces. The Vision, 
Projection and Steerable Camera interfaces afford steerable visual input and output, 
while the 3D Environment Modeling, User Localization and Geometric Reasoning 
components enable tracking of individuals in the space and reasoning about individu-
als and the spatial relationships they have with interaction surfaces in the environ-
ment. These last three components have been included because they are especially 
useful in achieving adaptation of the interface to user and environmental context. 
Brumitt et al. [17] have articulated a common view regarding the importance of ge-
ometry and geometric reasoning in their EasyLiving [18] project. In our system, the 
tracking, modeling, and reasoning components provide critical contextual information 
that allows us to direct the interactive display onto the appropriate surfaces that are 
most effective for the interaction required. For instance, occlusion, which is often a 
problem in steerable interfaces, can be detected by geometrically reasoning about the 
position of the user and the projected surface. If occlusion is determined to occur, the 
projected interaction can be redirected and the content adapted. We will show how 
this is particularly useful in the example in Section 6. 

The Projection component EDML API, called PJML, provides the declarative 
representation of the extents of display images along with their spatial arrangement in 
a known frame of reference. The basic PJML action commands enable the instantia-
tion, activation and deactivation of this declarative information. The projection sur-
faces and associated real world parameters are known only to this component and are 
also referred to by the application symbolically by name. This leaves the responsibil-
ity of mapping the declaratively defined visual widgets to relevant surfaces, as well as 
the intrinsic implementation, completely to this component. Two basic widgets have 
currently been defined for this component. An Image is basically a bitmap that can be 
projected onto a surface. A Stream is a rectangular region defining a portion of the 
display buffer on the machine that is running the Projection component. This region 
can be dynamic visual imagery that is then mapped onto the surface designated via 
PJML. 

The Steerable Camera component EDML API, called CAML exposes an inter-
face that allows the application to steer the camera to a named location and adjust all 
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the relevant parameters, such as, zoom, focus and gain to access video data. As in the 
case of the other modules this is a general-purpose component that can be used by 
applications to capture and use video data as is required. 

The Vision Interface component EDML API, called VIML, provides two very 
important functions. First, it enables the declarative description of the widgets of a 
specific visual interface interaction along with their spatial arrangement in a known 
frame of reference. The basic VIML action commands enable the instantiation, acti-
vation and deactivation of this declarative description. The interaction surfaces and 
associated real world parameters are known only to this component and are referred 
to by the application symbolically, by name. This leaves the responsibility of map-
ping the declarative interface description to relevant surfaces completely to this com-
ponent. Second, it provides a mechanism for returning events to applications that 
relate to the users manipulation of a widget - such as triggering a button press. All the 
necessary usage and environmental details are hidden from the application developer, 
who is concerned only with the arrival of an event associated with a specific widget. 
The component implementation is free to change allowing us to explore alternative 
approaches for recognizing gestures.  

We have currently defined and implemented three vision interface widgets, a But-
ton, a Slider, and a Track Area. Buttons are simple visual objects that are triggered 
when “touched”. Sliders allow a user to adjust a continuous single dimension parame-
ter by moving their finger along a designated rectangular region. Track Areas allow a 
user to adjust a continuous two dimension parameter (X,Y) by moving a finger within 
a rectangular region. The Projector component can endow widgets with a visual ap-
pearance by projecting imagery that coincides with the position of the widget in the 
camera’s field of view, but this is not a necessity. Widgets can be tangible objects, 
such as real Buttons, or Sliders, or even pictures of widgets. This component’s re-
sponsibility is to provide the basic functions for recognizing gestures in a ubiquitous 
computing environment. 

Figure 2 graphically illustrates the mapping process that occurs when an applica-
tion combines the function of the Projection component, the Vision Interface compo-
nent and the Steerable Camera component to create an interactive display in the real 
world. The Definition process highlights that a specific interaction has a single de-
clarative display and interaction area. During the Mapping phase the Projection and 
Steerable Camera components steer their associated devices to the surfaces named in 
the definition. H and Hv are the homogeneous transformations that define the map-
ping of the display and interaction areas to projection and interaction surfaces respec-
tively. These transformations for defining surfaces are derived from a calibration that 
is first performed on the respective host machines upon which the Vision Interface, 
the Steerable Camera, and Projector components are running. 

The 3D Environment Modeling component is a modeling toolkit for creating and 
manipulating an environment model to support steerable interfaces. It is in many 
ways a simplified version of standard 3D modeling software. It supports basic geo-
metric objects built out of planar surfaces and cubes and allows importing more com-
plex models. However, the toolkit provides additional objects such as projectors and 
projection display surfaces and annotation capabilities that are specifically required 
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for steerable interfaces. Almost every object in the model can be annotated. This 
makes it possible to attach semantics to objects such as optical properties of a surface 
and its preferred usage. The toolkit stores the model in XML format, with objects as 
tags and annotations as attributes. This format allows the model to be easily defined 
and manipulated by applications in the architecture. The modeling toolkit is also 
designed to be accessible to the Geometric Reasoning component described below.  

 

 

Fig. 2. The process of mapping the declarative display and interaction area definitions onto real 
world surfaces. 

The User Localization component keeps track of the 3D position of a user’s head 
in relation to the environment model. In our current implementation, we use multiple 
cameras with overlapping views to triangulate and estimate this position. Our system 
tracks user position to an accuracy within a few inches and operates at video frame 
rate. This allows us to reason quite effectively about the appropriate surface for dis-
playing the interface and about user occlusion of the display, as discussed above. The 
EDML API for the User Localization component is called TRML, and provides a 
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basic structure for queries about the user’s presence, position, and orientation in the 
environment.  

The purpose of the Geometric Reasoning component is to facilitate intelligent se-
lection of the appropriate display and interaction surfaces based on criteria such as 
proximity to the user and non-occlusion of the surface by the user or by other objects.  
Applications or other modules can query the geometric reasoning engine through the 
EDML API, called GRML. The API currently supports two types of queries. The first 
type of query is a property look-up action. The geometric reasoning engine returns all 
the properties of a specified display surface given the location of the user in the envi-
ronment. The user location is typically obtained by the application from the User 
Localization component described above. Other possibilities include simulated user 
positions for planning and testing purposes. In the second type of query, the reason-
ing engine receives a user position and a set of criteria, specified as desired ranges of 
display surface properties, and returns all surfaces that satisfy those criteria. Proper-
ties of a display surface include:  

 

1. Physical size of the display surface. 
2. Absolute orientation angle between the surface normal and a horizontal plane.  
3. Distance between the center of the user’s head and the center of a surface.  
4. Position of the user relative to the display surface, defined as the two angles to the 

user’s head in a local spherical coordinate system attached to the display surface. 
This indicates if the user is to the left or to the right of a surface.  

5. Position relative to the user, defined as the two angles to the display surface in a 
local spherical coordinate system attached to the user’s head.  

6. Occlusion percentage, defined as the percentage of the total area of the surface that 
is occluded with respect to a specified projector position and orientation.  

7. An occlusion mask, which is a bitmap that indicates the parts of a display surface 
occluded by other objects in the model or by the user.  

2.2   The Integration Layer 

The Services Layer described above has been designed to meet some of the important 
requirements listed at the beginning of section 2. Each component in the Services 
layer has a very specialized function in a particular aspect of a ubiquitous computing 
environment. Through EDML, the layer provides one level of abstraction between 
function and implementation of components to facilitate replacing the underlying 
components that realize a function without affecting applications that use the compo-
nent. 

However, coordination of these components to deliver new functionality is beyond 
the scope of the Services Layer. Hence, we defined an Integration Layer that has a 
built-in set of classes to facilitate the integration of the underlying components in the 
Services Layer. We decided that JAVA would be a powerful programming language 
to use in defining this set of classes for developing ubiquitous applications.  Our 
goals here were to provide a set of basic classes that could be used by an Application 



An Architecture and Framework for Steerable Interface Systems      341 

Framework to provide a set of concepts that would facilitate development. The re-
quirements we derived for this layer are: 

 

• Provide a JAVA based API for all EDML objects and associated commands 
• Facilitate communication with the services layer by providing a set of specialized 

servers to handle message input and output as well as events returned 
• Handle event propagation back to the appropriate widgets 
• Provide simulation capability for each service, enabling development without the 

need to be connected to the precious resources of the space 
• Handle synchronous and asynchronous message passing and callbacks as well as 

coordination or synchronization of sets of asynchronous calls 
 

Figure 1 illustrates the classes that were built to satisfy these requirements. The Serv-
ers block consists of a set of classes for generating servers (as well as specific server 
instances) that handle serialization of messages sent to each component, insuring that 
the order of arrival is the same as the order of transmission. This is quite important in 
cases where one command to a component must precede another. In addition, these 
servers also handle messages returned from components signaling success or failure 
in execution of the requests and events returned from the vision interface for propaga-
tion to the application. 

The PostOffice class allows the JAVA based EDML commands to either run syn-
chronously, that is, wait for the return result of the requested command, or asynchro-
nously, with the ability to get a callback upon completion of the command. The 
PostOffice uses a simple mechanism, similar to the concept of “Return Receipt” 
common in real post offices.  The idea is that each request is tagged with a unique ID. 
If a synchronous call is requested, the calling thread issues a wait, and proceeds only 
after the post office notifies it of the receipt of a “return receipt” that has the unique 
ID. Similarly, asynchronous calls would just proceed, but would have a callback 
method called upon receipt of the “return receipt” that had the appropriate unique ID. 
Note that messages could share a common “return receipt” ID, in which case a thread 
could wait for the completion of a set of asynchronous commands, a very useful and 
frequently used feature. 

The EDML Classes allowed a JAVA program to easily construct all the objects 
defined by EDML and to issue synchronous or asynchronous calls to the components 
in the Service Layer. Visual interaction widgets are subclasses of JAVA swing 
classes. For example, buttons are a subclass of JButton, so they would inherit all their 
capabilities, again a very useful feature, which we will discuss in the next section. 
Similarly, display widgets are inherited from relevant swing classes. For example, an 
Image is a subclass of Jlabel. To invoke the behavior of a Button the Event Manager 
simply needs to call the doClick method of the Button. The advantage of this ap-
proach is that the same functionality can be triggered through several means.  

For example, consider a media player application that can be moved to different 
surfaces in space, allowing the user to play, stop, rewind etc., by touching projected 
buttons. Our approach allows this media player application to be controlled either 
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through gestures recognized through the camera based Vision Interface, or simply 
through an alternate on-screen GUI.  

To facilitate development, we have also incorporated Simulators to the integration 
layer framework. Simulators allow application development to proceed without the 
need to actually be in the physical space. Each component has a corresponding simu-
lator class that could be used to simulate receipt of messages and returns that would 
normally be generated by the actual component. Also, an event simulator is available 
for transmitting simulated events, which is again, very useful in developing and de-
bugging an application. Several levels of debug traces can be switched on and off, 
providing a complete trace of the system. 

The second arrow from the left, labeled JAVA (EDML Adapter API) in Fig. 1 in-
dicates the path that a JAVA application could take by calling the set of JAVA 
EDML classes. Taking this direct path to the EDML classes, however, can be tedious 
and requires coordination of numerous calls and a significant amount of code to cre-
ate simple applications. Note that an application that generates an interactive display 
would have to individually coordinate all of the components in the layer below. In 
particular, rapid prototyping can be hard to achieve using the EDML JAVA classes 
directly. To address this problem, we have developed a framework to simplify the 
development of Steerable Interface applications, as we will shortly discuss in Sec-
tion 3. 

2.3   The Application Logic Layer 

The Integration Layer facilitates communication with the Services layer and coordi-
nation of multiple services, as described above. The final layer in our architecture is 
an Application Logic Layer where an actual application is instantiated, resulting in 
the instantiation of the corresponding classes in the Integration Layer. The framework 
for developing such an application is discussed below. This framework was used in a 
JAVA Application Development Environment that enables graphical composition of 
the GUI to significantly simplify the whole process of development. 

3   Steerable Interface Application Programming Framework  

We developed a programming framework consisting of a set of classes that conceptu-
ally and practically simplify the task of application development. The current frame-
work consists of over 130 classes including classes in the Integration layer. However, 
the framework enables applications to be written using as few as 4 or 5 classes. We 
now outline the major classes that simplify application development. 

The primary class for creating an interactive display is called Interaction. It con-
tains all the necessary information required by the Vision Interface, the Projector and 
the Steerable Camera to create a declarative definition of display widgets (e.g. images 
and streams) as well as vision interface widgets (e.g. buttons, and sliders) on a given 
surface. In addition, it contains the procedural information defining the behavior 
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triggered by user interaction. It contains at least 20 instances of EDML objects that 
specify attributes such as the projection and vision surfaces, the container object that 
hold the display and interaction widgets, along with the widgets themselves, and 
many other parameters. It basically encapsulates everything needed for one projected 
interactive dialog. It would take many JAVA calls to instantiate an Interaction, and 
requires detailed knowledge of layout to provide coordinates for these objects, and to 
fill out the many parameters. This process is akin to building a traditional GUI, only 
more complex due to the coordination of a greater number of components. Fortu-
nately, Application Development Environments (ADE) have solved this problem 
before, through the use of graphical GUI construction tools. Using the Composition 
Editor (a JAVA bean editor) in our ADE, an Interaction can be completely defined 
graphically. Stubs for actions to perform are also generated in the process and need to 
be fleshed out to define the behavior. An application developer would use this tool to 
generate a number of interactions for a particular application. We will describe the 
development process in Section 4. 

The main driver for an application is the Application class. The set of Interactions 
used by the application are added to an Application instance. The Application in-
stance contains the logic of an application and can maintain the relevant application 
state required in making any decisions. An Application can define a new Sequence-
Manager that is responsible for sequencing the order that Interactions are presented 
or instantiate one from an existing set of available managers. A simple Sequence-
Manager may call a method in the Application or the current interaction to compute 
the next Interaction to instantiate.  

Once the Application is ready to instantiate an Interaction, it automatically passes 
it to the InteractionManager, which is responsible for orchestrating all the EDML 
calls that are necessary for bringing the interaction to life. Figure 1 shows this path 
that completes a description of the three ways that we have to generate Steerable 
Interfaces. Using this approach requires knowledge of only a few Framework classes 
and simplifies the task of application development, especially when using the Com-
position Editor described in Section 4. 

A few other classes are useful for tracking a user in the environment and triggering 
behavior based on position. A Tracker class is provided that monitors the position of 
the user in the environment at a specified frequency. It uses the Observer/Observed 
pattern to publish location information to all subscribers. A Zone class defines a re-
gion in space and is an Observer of the Tracker class. It has several methods that fire 
when a user enters a Zone or leaves a Zone. This class currently has 2 subclasses that 
implement Circular Zones and Rectangular Zones. Zones can be added to Applica-
tions to automatically trigger behavior appropriate to a location in space.  

Finally, a class called TrackerGUI allows simulation of the movement of a user in 
the environment through a  mouse-based GUI and a simple graphical representation 
of the physical space. In this case, the Tracker simply gets its tracking information 
from the TrackerGUI as opposed to the User Localization component. We stress the 
importance of simulation in frameworks for ubiquitous computing environments. Not 
only does it allow development to proceed without requiring the resources of the 
space, but it also helps in debugging the overall complex solution and track down 
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bugs in the underlying components. Much of the Integration Layer and application 
Development Framework was developed before the Services Layer components were 
completed and debugged. Also, debugging and integration of the whole architecture 
was significantly simplified. In Section 5, we will describe how all the classes de-
scribed above were used to implement an interactive advertising display one might 
encounter in a retail store. 

 
 

 

Fig. 3. The Composition Editor in our JAVA Application Development Environment. 

4   Java Application Development Environment (ED-JADE) 

Based on the framework described in Section 3, we developed a Java Application 
Development Environment that enables graphical composition of Steerable Interface 
applications. Figure 3 shows the Composition Editor, available in our ADE, that we 
used to create Interactions. The left-hand column of the GUI contains JAVA Swing 
classes we have sub-classed. The center region is the design window. The dialog on 
the design window is a visual representation of the interaction we are building. An 
application developer would populate this dialog with Images and Streams that would 
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be available in the dialog by simply clicking on the appropriate widget and dragging 
it onto the dialog.  Similarly, the developer would select interaction widgets from the 
palette and place them in the appropriate location. A property editor is available for 
editing all the relevant fields in the interaction. The property editor, for instance, 
could be used to define the image that is projected for the Button or the Track Area. 
In addition, a default display surface could be specified indicating where this dialog 
should appear in the environment. Using this approach a developer can quickly define 
the widgets and their spatial relationships without resorting to code.  

5   An Example Application 

Figure 4 illustrates one example application that was developed using the framework 
described in the previous sections. This application is a very simple demonstration of 
the use of a steerable interface in a department store of the future. This example inter-
face combines steerable projection, gesture recognition, user tracking, geometric 
reasoning, and environment modeling capabilities described in Section 2. In the top 
left picture an advertisement is presented to the general public as they pass by and 
tries to lure them toward the display by indicating the word “GIFT” in a large font. 
As a shopper approaches, the application detects the presence of the shopper and adds 
some smaller text which is now viewable from this new position saying “A GIFT of 
beauty” just for you (Fig. 4 – top left). As the shopper approaches even closer a new 
image is presented showing the potential free gifts available, along with a button that 
can be pressed to obtain a detailed description of the gifts possible (Fig. 4 – top right). 
However, in this situation the shopper is in a position that occludes the display. The 
application reasons about the occlusion and moves the display to a new unoccluded 
surface near the customer and adapts the interface by positioning the button to a loca-
tion that is easily accessible (Fig. 4 – bottom left). The shopper, being interested in 
seeing more details, presses the button and is presented with an additional description 
of what they can get for free (Fig. 4 – bottom right). 

The whole application above was developed with less than 200 lines of code using 
the application framework and the ADE described in the previous section. In this 
case, since the interaction could be handled within a single surface (about a 4 foot 
square projection area) only one Interaction needed to be defined. To implement this 
application, all we had to do was to instantiate an Application class object and define 
and add an Interaction containing three rectangular zones. A simple observer class 
was written and added to the Tracker. Its function was specifically to detect occlusion 
based on customer position and adapt the image appropriately. 

To deploy the application in a space, the Vision Interface, Projection and Steerable 
Camera components were calibrated to one single surface of our laboratory environ-
ment using the calibration GUI tools of the respective components. The position of 
the surface was also entered in the database of the 3D Environment Modeling com-
ponent. The application runs continuously, once started, luring those that pass by in 
our lab to interact with it. 
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Fig. 4. An interactive display demonstration for a product in a retail store. 

6   Discussion and Conclusions 

We have presented an architecture and a programming framework for Steerable Inter-
faces and illustrated their utility through an example application. We believe that our 
architecture successfully meets the requirements of a Steerable Interface system ar-
chitecture as outlined in Section 2. The XML approach to the Services Layer results 
in a distributed architecture that allows the various components to exist on different 
machines. This approach also facilitates replacement of individual components and 
exploration of alternate means of achieving the same functionality. The Integration 
Layer enables coordination, sequencing, and synchronization of the modules pro-
vided by the Services Layer, and provides means of simulating these Services. Fi-
nally, the Application Programming Framework allows easy development of applica-
tions while hiding the complexity of the Services and Integration layers.  

Several developers in our group and in other groups have used this architecture 
and programming framework in different environments. The architecture has enabled 
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eloquent demonstrations of the new styles of interaction offered by the Steerable 
Interfaces paradigm. However, we recognize that this is still a first attempt at an ar-
chitecture to support this new paradigm. Below, we summarize some of our observa-
tions based on the experience gained thus far in using it.  

We have found that the design of the Services Layer and associated communica-
tion approach described here has indeed enabled the exploration of several alternative 
approaches to application development. For example, some of our colleagues have 
used JavaScript in conjunction with Microsoft’s XML/HTTP ActiveX objects to 
communicate with this layer. Others have used MacroMedia’s Flash to link to this 
layer, while a group at a collaborating university has used JAVA to directly generate 
XML. Some members of our group rely mostly on developing applications using the 
JAVA EDML API, while others use the application development Framework exten-
sively.  

The extensive use of simulation has been very important in allowing development 
of the components to proceed in parallel as well as being able to develop applications 
with out requiring a lot of time in the actual physical space or use of associated re-
sources like the projector and camera. It has been our experience that application 
development for ubiquitous computing environments in general will have to rely 
heavily on such simulations. 

We realize that adaptability is a critical concern for Steerable Interface systems. 
The ability to effectively use contextual information to determine the most appropri-
ate surface for interaction as well as adapting the content based on this context is 
crucial. The support for geometric modeling and reasoning in our architecture has 
allowed us to develop several applications that exhibit such adaptability. In particular, 
we are able to address one of the most important issues in Steerable Interfaces, 
namely occlusion.  

We have worked with other colleagues to develop a prototype workspace envi-
ronment called BlueSpace[14] using the framework described in this paper. This 
environment has been demonstrated extensively at several research centers around the 
world. Recently, this system was demonstrated continuously for nine days at CeBIT 
2003 in Hanover, Germany and proved to be quite robust. The Steerable Interface 
technology was very well received by the business community, the media and by 
every day people that attended – a positive indication of the potential of this para-
digm. 

In the future, we plan to continue to evolve this architecture to support the growing 
needs of Steerable Interface applications. At the Services Layer, we plan to incorpo-
rate the features of the latest projection devices, as this is an area that is advancing 
quickly. Adding steerable audio input and output functionality for voice and sound 
are another area we plan to explore. This will focus our attention on issues related to 
multi-modality in our architecture. At the Integration Layer, we also plan to extend 
and test the architecture to address the coordination of numerous steerable input and 
output units over large spaces. Support for remote monitoring, control, and diagnosis 
are other challenging architectural issues. Other issues of interest go beyond the 
architecture to the underlying science and technologies for Steerable Inter-
faces. Simplifying or minimizing the need for calibration is a very important area to 
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ensure that these kinds of applications abound. Understanding human perception of 
surfaces and objects that are being projected upon will allow the selection and adapta-
tion of surfaces based on their characteristics as well as the projection characteristics. 
Finally, looking at novel gestural interaction paradigms that are better matched with 
ubiquitous computing environments is a topic we will pursue. 
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Abstract. With increased use of mobile information technology and increased 
amounts of information comes the need to simplify information presentation. 
This research considers whether low-information-rate displays (such as those 
used in mobile devices) can provide effective information awareness. An ex-
periment was performed to measure the performance/size tradeoff of visual dis-
plays ranging in size from two LEDs to nine LEDs, and using a number of dis-
play characteristics – i.e., color and blinking in various combinations. Results 
show a reliable tradeoff between performance (participant response time and 
accuracy) and display size (number of LEDs). However, even the full set of 27 
messages can be conveyed with high recognition accuracy using only three 
LEDs by mapping the messages into color and position. Thus, mobile devices 
with micro-level form factors can be designed to convey critical information 
and provide effective notifications. Future work and a prototype developed 
from this work are discussed. 

1   Introduction 

With the growing use of mobile information technology comes an increased concern 
about the impact of such technology on society as a whole. Many computer-based 
devices are no longer constrained to relatively permanent work or home environ-
ments, but are likely to be found in almost any physical location or in any social set-
ting. Concerns with mobile applications have arisen in areas such as safety (e.g., 
using a handheld organizer while driving) and appropriateness (e.g., using a cell 
phone in a restaurant). Many organizations have even started regulating the use of 
mobile devices in specific locations and under certain circumstances, sometimes 
using technology itself (such as cell phone jammers) to enforce “proper behavior”. 
With an increase in mobile devices also comes an increased risk of “attention over-
load,” which can occur when individuals are overwhelmed and interrupted by intru-
sive and attention demanding external events, such as loud auditory cues or flashing 
bright lights [4].  
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In such technology-laden environments, information overload is a serious problem 
as well. While information is necessary to perform many tasks, the human mind is 
limited in terms of how much information it can process at one time. The problem of 
information management becomes even more difficult and complex in mobile envi-
ronments. People must juggle a multitude of dynamic sights, sounds, and other stim-
uli that convey information and compete for their limited attention. One way to re-
duce information overload is through the use of meta-information, which can require 
less effort to process and can result in fewer or less severe disruptions. If meta-
information is deemed important, the person receiving it can make a decision whether 
or not to seek additional details. For example, a mobile worker may not need or want 
the entire contents of a message or an announcement every time one becomes avail-
able. It may be too distracting (and perhaps too dangerous) to the worker’s primary 
tasks. However, they may wish to receive a notification that a message is available, 
along with an indication of how important it is, and its source. That way, the worker 
can make their own decision, based on their current situation, whether or not to stop 
their primary task to access the contents of the message. 

This research investigates the design and use of notification cues, which indicate 
the status or availability of information that is of interest to a particular user in a 
ubiquitous setting. Notification systems must “present potentially disruptive informa-
tion in an efficient and effective manner to enable appropriate reaction and compre-
hension” [16]. Examples of notification cues include the ringing of a cell phone for 
an incoming call and the chime on a handheld device when a text message arrives. 
Notification cues are a form of information, and questions arise such as what form 
these cues should take and how appropriate they are in different settings. Determining 
notification cues for use in ubiquitous environments can become quite complex, re-
quiring the selection of appropriate delivery channels based on continuously changing 
contexts and dynamic information needs. 

Specifically, this paper presents the results of an experiment that measured the 
comprehension of and preferences for different visual displays. Each display con-
veyed the same amount of information, but differed in the number of lights (LEDs) 
used, their physical arrangement (pattern), the colors used, and whether the lights 
blinked or not. More lights used in a display means that more room is needed on a 
device that conveys the notification cue. More lights, however, and the pattern of 
those lights, may convey information more quickly and easily to the user. Blinking 
lights and different colors may add complexity to the cue, and may make it more 
difficult to understand the cue, but allow for a more efficient (i.e., compact) display. 
This experiment, therefore, investigated whether or not tradeoffs existed between 
several different cue displays. 

The paper is organized as follows. Section 2.0 provides some background on noti-
fication cues, including material on human attention and distractions. Section 3.0 
describes the methodology used in the experiment, including a description of the 
configurations and reasons behind the choices made for each display. Section 4.0 
presents the results of the experiment, and section 5.0 discusses the results. Section 
6.0 draws some conclusions and provides directions for future research. 
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2   Background 

Notification cues can take on various characteristics. Cues can be visual, auditory, 
tactile, or multimodal in nature. They can be private such that only the receiver is 
aware of then, or public such that everyone in the immediate vicinity will receive the 
cue. Cues can also range from being quiet and subtle to being loud and intrusive. A 
ringing cell phone is an auditory, intrusive, and very public notification cue. A vibrat-
ing cell phone is a tactile, subtle, and private notification cue that can convey the 
same information [4]. There may be different situations where the use of each of 
these cues is more appropriate. Notification cues also need to safely compete for a 
user’s attention in a world full of an increasing number of distractions, especially in 
the mobile environment. Important information needs to reach its intended user 
quickly. Critical notifications that are delayed too long or fail to be delivered can lose 
their value completely. 

The design and use of notification cues must take into account the intricacies of 
human attention in dynamic environments. Attention involves the allocation of per-
ceptual or cognitive resources to something at the expense of not allocating them to 
something else [5]. Humans have a limited amount of resources available for alloca-
tion to different tasks, therefore everything cannot be attended to at once. People can 
attend to a modality (vision, hearing, touch, taste, smell), a color, a shape, or a loca-
tion [5]. The decision to attend specifically to one of these over the others arises from 
the task at hand. However, events occurring in the unattended modalities will not go 
unnoticed [15, 18]. For example, when reading a book, a person may ignore most 
sounds but will respond if their name is called. The brain processes unattended mo-
dalities at a level that allows for recognition but keeps them unnoticed for the most 
part [23]. 

With computer applications that are used in the office, home, or similar settings, 
the context is known and is relatively stable from minute to minute. While this does 
not mean that there cannot be multiple activities competing for a user’s attention 
(e.g., animated ads, intrusive pop-under windows, stock alerts, and email notifica-
tions), the environment outside of the computer is fairly consistent for a given user 
from day to day. Most offices and homes function with a fair amount of regularity 
and predictability, even if they do experience a great amount of activity. The user can 
devote a relatively consistent amount of attention to actually performing tasks on the 
computer. 

On the other hand, with mobile applications, there can be a significant number of 
additional people, objects, and activities vying for a user’s attention aside from the 
application or computer itself [21]. Furthermore, since devices are completely mobile, 
this outside environment can change rapidly from moment to moment. A mobile 
application may not be the focal point of the user’s current activities [7], as the user 
may be trying to juggle interaction with a mobile device along with other elements in 
the environment (e.g., walking on the sidewalk of a busy city street with small chil-
dren while receiving directions from a navigation system). Mobile activities can be 
complex because of changing interactions between the user and the environment. The 
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amount of attention that a user can give to a mobile application will vary over time, 
and a user’s priorities can also change unpredictably [11]. 

An environment that consists of too many distractions can be confusing and un-
manageable. Hansson, Ljungstrand, and Redstöm [4] defined attention overload as a 
situation where “people are overwhelmed and interrupted by obtrusive and attention 
demanding external events, such as loud auditory cues or flashing bright lights.” 
Notification cues have to be designed and used such that they minimize the possibil-
ity of overloading the attention of the intended recipient and any surrounding people. 
Otherwise, the cues may prove to be ineffective or may be ignored completely. 

Much research effort has been devoted recently to studying notification systems in 
the form of secondary displays, or peripheral displays, which provide information to 
the user that is not central or critical to their current or primary task. For example, a 
user may have a one line display on their computer screen in which scroll current 
news headlines. Studies have looked at the effectiveness of presenting information in 
secondary displays in various formats [1, 10, 14, 16, 24]. The Scope notification 
summarizer [24] used color and relative location to convey the source, priority, and 
type of information available to the user. Research has generally found that user per-
formance on primary tasks is negatively impacted by these secondary tasks [1, 14], 
with some exceptions [16]. 

Other research has investigated notification systems and devices specifically for 
mobile environments. Wisneski [27] described a subtle and private notification device 
in the form of a watch that changes temperature as stock prices change. Holmquist, 
Falk, and Wigström [8] tested a device called the “hummingbird” that notified its user 
of the close proximity of other group members by producing a sound (“humming”) 
and listing the identities of the group members. 

In a first attempt at creating a subtle notification cue that was also public, Hansson 
and Ljungstrand [3] created a “reminder bracelet”, worn on the user’s wrist, which 
notifies a user of upcoming events (e.g., meetings). The bracelet consists of three 
light emitting diodes (LEDs) that are triggered progressively as an event draws closer. 
The notification information comes from a PDA (carried by the user) that is wired to 
the bracelet. With this device, other people interacting with the user can clearly see 
that the user is being notified about something. 

The delivery of notifications can sometimes be improved by interpreting the cur-
rent context of the user through the use of sensors and by determining the priority of 
the information being sent. Nomadic Radio [19] is an auditory notification device that 
manages voice and text messages in a mobile environment. The form of notification 
is chosen based on the content of the message, whether or not the user is speaking, 
and the user’s responses to previous messages. Horvitz, Jacobs, and Hovel [9] de-
scribed the concept of attention-sensitive alerting, whereby the costs of a user’s inter-
ruption are balanced with the costs of deferring alerts. Horvitz, Jacobs, and Hovel 
looked at probabilistic models that can make inferences about a user’s attention under 
uncertainty. In addition to this, they created a system to automatically classify the 
criticality of the alert (in this case, email messages). 

Schmidt et al. [20] have experimented with a cell phone that changes its ring type 
(vibrate, quiet ring, loud ring, silent, or mixed-mode) based on the context of the 
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phone. A sensor board was created to measure light level, tilt, vibration, proximity, 
temperature, pressure, and sound level. The readings from the board were interpreted 
by software to provide information current situation of the phone, and its ring was 
adjusted accordingly. For example, if the phone was judged to be on a table, it would 
ring quietly (the assumption being that the user is in a meeting). 

Display 1                    Display 2             Display 3                    Display 4                   Display 5         

Fig. 1. The set of cue displays (low-information-rate displays) used in the experiment. Display 
5 uses multi-color LEDs (red/yellow/green) 

3   Evaluation of Low-Information-Rate Displays 

One key issue in designing mobile notification displays is how to adequately inform 
users given a small or even micro form factor without requiring a great deal of atten-
tion or needing long training sessions to learn coded messages. While very small 
LCD screens have been developed (e.g., watch displays), lower information rate dis-
plays such as LEDs have the benefit of (a) requiring less cognitive effort to under-
stand (i.e., less distraction), (b) allowing for smaller and even micro level form fac-
tors, and (c) using less power.  Simply speaking, the less information conveyed, the 
less attention required to use that information. However, less information does not 
mean the message is not informative. Even small amounts of critical information can 
be highly informative and keep the user aware in mobile situations. 

An experiment was conducted to test comprehension and preferences of notifica-
tion cues across five different cue displays (i.e., low-information-rate displays) rang-
ing in number of LEDs from two to nine (see Figure 1). The number of LEDs used is 
related to the size of the display and the complexity of the display is related to how 
many different states each LED can assume. As complexity increases, performance 
should decrease.  Because the same number of messages must be conveyed by all the 
cue displays, complexity will increase as size decreases. This is a critical tradeoff for 
mobile displays that attempt to minimize size.  The goal of the present experiment 
was to determine the function of this tradeoff and find the optimal point on this func-
tion. This optimal point will show the smallest array of LEDs that can be used while 
still maintaining high performance and maximizing preference. In other words, we 
assume that as size decreases, complexity increases, and performance will decrease. If 
the relationship between size and performance is linear, then no optimal point can be 
found. A non-linear relationship with a knee in the curve, however, would indicate 
there is an optimal design point that could be taken into account during system de-
sign. 
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Identical messages were mapped into each cue display and consisted of three cue 
dimensions at three levels each for 27 distinct messages (see Table 3). The messages 
were mapped into the cue displays using position, color, and blinking. 

Subjects were given a pre-experiment questionnaire concerning current mobile 
technology use and demographic information.  Subjects were then presented with 
each cue display showing one of the twenty-seven messages and asked to indicate the 
priority, source, and descriptor of the message. Response accuracy, start time, and 
end time were recorded. Finally, subjects were given a post-experiment questionnaire 
to indicate which cue display they preferred.  

3.1   Complexity and Mapping Functions 

Assume a cue display 0 consisting of five LEDs in a single row. Each LED has ON 
and OFF states, corresponding to the numbers “1” and “0”. If we think of binary 
numbers represented by these five LEDs, the following mapping function is possible: 

Table 1. Example of a complex mapping as demonstrated by a binary coding of messages 
across five LEDs in a row 

Binary code Cue value (Priority level, Source, Descriptor) 
00001 High, family, reminder 
00010 High, family, news 
00011 High, family, email 
00100 High, friends, reminder 
… … 
11011 Low, work, email 
00000 Default state: no information is conveyed 
11100 – 11111 (Not used) 

 
This kind of mapping for conveying meta-information is inappropriate, not only 

because it is difficult for most people to remember all 27 binary numbers, but also 
because the mapping between binary numbers and cue values is not intuitive. Inter-
preting cue display 0 requires scanning through all the binary codes in long-term 
memory until the correct one is found. This requires scanning one to 27 codes. Before 
scanning the codes, they need to be recalled from long-term memory and loaded into 
working memory. Unfortunately, the capacity of working memory is fixed, about five 
to nine independent items, according to Miller [17]. This means that we could reduce 
the interpretation time by reducing the information we need to access. This can be 
achieved through the grouping of related information in cue display designs. 

In contrast to the design of cue display 0, which mixes all three categories together 
and generates 27 instances, we will keep these three categories separate, and interpret 
the display using three mapping functions corresponding to these three categories. By 
grouping the information by category, we will have at most nine instances from three 
functions. We interpret one value for each of three categories, and get a whole cue 
value simply by combining three values together. Good mapping functions should 
lead to good display interpretation times. 
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3.2   Displays Used for the Experiment 

Each display conveys the same amount of information, but differs in terms of the 
number of lights (LEDs) used, their colors, whether they blink or not, the configura-
tion pattern of the lights, and how the information presented on the display is mapped 
to these characteristics (see Table 2). Using more lights means that more space is 
taken up by the display that conveys the notification cue. More lights, however, and 
the layout of those lights, may convey information more quickly and easily to the 
user. Blinking lights and different colors may add complexity to the cue, and may 
make it more difficult to understand the cue. This experiment investigates whether or 
not there are tradeoffs between a variety of visual displays used to present notification 
cues. 

Table 2. Visual qualities and mapping complexity of the five cue displays 

Display No. 
LEDs 

“On”-state 
Used 

“Off”-state 
Used 

Blinking 
Used 

Multi-color 
LEDs 

Mapping 
Complexity 

 

9 X    Very Low 

 

6 X X   Low 

 

4 X X X  Medium 

 
3 X X X  High 

 
2 X X X X Very high 

 
Cue Display 1.  The LEDs in the first row are red, yellow, and green; the other LEDs 
are blue. Values for priority are mapped to the LEDs of the first row, values for 
source to the second row, and descriptor to the third row. Each position in a row cor-
responds to a value for that information category. In this example, high is mapped to 
the first light of the first row, medium to the second, and low to the third. Mappings 
for source and descriptor are similar. Exactly one LED is lit in each row for any noti-
fication cue.  

This cue display is the simplest mapping from message to cues.  Users do not need 
to combine several dimensions before comprehending its meaning. The independent 
items in working memory could be as few as three, because three physically separate 
elements in the same category that are stored together as a group in long-term mem-
ory may be recalled and maintained in working memory as a single entity [26]. It is 
possible not to store a whole category as one item in memory in this design, because 
users may not need to process information in each group. 
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Cue Display 2.  LEDs in the first row are red, in the second row are yellow, and in 
the third are green. The LEDs could also all be the same color. Priority is mapped to 
the first row, source to the second, and descriptor to the third, as above. This time, 
however, the row values are indicated by a binary code. Both LEDs lit indicate the 
first value (e.g., high), just the first LED lit indicates the second, and just the second 
LED lit indicates the third value. 

Cue Display 3. All four LEDs are the same color. The first row is priority, and its 
value is conveyed through a binary code as in display 2 (11 = high, 10 = medium, and 
01 = low). The bottom left LED is source, and the bottom right is descriptor. The 
values are indicated by blinking, lit, and off (e.g., blinking = family, lit = friends, and 
off = work). This is different from displays 1 and 2 in that “off” is now used to indi-
cate a value. We could also place all four LEDs in a row. 

Cue displays 2 and 3 map the values of each category to the LEDs using more 
complex encoding functions than the first design. These functions are not straight-
forward, and the mapping of each basic element needs to be calculated before it is 
comprehended. So we may not rehearse and maintain 3 basic elements in one cate-
gory as a single entity. These functions need more working memory, and are assumed 
to produce a slower response due to the tradeoff between performance and device 
space consumed. 

Cue Display 4.  The first position is priority, the second is source, and the third is 
descriptor.  Blinking is the first level of information, lit is the second, and off is the 
third. While this mapping is fairly intuitive, it requires subjects to associate blinking 
and on/off together as a single dimension from high to low. Additionally, the blinking 
may be missed during a hasty response leading to more errors and worse perform-
ance.  

Cue Display 5.  Using color LEDs (e.g., red, yellow, and green in the same LED) one 
can reduce the number of LEDs down to two. The first LED is message source, with 
red indicating family, yellow friends, and green work. The second LED is descriptor 
with the same mapping. Priority is indicated by the blinking of the LEDs (regardless 
of color). Both LEDs blinking signify high priority, one blinking is medium priority, 
and none is low.  This design does not use grouping of information. We could not use 
2 LEDs to represent 3 groups by position alone. Users need to remember all 27 in-
stances of a function. The design will utilize both changing of colors and different 
blinking rates in order to reach enough complexity to accommodate all combinations. 

An attempt was made to use display dimensions in a way that best produces an in-
tuitive mapping. For example, color is an especially effective way of coding nominal 
sets [13]. Kahneman and Henik [12] and Ware and Beatty [25] pointed out that the 
human visual system is very effective at distinguishing a small number of distinct 
colors. Some research [6] points out that red, yellow, and green should be reserved 
for “Danger”, “Caution”, and “Safe”, respectively.  In keeping with this recommenda-
tion, red is used for high levels of each cue category (e.g., high priority), yellow for 
medium, and green for low levels. Finally, only one level of blinking was used as the 
use of too much blinking, particularly more than two levels, is not recommended [2]. 
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Fig. 2. Screenshot of experiment display, with the stimuli (i.e., cue display) in the center of the 
screen. The three pink bars at the top of the screen indicate that responses have been made for 
all three cue categories. Feedback is shown in the green box in the upper-right hand corner 
indicating that all three responses were correct. Finally, the response time is shown in the white 
box in the upper right-hand corner 

3.3   Method 

Subjects. Nineteen college students and one instructor of an information science 
class at a large university participated in this study. Eighteen were male and two were 
female. The median age of the participants was 21 years, and each claimed to use a 
personal computer daily. None of the subjects were colorblind. Nineteen of the 
twenty subjects carried a cell phone, for 3.2 years on the average. 
 
Design. This was a four-way fully-factorial within-subjects design in which the cue 
display order was randomized and the trials for each cue display were blocked. In 
other words, subjects were presented with all the trials of each cue display at the same 
time (i.e., blocked), but cue display order was random.  Cue values were presented 
randomly without replacement within each block. The four factors included cue dis-
play (5 levels), priority (3 levels), source (3 levels), and descriptor (3 levels) with two 
repetitions for a total of 270 trials per subject.  
 
Equipment and Materials. Subjects completed a pre-experiment questionnaire – a 
set of questions pertaining to their computer and mobile device background. The 
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experiment was then conducted on a Pentium 4-based personal computer (PC) run-
ning Windows XP with the screen resolution set at 1024 x 768 on a CRT screen. A 
program was written in Java to present the cue displays as animated Graphics Inter-
change Format (GIF) files. The GIF files were presented on a black background that 
covered the entire desktop except for the taskbar at the bottom (see Figure 2). The 
GIF files were 555 X 457 pixels in size, 96 pixels/inch resolution, and had 8-bit color 
depth. At the top of the screen was a status bar showing what cue responses had been 
made and the elapsed time for that trial. Subjects completed a post-experiment ques-
tionnaire to determine cue display preferences. 
 
Procedure. A training session was first performed where mappings for each of the 
different displays to be used were shown and explained to each subject. Next, five 
rounds of testing were performed. In each round, subjects were first shown the map-
ping for one of the cue displays (randomly chosen) and their responses for the three 
cue dimensions were recorded. A notification cue conveys meta-information (infor-
mation about information). For this experiment, the information conveyed by the cues 
was that summarized in Table 3. 

Table 3. Cue categories and associated values.  Combining all the values in all possible ways 
results in 27 different messages 

Category Possible Values 
Priority level high, medium, low 
Source family, friends, work 
Descriptor reminder, news, email 

 
Using all three information categories, there are 27 (3x3x3) possible notification 

cue values that can be conveyed on any display. These were shown two times each, 
so a particular display showed a random sequence of 54 notification cue values. 
These cue values were graphical representations of actual notification cues. They 
consisted of simulated LEDs, which were simply circles drawn in a particular pattern. 
“Lit” LEDs were simply fully colored circles. “Blinking” LEDs were circles that 
alternated between empty and filled. Each display value was shown until the subject 
entered a response signifying the information represented by the notification cue 
display, but for not more than 6 seconds. Subjects responded by pressing three keys 
on the numeric keypad of the PC. Each row of the keypad corresponded to a different 
information category; row one was priority level, row two source, and row three 
descriptor. Each of the three keys in each row corresponded to a possible value for 
that category (e.g., 7 = high, 8 = medium, 9 = low). The first key pressed in each row 
was taken as the response to that display and could not be changed. At the end of 
each response, the correct answer was shown to the subject. After the first display, the 
experiment continued with the remaining four displays (for a total of 270 notification 
cue values tested per subject). The Java program automatically recorded the subjects’ 
answers and response times. 
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4   Results 

4.1   Performance 

Four measures of performance were collected during the experiment – start-time, 
completion-time (end-time), difference-time, and percent correct. The start-time was 
the time that the subject entered the first response on the keypad. The completion-
time was the time that the last (third) response was entered. The difference-time was 
the difference between start-time and end-time. Percent correct was the number of 
cue dimensions correctly specified.  Because there were three responses for each trial, 
the percent correct was measured as a score between 0 and 3 with 0 meaning no cor-
rect responses and 3 meaning all correct responses. A separate four-way repeated 
measures analysis of variance (ANOVA) was applied to each of these measures.   
Our alpha rate for all ANOVAs was .01 or 1 percent meaning that the p-value for 
each test must be less than .01 to be considered significant or reliable. 

 

 

Fig. 3. Start-time increases as mapping complexity and number of LEDs increases 

The ANOVA for start-time showed a significant effect of cue display (F(4,72) = 
90.23, p < .01) and priority (F(2,36) = 15.66, p < .01). As shown in Fig 3, responses 
started much faster for cue display 1 (M = 851ms) than the other cues with cue dis-
play 5 the slowest.  For priority, high (M = 1678ms) and low (M = 1601ms) priorities 
were reliably faster than medium (M = 1762ms). The error bars in Figures 3 through 
6 represent 95% confidence intervals. 

The ANOVA for end-time also showed a reliable effect of cue display (F(4,72) = 
72.14, p < .01) and priority (F(2,36) = 17.68, p < .01) as well as descriptor (F(2,36) = 
7.44, p < .01).  Fig 4 shows that cue display 3 has the longest total response time (M 
= 3645ms) followed by cue display 5 (M = 3568ms) and cue display 4 (M = 
3337ms).  Similar to start-time, priority for end-time is fastest for high (M = 2982ms) 
and low (M = 2846ms) than medium (M = 3062ms) priority.  Finally, email descrip-
tors (M = 2901ms) were entered significantly faster than reminder (M = 3001ms) or 
news (M = 2988) descriptors. 

The ANOVA for difference-time showed a reliable effect of cue display (F(4,72) = 
34.68, p < .01).  In other words, the amount of time it took to enter all three responses 
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varied across cue displays.  It took the longest time to enter responses for cue display 
3 (M = 1872ms) and the least time to enter responses for cue display 4 (M = 682ms).  
Also, there was a significant effect of priority (F(2,36) = 6.74, p < .01) and descriptor 
(F(2,36) = 7.24, p < .01). 

 

 

Fig. 4. Completion time is fastest for cue display 1 and slowest for cue display 3 

 

 

Fig. 5. Percent correct responding is very high for all cue displays but significantly worse for 
cue display 3 

The ANOVA for percent correct showed that only cue display had a reliable effect 
(F(4,72) = 6.36, p < .01).  Fig 5 shows that cue display 3 had the lowest accuracy 
while cue displays 1 and 2 had the highest.  Overall, the accuracy rates are very high 
indicating that in the speed-accuracy tradeoff, subjects were focused on high accu-
racy. 

4.2   Questionnaires 

Seventeen people ranked the five displays after completing the experimental sessions. 
In ordering of decreasing preference, subjects preferred displays 1, 2, 4, 3 and 5. 
Subjects were also asked several more open-ended questions concerning the displays 
that they had just interacted with. One question asked, if subjects had adequate time 
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to learn any of the displays before using them in the real world, which one(s) would 
they rather use on a mobile device such as a PDA. Most subjects answered that they 
would still rather use display one (the nine LED display), with some commenting that 
the mapping was the most natural and that it was the most easy to use. However, 
about a third of the subjects commented that displays two, three, or four would be 
preferable if adequate learning time was available. 

 

 

Fig. 6. The performance versus size tradeoff function appears to increase linearly from nine to 
four LEDs and then plateau 

The second question asked that if there was adequate time to learn any of the dis-
plays before using them in the real world, which one(s) would rather be used on de-
vice such as a watch? For this question, there was a movement in preferences towards 
smaller displays, with nine people preferring display 4 (three LEDs), three preferring 
display 5 (two LEDs), and one preferring display 3 (four LEDs). Two still preferred 
display 1 (nine LEDs), and two display 2 (six LEDs), 

The final question asked which displays subjects would prefer not to use again. 
About half of the subjects commented that they did not like the two LED display 
(display 5), and a third did not like to use the four LED display (display 3). One per-
son commented that the blinking displays in general were difficult to use. 

5   Discussion 

As expected, there are explicit tradeoffs between the different displays studied in this 
experiment in terms of the performance measures collected. What is really surprising, 
however, is that instead of continuously worse performance, response times flatten 
out at four LEDs and remain about the same at two LEDs (see Figure 6).  In other 
words, subjects were able to use two LEDs to recognize 27 messages with 92% accu-
racy, responding in less than 4 seconds – all with little training and only an hour of 
experience. Part of the explanation for this result is the young subject population 
used. Certainly, with a wider range of subjects, learning rate could be more of a bar-
rier to using low-information-rate displays. 
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With cue display 1, subjects performed the best in terms of start time, completion 
time, and accuracy. This is not surprising, since cue display one was designed to map 
perfectly with the three message categories and three values for each category. Sub-
jects were able to recognize the cues quickly and accurately. Subjects also seemed to 
prefer display one overall to the other four displays. Here, the perception may be that 
if screen real estate is readily available, it should be used for a display that quickly 
and easily conveys information to the user. 

There is a significant increase in both start time and completion time, and a signifi-
cant decrease in accuracy, for display 2. This display has six LEDs, and while the 
mapping of its rows corresponds to the information categories, a binary coding sys-
tem was used to display the three values for each category. Therefore, this increase is 
not surprising, given the expected extra cognitive processing time that such decoding 
would incur. Such a display, however, would take up less real estate on a display. A 
learning curve seemed to factor into the performance with this display, as several 
subjects mentioned that they would use this one (over display 1) if they had sufficient 
time to get used to it. 

Display 3 was most difficult display for subjects to interact with. Start times were 
third highest, but completion times were the longest out of any of the displays. Accu-
racy rates were also the lowest for all of the displays. This display had four LEDs. 
The top two LEDs were used to represent priority through a binary code, while the 
bottom two each represented one of the other two categories, with levels represented 
by on, off, or blinking. There are two possible contributing factors to the unexpect-
edly high complexity of this display, 1) it combined two different visual representa-
tions in one display (binary, blinking) and 2) it used blinking, which seems to be 
more difficult and time consuming to comprehend by nature. Surprisingly, while 
many of the subjects did not like display 3, it was not the least preferred display. 

While display 4 showed a fairly high start time, its completion time, although 
higher, was not significantly different than that of display 2. Display 4 consisted of 
three LEDs, each of which mapped to a category. Levels were indicated by on, off, or 
blinking. Accuracy rates were not as good as with display 2, but were significantly 
better than display 3. When subjects were asked which display they would like to use 
with a watch-sized device (given adequate learning time) most preferred this display. 

Display 5 was the display that half of the subjects said they would not want to see 
again. This two LED display combined the three categories using three colors and 
binary blinking. The cognitive effort required to process the cues on this display is 
reflected in the highest start times, and the fourth highest completion times. Accu-
racy, however, was not significantly different from display 4. 

Some of the preferences or performance results found during this study may be re-
lated to the characteristics of the display implementations. Priority was always the 
first row or LED on the displays, so that may explain why the performance was better 
for priority (or why start time was significantly lower). Priority was also often indi-
cated with color-coding. 

Multiple colors are an integral part of all displays except display 3 (the four LED 
display). The colors may have helped to differentiate the different category values 
from each other. In the case of display 5, color recognition was necessary to discrimi-
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nate the different level of two of the categories. When color was used to encode dif-
ferent levels of a particular category, the colors red, yellow, and green were used, 
similar to a traffic light pattern. These were matched up to priority levels of high, 
medium, and low, or other category levels matching those going from left to right on 
the keyboard. 

Binary coding was used in displays 2 and 3, where two LEDs were used to convey 
information about a category level. This may have required additional cognitive effort 
due to a decoding process needed to match the code to the appropriate level, although 
an attempt was made to match the codes from left to right with the levels as assigned 
on the keyboard. 

Blinking was also used to indicate category levels in several of the smaller display 
designs. In displays 3 and 4, LED states of blinking, steady, and off were used to 
indicate one of the three levels for a particular category. In display 5, blinking of no, 
one, or both LEDs was used to indicate priority. It may be that for these displays that 
additional time was needed to recognize whether or not the displays were indeed 
blinking or not before the entire display was comprehended. Possibly speeding up the 
blinking rate would allow for faster recognition, but may also incur a distraction 
and/or annoyance cost. 

Finally, it was surprising that significant differences were found for priority and 
descriptor across reaction time measures and accuracy. The effect was also independ-
ent of display. Thus, it may be that the message itself caused the effect. In other 
words, results showed that subjects were slowest at responding to medium priority 
messages indicating that medium priority is not very “interesting” or informative. 
Subjects may prefer only two levels of priority – low and high. The same could be 
true for descriptor in which the email descriptor was responded to faster than re-
minder or news. 

6   Conclusions and Future Work 

In summary, there are several conclusions that can be made from this study: 
 

1. There is a tradeoff between performance, preference, and display size. As the 
number of LEDs decreased, accuracy, speed, and favorable opinion generally de-
creased. But, performance for the message set used here seemed to plateau at a 
size limit of four LEDs. 

2. This tradeoff can be mitigated by effective display design. Using color, blink-
ing, or binary codes appropriately allows the use of fewer LEDs to convey a fixed 
amount of information. 

3. Position provides the most intuitive representation. Although position seems to 
aid message recognition the best, it also has the highest cost in terms of display 
size. 

4. Multi-color LEDs are useful for conveying more information in a smaller 
space. Color was useful for distinguishing between three different types of mes-
sages and helps to reduce the number of LED’s needed in a display but may not be 
helpful in conveying a large number of categories. 
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5. Blinking may be better for attention getting than providing information. Per-
formance was not good with the blinking displays and other work [e.g., 2] has 
shown that few levels of blinking are useful, so blinking may not be a good choice 
for important meta-information. 

6. The mixing of certain visual factors may degrade performance. There may be 
compounding or other effects caused by the mixing of certain visual representa-
tions. This is seen by comparing display 3, which had four LEDs but used both a 
binary representation and blinking, to display 4, which had only three LEDs but 
used only blinking. Blinking seemed to be harder to comprehend than binary cod-
ing, but having both at the same time made cue comprehension even more diffi-
cult. 

 

It must be remembered, however, that these conclusions are being made based on 
the results of this limited, initial study, which is a first step in what is hoped to be a 
series of related work and additional experiments. This study has looked at a rela-
tively small set of the total number of visual displays available, and there are many 
alternate implementations of each display. For example, information can be presented 
using different physical arrangements of LEDs and different binary codes. Learning 
curves were not investigated as part of this study, and no attempt was made to look at 
how the results might change over time. The LED displays were also simulated in a 
laboratory environment, rather than tested in real-world settings using real lights. 

Overall, though, it appears that low-information-rate displays can be useful for 
providing information awareness in mobile situations. With the right display design, 
the performance reducing and experience spoiling effects of complex mappings can 
be mitigated.  At the same time, this work supports the idea that even the smallest 
form factors such as watches, rings, and other jewelry can be used as valuable notifi-
cation systems.  This work opens the door for the design of a wide range of low-
information-rate notification systems using a variety of information channels includ-
ing other visual cues (e.g., motion and brightness), tactile information (e.g., vibration 
and pressure), and auditory information to name a few. Some issues that will be ad-
dressed in future work will be (a) measuring the distraction (individual and public) 
cost of low-information-rate displays in mobile situations, (b) determining what types 
of messages provide “critical bits” given a certain context or situation, (c) finding the 
number of messages or level of complexity at which performance breaks down to 
determine the “upper-bound” in information space for low-information-rate displays. 

Other open research issues regarding notification cues include the analysis of end-
user requirements and the need to determine exactly what types of information or 
events that users want to be notified of. The framework for mobile information needs 
presented in [22] begins to looks at this issue, but much more work is needed. There 
is also the issue of cue personalization. Allowing someone to customize the form that 
their notification cue takes may help alleviate some concerns over privacy and secu-
rity of information, especially if the cue is sent in a public space. A final issue is that 
the acceptability of a notification cue or device, as with any sort of technology, may 
depend on fashion or social perceptions. Research in the area of wearable computing 
will undoubtedly influence the design of notification devices as well. 
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The results of this experiment are being integrated into the development of a noti-
fication cue prototype that alerts the user to approaching events. The events are re-
corded on the user’s PDA, along with a priority for each event. The PDA vibrates 
when the event comes within a certain amount of time (e.g., half-an-hour) of the cur-
rent time. A signal is also sent wirelessly to a set of LEDs that form a notification cue 
conveying a code for the priority of the event and how much time is left until the 
event. The notification is triggered based on the priority of the event. The PDA can 
be kept somewhere on the user’s body (e.g., in a pocket), while the LEDs can be 
worn or kept elsewhere. The prototype is therefore provides a multi-modal notifica-
tion cue (tactile and visual) that is subtle yet public. This work is an extension of [3]. 
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